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Abstract

The traditional model of cryptography examinesthe security of cryptographic prim-
itiv esas mathematical functions. This approad doesnot accourt for the physical
side e®ectsof using theseprimitiv esin the real world. A more realistic model em-
ploys the conceptof a sidechannel A sidechannelis a sourceof information that is
inherert to a physicalimplemertation of a primitiv e. Researb donein the last half
of the 1990shas shown that the information transmitted by side channels,sud as
executiontime, computational faults and power consumption, can be detrimental
to the security of cipherslike DES and RSA.

This thesissurveysthe techniquesof sidechannelcryptanalysispresened in [3(],
[10], and [31] and shavs how side channelinformation can be usedto break imple-
mertations of DES and RSA. Somespeci ¢ techniquescoveredinclude the timing
attack, di®erenial fault analysis,simple power analysisand di®erenial power anal-

ysis. Possibledefensesgainstead of theseside channelattacks are alsodiscussed.
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Chapter 1

Background

Mathematical abstraction can be a very usefultool in the study of cryptographic
primitiv es. Cryptographers often evaluate the security of ciphers by considering

them as mathematical functions usedin a scenariosimilar to the one described in

Figure 1.1.

Eve

M E 4 D M
K a K b
Alice Bob

Figure 1.1: The traditional cryptographic model.

In this model, two people, Alice and Bob, attempt to usea cipher to engage
in a private cornversation acrossa public channel. An eavesdropger, Eve, monitors
the public channeland tries to deducewhat Alice and Bob are talking about. Eve

has at her disposal all the details of the cipher, exceptfor the secretkey ( this is
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known as Kerckho®s assumption), a few plaintext-ciphertext pairs generatedby
either Alice or Bob, aswell somereasonableamourt of computing power.

Traditionally, any cipherwhich resistedEve'sscrutiny in this model wasthought
to be secure.Whether or not sud a cipher would be implemerted in the real world
was then a matter of practicality ( e.g., key length, encryption speed, memory
requiremers ). Howewer, as this thesis will illustrate, ciphers which are secure
when speci ed as mathematical functions are not necessarilysecurein real world
implemertations.

In reality, ciphersare implemerted on physical deviceswhich interact with and
are in°uenced by their environments. Electronic devices,like pagersand smart
cards, consumepower and emit radiation asthey operate; they alsoreact to tem-
perature changesand electromagnetic elds. These physical interactions can be
instigated and monitored by adversaries,like Eve, and may result in information
which is usefulin cryptanalysis.

An insightful demonstrationof this point is related by Peter Wright in [52]. He
explainsthat in 1956,the British intelligenceorganization,MI5, wastrying to break
a cipher usedby the Egyptian Embassyin London, but their e®ortswere stymied
by the limits of their computational power. Wright, a sciertist with GCHQ at the
time, suggestedthat a carefully placed microphone might help. The Egyptians
were using a Hagelin madiine, a rotor basedcipher, and after sometests Wright
discovered that the audible click which occurred as the rotors turned could be
exploited. During a special servicecall to x a faulty telephonein the enbassy a

microphonewas placed closeto the Hagelin madine. By listening to the clicks of
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the rotors as cipher clerks resetthem ead morning, MI5 was able to deducethe
core position of 2 or 3 of the madine's rotors. This extra information allowed the
task of calculating the initial setting of the Hagelinmadineto fall within the means
of MI5 computing resourcesand subsequetly allowed them to read the embassy's

communications for seweral years.

Power Eve Execution Electromagnetic
Sound Consumption Time Radiation
3 ' . M ' .
M E - D M
- . - .
K a K b
Alice . o Bob
LN ’ N

Figure 1.2: A model which includesside channels.

The traditional cryptographic model does not accourt for the physical side
e®ectsof using ciphersin the real world. A more realistic model can be descriked
using the conceptof a side channe| as shavn in Figure 1.2. A side channelis a
sourceof information that is inherert to a physical implemertation. MI5's break of
the Hagelin cipher exploited a side channel consistingof sound, but there are many
others.

The chapters of this thesisdemonstratehow the analysisof side channel infor-
mation can be usedin cryptanalysis. In particular, three kinds of side channelsare
examined: executiontime, computational faults and power consumption. The aca-
demicreseart in thesethree topics was initiated by Kocher [30], Boneh, DeMillo
and Lipton [10], and Kocher, Ja®e,and Jun [31], respectively. The techniques of

side channel cryptanalysis presened here comprisea survey of their work.



Chapter 2

Timing Analysis

2.1 Intro duction

Commercial cryptographers have long been concernedwith how much execution
time their cryptographic implemertations require. The amourt of time used to
encrypt a messager producea digital signatureis often usedasa bendimark when
comparing di®eren cryptographic schemes;with all other factors being equal, the
fastestsdhemeis consideredthe most excient and is hencethe most marketable.
The amourt of time it takesto compute a cryptographic function dependsnot
only on what that function doesbut alsowhat inputs are passedo it. Certain en-
codings of messagesnay require lesstime to encrypt becauseof the mathematical
operations used. For example,an encryption function basedon integer multiplica-
tion might be quick to ewvaluate with pen and paper if the messagdo encrypt is a
power of ten. A prudent cryptographer might then try to expressevery message

as a power of ten to exploit this computational shortcut. Howewer, in addition to
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messages;ryptographic functions often take secretkeysasinput and sothe value
of a key might in°uence publicly obsenably timing characteristics.

On 29 November 1995, Paul Kocher described how the timing characteristics
of cryptosystemssud as RSA, DSS and Ditxe-Hellman can be correlated to the
valuesof their secretkeys. He further outlined how an attacker is able to analyze
measuremets of the time it takesto compute se\eral, say, RSA signaturesand
deducethe signingentit y's secretkey. After a preliminary versionof Kocher'sresults
circulated, the cryptographic community beganto realizethat someproducts and
protocols currertly in use were vulnerable to the attack ( e.g., SSL). With the
growing popularity of electroniccommerce this new method of cryptanalysis made

quite a good story; it even madethe front pageof the New York Times [35).

Outline

We rst descrike the idea behind Kocher's timing attack on modular exponertia-
tion. Next, we give details about how the attack can be applied to the modular
exponertiation routine in the freely available RSAREF 2.0 cryptographic toolkit.
An analysisof the attack is then presenied which allows us to estimate the number
of timing measuremets requiredto extract a secretexponert. A modi cation of the
attack is then discussedas well as other cryptosystemsand operations which are
potertially vulnerableto timing analysis. We end by preseriing a courtermeasure

which makesRSA immune to this versionof the timing attack.
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2.2 The ldea

An operation which is fundamertal to the RSA cryptosystem is modular expo-
nertiation. It is usedto encrypt and decrypt as well as to sign messageblocks.
When RSA was introduced, the invertors suggesteda repeated squae-and-multiply
algorithm ( seeFigure 2.1) asa way to implemert this operation exciently [46].
Seweral RSA implemertations followedthis exampleincluding RSAREF, areference
implemertation authored by RSA Laboratories.

Figure 2.1 descriles the left-to-right square-and-mltiply algorithm. The al-
gorithm's parametersare labeled using notation from commondescriptionsof the
RSA cryptosystem. The output S can be thought of as a digital signature. The
private exponert d canbe represeited usingat mostn bits wheren is the bit length

of the RSA modulus N .

INPUT: M;N;d= (dn; 10n; 2:::d1dp)2
OUTPUT: S= MY mod N

1SA1

2for j=nj 1:::0do
3 SA S2 modN

4 if d = 1then

5 SA S¢M modN

6 return S

Figure 2.1: The left-to-right repeatedsquare-and-multiply algorithm for modular
exponertiation.

Kocher made some important obsenations about square-and-nultiply algo-
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rithms. In Figure 2.1, the conditional expressionat line 4 causesthe execution
path of this algorithm to vary accordingto the value of the exponert. In any loop
iteration, if the relevant bit of d is one, then both a modular squareand multiply
are performed( lines3 and 5 respectively ); if the relevant bit is zeroonly a modular
squareis performed. So,the requiredamourt of computation, and henceexecution
time, to completethe n loop iterations is in°uenced by the value of the exponert.

If an attacker could obsene and comparethe executiontime of seweral loop
iterations in the square-andmultiply algorithm, he or shemay be able to deduce
the value of the correspnding exponert bits. This technique, whenapplied against
an RSA signature operation, would reveal bits of the signer'sprivate key. Howeer,
it is not clearhow an attacker might obsene the timing characteristicsof individual
loop iterations!. Kocher'stiming attack descriteshow an attacker can usethe total
executiontime of the algorithm to deducebits of the private exponert. This timing
information can be easily obsened by a passie attacker.

Suppose that a malicious user, Marvin, sendsa seriesof signature requests
to a PC that implemerts RSA using the repeated square-and-naltiply algorithm.
Marvin recordsthe times Ty; Ty;::: ; Ty it takesthe PC to return a signature on
ead of the known messageM;M,;::: ;M 2 Zy. The attack now proceedsto
allow Marvin to recover the bits of d oneat a time.

Sinced < N and n is the bit length of N, the binary represemation of d may

cortain leadingzerceg, but to simplify our discussionve will assumethat d,; 1 = 1.

We will seein Chapter 4 how the executiontime of individual loop iterations can be deduced
using power analysis.

2In practice, any leading zeroesin dn; 10n; 2:::d1dp are skipped to reducethe number of loop
iteration required in the square-and-nultiply algorithm. Howewer, this implementation detail is
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Tracing through the pseudo-cde of Figure 2.1, Marvin knows that at the start of
the secondoopiteration S= M mod N andthen, after the squaringstep,S = M2
mod N. If dy; 2 = 1, the PC computesthe product M ¢M 2 mod N, otherwiseit
does not. Using his knowledge of the physical speci cations of the target PC,
Marvin simulates on an identical PC ( i.e., sameprocessorRAM cade, etc. ) the
time f} it takesto computeM 2 ¢M; mod N for ead of the known messagesThe
value of M; in°uencesthe amourt of time requiredto perform this calculation®.
Kocher noticed that, when d,; , = 1, the two ensenbles fﬂg and fTig are
correlated. For example, if f; is much larger than its expectation, then T; is also
likely to belargerthan its expectation. If d,; » = 0, then the two ensenblesbehave
asindependent random variables. By measuringthe correlation Marvin candecide
the value of d,, . Now Marvin knows the value of S at the start of the third loop
iteration. To get d,; 3 Marvin reconstructsthe ensenble ffig by simulating the
time it takesthe PC to compute S ¢M mod N, where the value of S is known,
and comparesit with the ensenble f T;g. Marvin cortinuesin this way to recover

the remaining bits of d.

2.3 Attac k Details

The principles underlying the timing attack are elemertary, but there are se\eral

details which must be addressedwhen putting it into practice. For example,it is

incidental to our method of attack.

3In classicalimplementations of modular multiplication the product M; ¢M 2 is rst calculated
in Z and then reducedmodulo N. Sinceit takesmore time to multiply large numbers together
than small onesthe value of M; in°uencesthe required computation time.
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not clearhow Marvin might measurethe correlation betweenthe various ensenbles
or how many timing measuremets are required for a successfulhttack. Answers
to thesepoints depend upon the characteristics of the target implemertation, but
the techniquesKocher descritesin [30] o®ersomedirection.

We analyzeKocher's method of attack and explain how it canbe applied against

modular exponertiation in the RSAREF cryptographic library.

2.3.1 RSAREF 2.0

RSAREF 2.0 was releasedby RSA Laboratoriesin 1994. It was intended as an
educationalreferencemplemertation of somecommoncryptographic schemes.In-
cluded in the RSAREF 2.0 library are routines for Dite-Hellman key agreemen
and RSA signatures. In both systems,modular exponertiation is accomplishedvia
the function NN-ModExpPseudo-cae is given for NN-ModExm Figure 2.2.

The algorithm in Figure 2.2 is a generalizationof the basicsquare-and-naltiply
algorithm presentied earlier and it inherits similar timing properties. When usedto
calculate an RSA signature, the algorithm st computesthe valuesM ? mod N
and M3 mod N, and then 2 bits of the private exponert are processedat a time.
Eadh loop iteration does two squaring operations and, if either exponert bit is
nonzero,one multiply operation.

RSAREF does multiplication in Zy by rst calculating a product in Z and
then reducingit modulo N. Squaresare calculated using the sametechnique. The
execution time of this simple method is related to the Hamming weight of the

factors. The function NN-ModMulis usedto evaluate ead operation.
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INPUT: M;N;d= (dn; 10n; 2:::d1dp)2
OUTPUT: S= MY mod N

I1m A M modN

2m,A m¢M modN
3mzA my¢M modN
4SA1

5forj=nj 1:::0by 2do

6 SA S modN

7 SA S? modN

8 if (ddj; 1), 6 Othen

9 SA S¢tmyq, ., modN
10 return S

Figure 2.2: A left-to-right repeatedsquare-and-naltiply method which usesa two
bit window.

A common misconceptionabout the timing attack is that it only determines
whether or not a conditional multiplication is performed. If this werethe casethen
the attack would not succeedagainstthe algorithm in Figure 2.2. Knowing that a
multiplication is executedin a particular loop iteration would only eliminate one of
four possiblevaluesfor the relevant pair of exponert bits. To determinethe value
of a pair of exponert bits it is necessarnto know what operandswere usedin the
conditional multiplication. The timing attack is able to exploit timing variation in
the multiplications and the squaresto do just that.

Suppose Alice and Marvin engagein a signature protocol using their PC's.
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When Marvin sendsa messagdo Alice, she usesthe RSAREF routines and her
private key pair N ; di to signit. Alice then sendsher signatureto Marvin. Marvin
recordsthe time T; that it takesAlice to respond after he sendsher the message
M;.

There are se\eral factors which cortribute to the value of T;. Returning to
Figure 2.2, the time required to perform the operations on lines 1 to 4 makes a
cortribution which we denoteby ¢;. In the loop of Figure 2.2, for particular value
of j, the time requiredto executelines 6, 7 and 9 alsocortributes to T;. We denote
these cortributions by r;;, s;j, and t;;, respectively. Note that r;; and s;; are
strictly positive values,but t;; may be zero. Other factors, sud as measuremen
error and transmissiondistance,alsocortribute to T; and may betreated assources

of error. We denotethesecortributions by €. Now, we canwrite:

Ti € + G + (ri;ni 1+ Si;ni 1+ 1:i;ni 1) + (ri;ni 3+ Si;ni 3+ ti;ni 3)
+ ¢CC+ (ri;1+ S ti;l)
X
e+qG+ (rij + sy + ti):
j

The bits of Alice's secretexponert in°uence the value of almost all of the com-
ponerts in this sum. For a particular value of j, the operandsusedin the two
squaring operations are completely determined by the value of the exponert bits
dn; 10n; 2:::dj+2d;+1. The operandsusedin the multiplication step are a®ectedby
thesesamebits aswell asthe bits d;d;; ;. Thus, the the componerts r;; , s;; , and
ti; areall in°uencedby exponert bits. The value of ¢; is in°uencedonly the by the

value of M.
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Considerthe rst loop iteration of NN-ModExpUsing a PC identical to Alice's,
Marvin cansimulate and time the four possiblesetsof calculationsAlice performed
in the rst loop iteration when she signedthe messageM;. E®ectiely, Marvin
generatesfour candidatesfor the value of G + rin, 1 + Sin; 1+ tin, 1. TO construct
ead candidate, Marvin can simply sign the messageM; four times using the ex-
ponerts 00,01 10 and 11. Denote the time required for these four signaturesby
Tini 1.0; Tin: 105 Tin: 12 and Tin; 1.3 where the st two indices indicate the rele-
vant messageand loop iteration, and the last index represeits a guessfor the bits

dn; 1dn; 2. Marvin can construct the following table:

00 01 10 11
Tii T\l;ni 10| T1i fl;ni 11| T1i T\l;ni 12 | Tai T\l;ni 13
Ty T\z;ni 10 | T2i T\z;ni 11| T2i T\z;ni 12 | T2i T\z;ni 1;3
Tsi f3;ni 10| T3i f3;ni 11| T3 f3;ni 12 | T3 f3;ni 13

In oneof the four columns,Marvin's simulated operationswill bethe sameasthe
operationsAlice actually performedup to the end of the rst loop iteration. In this
column, Marvin's candidatevaluewill hopefully beclosero ¢+ rin; 1+ Sin; 1+ tin; 1
than the three other candidate values. As the analysisin the following section
shows, with high probability this will causethe samplevariance* of the correct
column to be lower than others. By comparingthe four samplevariances,Marvin

can determinethe value of dy; 10y, 2.

4This statistic is usually den?_;ed s2, Ifl(l;Yz; 1Yk is a set of obsenations and Y is their
arithmetic mean, then S2 = k.% ikzl (Yii Y)?
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The next pair of exponerts bits, dn; 3dn; 4, can be deducedby timing the four
possible sets of calculations Alice performed before the end of the secondloop
iteration. For eath messageMarvin can measurethe time it takesto signM; using
the four exponerts dy; 1dn; 200, dy; 10n; 201, dy; 10n; 210 @and dy, 1d,; 211. Denote
the time required for thesefour signaturesby T, 3.0, Tini 31, Tin; 32 and T, 3.

Marvin then reconstructshis table with rows of the form:

Ti i -ﬁ;ni 3,0 Ti i fi;ni 31 Ti i fi;ni 3;2 Ti i fi;ni 3;3

Again, Marvin calculatesthe samplevariance of ead columnto determinethe
actual bit values. The value of the other pairs of bits may be decidedin turn using

similar tables.

2.3.2 Analysis

Let jo be a particular value of | in the square-and-multiply algorithm of Figure
2.2,and let g 2 f0;1;2;3g. Marvin proceedswith the timing attack by Tling in

table columnswith valuesof the form T, T,

.9 Whereg is a guessfor value of the
exponert bits dj,d;;; 1. Assumingthat Marvin has correctly determinedthe value

of the bits dn; 10n; 2:::dj 420,41, We have:

X
Tiog=G+ (g + Sy +tiy)+ (Mo + Sijo+ ijog);

i®io
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wheref}; ., is acandidatevaluefor t;; .. If g= Othenf}; 4 = 0, otherwisef}; 4 > 0.

Now, we have:

X
Tij -ﬁ;jo;g =g+Gg+t (ri;j S + ti?j)
X j
i Gii (rij +Sij *tij)i (Nijo+ Sijo * G o0)
Xj>j 0
=g+t (rig + sy + tig) + (L, i f\i;j 0:0)"
i<io

Either f};,, is a correct measureof the time it took Alice to calculate the
multiplication at line 9 of Figure 2.2whenj = jo or it is not. If it is correct, then
fi; .. equalst;; ,, and so:

X
Tii fjog=a+  (rj +sy+ty):
i<io
If it is not correct, then fj; ., does not usually equal t;;,, so there will be no
cancellation. Marvin canusestatistics to determinewhetheror not this cancellation
occursand henceche the guessg.

The subtraction of the term fj; .., a®ectsthe variance of a column of data. To
seethis, we treat the timing measuremets as occurrencesof random variables.
The random variable T descriteshow long it takesto sign a messagen Z using
Alice's private exponert, d. The random variable T“jo;g describeshow long it takes
to exponertiate a messageusing the n j jo most signi cant bits of d appended
with a two bit guess( dependert on the value of g ). The random variablesr and

s descrilke how long it takesto squarean elemen of Zy. The random variable t
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descrikeshow long it takesto multiply two elemertts of Zy ( note that t is strictly
positive ). Lastly, the random variable e descritesthe e®ectsof error.
Assumingthe time for squaresand multiplications in successig loop iterations
are independen from ead other and the error, the varianceof the random variable
Ti 1,4 whenthe guessg is correct, is:
0 1
X X
Var(T i Tj,g) = Var %e+ (r+s)+ t§
i<io i<io
d; dj; 1600

Joi 2Var(r) + J°i2 2Var(s) + " ¢Var(t):

= Var(e) +

The variable " is an integerwhich is determinedby the number of pairs of bits from
d which are not equalto 00 ( for a randomvalue of d, ~ is roughly %% ). Recall
that the random variablesr and s both descrite the time it takesto do a squaring
operation. Thus, r and s are idertically distributed and the varianceof T T,

can be further simpli ed to:
Var(T i T,q) = Var(e) + (joi 2)Var(s) +  ¢Var(t):
When the guessg is incorrect then there are two possibilities for the variance of
T T\jo;g, depending on the value of g. Recall that:
X
Ti i T\i;j g — & (ri;j + S + ti;j ) + (tiZjo i f\iﬂo;g):
i<io

First, supposethat both t;;, and fi; . are nonzero. Then, the valuet;j, i i, is
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the di®erenceof two ( usually unequal) occurrencesof the random variablet. The
varianceof the random variable t j t is Var(t) + Var(j t) = 2¢Var(t), thus for the

relevant table column(s):
Var(T j ﬁ-o;g) = Var(e) + (joi 2)Var(s) + (" + 2)Var(t):

Next, supposethat one of t;;, or fi;,.4 is zero. Then, for any column(s) of data

with this property:
Var(T j T\jo;g) = Var(e) + (joi 2)Var(s) + (" + 1)Var(t):

So, the column of data basedon a correct guesshas a variancewhich is Var(t)
or 2¢Var(t) lower than the other data columns. The samplevariance, S?, is a good
estimator of the true variance and we will now presen a heuristic estimate of the
probability that this statistic will distinguish the correct column.

To dewelop our estimate, we rst introduce somenotation and state two facts
which are establishedin most introductory texts on probability ( e.g.,[8] ). We
write X » N (%; 3%) to indicate that the random variable X is normally distributed
with mean?! and variance¥%#. The meanof a random variable X is alsodenotedby
E(X). If Y isarandomvariablewith Y = aX + b, wherea and b are constarts, and
X » N(%; %), thenY » N(al + b;a?3%%). If X » N(*x;%)and¥Y » N(*v; %),
whereX andY areindependenr, then X + Y » N(1x + 1v;% + 3%).

The columnofdatain Marvin's table which correspndsto a correctguesshasan

expectedvarianceof Var(e) + (joi 2)Var(s)+ ~¢Var(t). Thereis a secondcolumnin
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Marvin's table that hasan expectedvarianceof Var(e)+ (j i 2)Var(s)+ (" + 1)Var(t).
Thesetwo variancesdi®erby Var(t). Supposethere is a third column of data with
expectedvarianceVar(e) + (joi 2)Var(s) + (" + 2)Var(t). Its variancedi®ersfrom
the rst column by 2 ¢Var(t). The succesgprobability of Marvin's statistical test,
which consistsof calculating S?, is lower when he appliesit to the st and second
columns,asopposedto whenhe appliesit to the rst and third columns. We derive
an estimate of this worst-caseprobability of successAn estimate of the probability
in the other casecan be derived similarly.

Supposer;s and t are normally distributed. Let N (* 5;%Z) denotethe distribu-

tion of r and s, and let N (*; ¥f) denotethe distribution of t. Both:

X X
(r+s) and t

i<io i<io
d; dj; 1600

are normally distributed and the data in the correct and incorrect table columns

are distributed accordingto the sums:

X X X X
(r+s) + t; and (r+s) + t + t

i<io i<io i<io i<io
d; dj; 1600 d; dj; 1600

Both of theserandom variablesare normally distributed. Denote the distribution
of the former oneby N (* o; ¥§). Notethat, ¥ = (joi 2)¥% + ¥

Supposewe have atotal of k accuratetiming measuremets. Let X 1; X, 11 ; Xk
and Yy; Y . ; Yx bestandard normal variates. If the e®ectf error are negligible,

we can model the data in the two columnsas:
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YoX1+ 1o | (oX1+ 1o)+ (%Y1 + 1))
YoXo+ 1o | (FaXo+ 10) + (HY2+ 1)

YoXk+ To | (X + Lo)+ (Y + 1)

To simplify our notation, welet V; = %X+t oandW; = (%Xi+10)+ (34Yi+1}).

We want to estimate:
A !
- X -
Pr(Sy >Si)=Pr —— (Wi W)*> — (Vi V)?
i=1 I = e

X .
= Pr Wii W)2> (Vi V)?
i=1 i=1

The random variablesV; and W; are normally distributed with meansof 1 3 and
1,+ 1, respectively. So,if k is large,then V %14 and W Y1+ 1. Using this
approximation givesus:

|
AXK & !
Pr(Si, > SH) YaPr  (%Xi+ %Y >  (%Xi)’
Ai=1 i=1 I
X
= Pr (YEX 2+ 2%%X: Y + BY2) > ¥X?
A i=1 | i=1
A ” ” !
=Pr 2% XiYi+% Y2>0

i=1 =1

The identity Var(X) = E(X?)j E(X)? shovsthat E(X?) = 1 and E(Y,?) = 1.
P P
Now, E( %, Y?) = ¥, E(Yd = k, and we will usethis value to approximate
P
ik=1 Y,2. SinceX; and Y; are independen, E(X;Y;) = E(X;)E(Y;) = 0. Also,

Var(X;Y;) = E(X?Y?) = E(X?)E(Y;?) = 1. Applying the certral limit theorem,



CHAPTER 2. TIMING ANALYSIS 19

:‘:1 XiY; approximately follows a N (0; k) distribution. If Z is a standard normal
variate, Marvin's probability of succesg in the worst-case) is roughly:

3

. ,
Pr(Ss, > S?) 1/4PrA23‘/@( kZ) + %k > 0

p_.
¥
= Pr Z>i—{1—k
~ Yo 2
A p_!
_o N k.
B Yy 2

where©(z) is the areaunder the standard normal curvefrom j1 to z. By reapply-
ing the stepsof our approximation, we can estimate Marvin's probability of success

in the alternate caseas:

A |

r_
% k

Yy 2

Notice that, asexpected,this probability is larger than the rst case.
Recallthat %4 = (joi 2)% + '¥. Guessingthat * is 3102 we have %4 =
Uoi 2232 + 3%F). Now:

S 4 S
Y% _ 3 _ 2 _
%o GpBewe3p (o DT

Thus the probability of successin eat of the two casesdependson the valuesof
Y; % )0 and k. As Marvin proceedswith the timing attack, jo rangesfromnj 1
to 1. As more bits of the secretexponert are recovered, o decreasesand so the
probability of successshould increase. Also, with more timing measuremets, k

increasesso the probability of successhouldincrease.
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In the next section,we evaluate many of the assumptionsmadein this approx-

imation using experimertal data collectedfrom a simulation of the timing attack.

2.3.3 Exp erimental Results

The instruction set of many PC processordncludesa Read Time Stamp Counter
( RDTSC) function. The time stamp courter is a 64-bit courter which is zeroed on
power-up and is incremened with eacy CPU clock cycle. By reading this courter
immediately before and after a particular task is executedon a PC, it is possible
to determinethe number of CPU cyclesconsumedby this task®. This number can
then be corverted into standard units of time ( e.g., microseconds), accordingto
the speedof the processor,but, for the purposesof the timing attack, this is not
necessary

To estimatethe distributions of the time requiredfor RSAREF modular squares,
multiplications and exponertiations, we timed se\eral of theseoperations, usingthe
RDTSC function, asthey were executedon a PC running MS-DOS' . The PC's
processorwas a 450-MHz Pertium 117 . The modulus usedthroughout all of our
experimerts was xed asthe 512-bit sampleprime, PRIME1from RSAREF's Dite-
Hellman demonstration program.

Figure 2.3 displays the distribution of the time requiredto squarerandomvalues
of Zy . The data wascollectedby timing 10° squaringoperations. Each of 1 values
squaredweredrawn uniformly from Zy . The resulting distribution is appraximately

normal with 1 = 2:7131£ 10 ticks and ¥ = 1:4719£ 10° ticks. This supports

SFor an example of how to call the RDTSC function using standard C, see[27].
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the assumptionin the previous section that the random variable s is normally

distributed. Also, we seethat Var(s) ¥ (1:4719€ 10°)2 = 2:1665£ 10°.

11000

10000 [

9000 -

8000 -

7000

6000 -

Frequency

5000 -

4000 -

3000~

2000 -

1000

2.64 2.66 2.68 2.7 2.72 2.74 2.76 2.78 2.8
CPU ticks x 10°

Figure 2.3: The timing distribution of one million modular squares.

Figure 2.4 displays the distribution of the time required to multiply random
valuesof Zy. The data was collected by timing the multiplication of 10° pairs
of valuesdrawn uniformly from Zy. The resulting distribution is appraximately
normal with 1, = 2:7119£ 10° ticks and % = 1:3186£ 10° ticks. Again, the
distribution of the data supports the previousassumptionthat the random variable
t is normally distributed. Also, Var(t) ¥4 (1:3186£ 10%)2 = 1:7387£ 1CF.

It is interesting to note that although the function NN-ModMultis used by
RSAREF to do both modular squaresand multiplications, their respective tim-
ing distributions di®er. The standard deviation of the multiplication timesis lower

than that of the squares. This is evidencethat the value of the operandsusedin
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Figure 2.4: The timing distribution of one million modular multiplications.

the NN-ModMultfunction do indeed have an in°uence on the obsened execution
times.

If we ignore the e®ectsof error, we can usethe previous two distributions to
predict the value of the parameterst and %4in the distribution of modular exponen-
tiation times, assumingthat the length of the exponert is known. Considera 64-bit
exponert drawn uniformly from the spaceof all sud exponerts. On average,24 of
the 32 pairs of bits in this exponert will be nonzero. Thus, whenan elemen of Zy
is exponertiated with this exponert, we expect 24 conditional multiplications to be
performed. The number of squaring operations performedis exactly 64 sincetwo

squaresare calculatedfor ead pair of bits. Using the linearity of expected values
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and variances,we predict that:

1 1,64¢2:7131£ 10° + 24¢2:7119€ 10° = 2:3872£ 10 ticks

3/41/4p 64¢2:1665£ 10P + 24¢1:7387£ 1P = 1:3431£ 10 ticks:

Figure 2.5displays the timing distribution of 10° modular exponertiations using
a xed 64-bit exponert. The values exponertiated were drawn uniformly from
Zy and the value of the xed exponert was OXFEDCBA9876543210.e., the 16
hexadecimat digits written in decreasingorder ). Exactly 24 of 32 pairs of bits
in this exponert are nonzero,so we expect the predicted valuesabove to be quite
closeto the obsened ones. The distribution is approximately normal with * =
2:3685£ 10’ ticks and %= 1:5026£ 10* ticks. The obsened value of %is larger
than our prediction and this may be causedby the e®ectsof measuremen error.

To demonstratethat a comparisonof sample variancesis a valid method for
distinguishing bits of a secretexponert, we conductedtwo experimerts, ead one
targeting the toy exponert d = OXFEDCBA987654321h the rst experimert, we
measuredthe time it took to exponertiate 100 values, M 1;My;::: ; Mg, drawn
uniformly from Zy . Using the resulting timings, T1; To;::: ; T100, We attempted to
deduceewery secondpair of exponert bits.

For example,the rst pair of bits consideredwere dg1deo; the bits dgzds, were
skipped since we consideredonly every secondpair of bits. To determine dg;dso,
the messageM ; M,;::: ;Moo Were exponertiated using the four exponerts 0xG

0xD, OxE, and OxF. This resultedin four sequence®f timing measuremets which

SValueswritten in hexadecimalare pre xed with Ox.
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Figure 2.5: The timing distribution of ten thousand modular exponertiations.

wererespectively subtracted from the sequencdy; T,;::: ; T100. The exponert that
producedthe data set with the lowest samplevariance was then determined and
comparedto the actual value of the bits dg;dgo. If the two values coincide, then
the attack was successful.The next pair of bits consideredwere ds;dsg Again, four
sequence®f timing measuremets were generated,this time using the exponerts
OxFG OxFDQ OxFE and OxFF, and the resulting sample varianceswere compared.
For subsequeh pairs of bits, the experimert proceededn a similar manner.

We canusethe approximation in the previoussectionto estimatethe probability
of successfullydetermining the bits dg;dgo using 100 timing measuremets. This
evert will occur only if the samplevariance of the correct data set is lower than
that of all three of the other data sets. If we identify the four data setswith their

correspnding bit guessesyve seethat the expected variance of data set 11 ( the
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correct guess) di®ersfrom that of the data sets00, 01 and 10 by Var(t), 2 ¢Var(t)
and 2¢var(t), respectively. So,naively, we might estimatethe probability of success

as.
A p_! A r _
Yo k Yo k
© — ©
Yo 2

Yy 2

Howe\er, this estimate assumeghat the samplevarianceof the incorrect data sets
are independernt of eat other and this is not the case. If the samplevariance of
data set 00 is large then it is likely that the samplevariance of data sets01 and
10 will belargeaswell. Without digressinginto any further statistical analysis,we
will simply treat the product above asa lower bound on the probability of success.

Making the relevant substitutions, we have:

S
Y% 2
Yo s (oi 22+ D
2
YVa ) 1.4719\2 , 3
(61i 2)(2(33186)° + 2)
Y,20:1023
and so:
A p_ ! A r_ 1y,
100 100

© 0:1023¢T © 0:1023¢ — Y, 0:6954¢0:7652 ¥4 0:41:

When consideringa pair of bits that have an actual value of 00, the appraoximate
probability of successs calculateddi®ererly. For example,the rst pair of bits our

experimert considerswith this value is d9dsg. In this case,the expected variance
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of data set 00 ( the correct guess) di®ersfrom ead of the data sets O%, 10 and
3

P —
11 by Var(t). Thus, a lower bound on the probability of successs © ;%7‘(

Substituting jo = 49 into the expressionfor % we have:

A pl; A p_ !

% ko, _ 100, ...
%2 @ 0166 3037

The experiment was repeated 25 times, using new values of Tq;To;::: ; Ti00
in ead iteration. For eat pair of bits, the obsened probability of successwas
calculated and comparedto the estimated probability of success.The results are

summarizedin Figure 2.6.

bits | obsened | estimated || bits | obsened | estimated
F 0.44 0.41 7 0.44 0.57
E 0.68 0.42 6 0.56 0.61
D 0.64 0.43 5 0.72 0.66
C 0.12 0.37 4 0.32 0.60
B 0.44 0.47 3 0.84 0.80
A 0.56 0.49 2 0.88 0.90
9 0.88 0.51 1 1 0.99
8 0.08 0.44 0 1 {

Figure 2.6: Result of the timing attack with 100timings.

The table of Figure 2.6 identi es every secondpair of exponert bits with their
relevant hex digit. The rst entry indicatesthat 0:44£ 25= 11 of the 25trials to
determinethe bits dg;dso Were successfulwhich is slightly better than our estimate
of 0:41£ 25%, 10. As expected,the obsened probability of successncreasesin the
two respective casesasthe attack progressesOverall, the obsened probability of

240 1/ N
succeswas ¢ /2 0:60.
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Someof the experimertal data deviates quite drastically from our estimates.
Most noticeably, the estimated probability of successn the casewhen the correct
bits are 00is signi cantly higherthan the obsened probability. One possiblereason
might be that the varianceof the error in the timing measuremets, Var(e), is non-
negligible. For example,Var(e) and Var(t) might be closeto the samevalue.

The secondexperimert followedthe samedesignasthe rst oneexceptthat 1000
timing measuremets wereusedrather than 100. With this number, the estimated
probability of determining dg;1dso IiS:

A p__ ! A r l,
1000 1000

© 0:1023¢T © 0:1023 — Y2 0:93

and, the estimated probability of determining dsedss is:

A r !

_ 3
© 0:1146 @ Y, 0:90:

The results of the secondexperimert are displayed in Figure 2.7.

bits | obsened | estimated || bits | obsened | estimated

F 0.88 0.93 7 0.80 0.99
E 0.88 0.94 6 0.96 0.99
D 0.96 0.95 5 1 0.99
C 0 0.90 4 0.36 0.99
B 0.60 0.96 3 1 0.99
A 0.96 0.97 2 1 0.99
9 1 0.98 1 1 0.99
8 0 0.96 0 1 {

Figure 2.7: Result of the timing attack with 1000timings.
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As expected, nearly all of the obsened probabilities have increasedfrom their
valuesin the rst experimert. Howewer, the probabilities in the casewhenthe cor-
rect bits are 00 deviateseven further from the estimatedvalues. More experimertal
data is requiredto investigatethis aberrant behaviour. Overall, the obsered prob-
ability of successvas 52> ¥4 0:78.

The purpose of using a small exponert size in our experimerts was to sim-

plify our explanation, however, Kocher's timing attack hassuccessfullypeenimple-

merted by other researbierswho have targeted exponerts of practical sizes[18§].

2.3.4 An Impro vement

In our description of the timing attack, four exponerts, ead one represeting a
guesdor a pair of bits, are usedto generatefour setsof timing data. The exponerts
0xG 0xD OxE and OxF, were usedto determine the value of the third and fourth
most signi cant bits of d = OXFEDCBA987654321ifi the experimert described in
the previoussection. According to our analysis,the expectedvariancesof the four

resulting setsof timing data are:

OxC| Var(e) + (joi 2)Var(s) + (" + 1)Var(t)
OxD| Var(e) + (joi 2)Var(s) + (" + 2)Var(t)
OxE | Var(e) + (joi 2)Var(s) + (" + 2)Var(t)

OxF | Var(e) + (joi 2)Var(s) + ~ ¢Var(t)

Appending the pair of bits 00 to eat of thesefour exponerts can exaggeratethe

di®erencebetweenthe expectedvariance of thesedata sets.
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Supposethat four new setsof timing data are generatedusing the exponerts
0x30, 0x34, 0x38 and 0x3C In binary, the exponert 0x30is 110000( leadingzerces
removed) which is just the value OxCconcatenatedwith 00; similarly, for the other
three exponerts. The newtiming data will di®erfrom the previousdata becausehe
appendedpair of bits causedwo additional squaringoperationsto be performed. If
the third and fourth most signi cant bits of theseexponerts do not agreewith the
bits of d, the addition two squaringoperationsincreasethe varianceof the data set
by 2 ¢Var(s). Alternately, if thesebits do agreewith the bits of d, the variance of

the data setwill decreaseby the sameamourt. The respective variancesare now:

0x30 | Var(e) + jo ¢Var(s) + (" + 1)Var(t)
0x34 | Var(e) + jo ¢Var(s) + (C + 2)Var(t)
0x38 | Var(e) + jo tVar(s) + (* + 2)Var(t)

0x3C| Var(e) + (joi 4)Var(s) + ~ ¢Var(t)

Using this technique, the correct guessfor the pair of exponert bits is more

likely to be distinguishedby the samplevarianceof its resulting data set.

2.4 Other Vulnerable Systems

The timing attack can be tailored against virtually any operation which takes a
variable amourt of time. The algebraic operations used in public key systems
and signature sdhemessud as ECC, RSA and ElGamal often run in non-constan
time. Block ciphers sud as Rijndael and IDEA are also at risk since they use

multiplication in their encryption processe$33, 29]. The bit rotations usedin RC5



CHAPTER 2. TIMING ANALYSIS 30

and DES can leak the Hamming weight of their operandsif these operations are
implemerted using a shift and conditional bit \wrap around" [24, 2§].
Cryptographic engineersmust pay careful attention to the in°uence of key val-
ues on the timing characteristics of table-lookups, bit shifts/rotations, addition,
subtraction and multiplication operationsto accesghe vulnerability of speci ¢ im-

plemertations to timing attacks.

2.5 Countermeasures

Before describinghow to defeatthe timing attack, we will rst considertwo other
commonapproatestowards developing courtermeasures.

The rst and most obvious method is to ensureall operationsrun in a constart
amourt of time. Unfortunately, it is dizcult to adieve this goal. Compiler opti-
mizations and memory look-ups can introduce unexpectedtiming variations which
are beyond the control of implemertors. Withholding the result of an operation
until a speci ed amourt of time has expired may seema promising approad, but
the length of the added delay may be cornveyed through the system'spower con-
sumption or CPU usage. Using this method would also degradesystem exciency
sinceall operationswould behave asif they were processingworst-caseinputs.

Unconditionally performingthe multiplication in ead loop iteration of a square-
and-multiply algorithm ( see gure 2.8) doesnot make the executiontime of the
algorithm constart. Variability in the multiplication and squaring operations will
still remain and this can be exploited. As we emphasizedearlier, the timing attack

candeterminewhat operandswereusedin ead step of the algorithm aswell asthe
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INPUT: M;N;d= (dn; 10n; 2:::d1dp)2
OUTPUT: S= MY mod N

1SA1

2for j=nj 1:::0do
3 SA S2 modN
4 TA S¢M modN
5 if dj = 1then

6 SAT

7 return S

Figure 2.8: This modi cation of the square-and-naltiply algorithm is still vulner-
able to the timing attack.
path of execution.

If the multiplication and squaringoperationsran in constart time, then the time
for a modular exponertiation would only be correlatedto the Hamming weight of
the exponert. For random exponerts, the Hamming weight doesnot, on average,
reveal much information about its value. Montgomery multiplication runsin almost
constart time, but there is a small sourceof variability resulting from a conditional
subtraction. RSA with Montgomery multiplication is vulnerable to the timing
attack, asis shavn in [18].

The secondmethod is to add noiseto the executiontime of operations. The in-
tendede®ects to increasethe required number of timing measuremets sothat the
attack becomesnfeasible. Our method of attack and subsequenanalysisassumed

the e®ectf noisewere negligible, but this may not be the case.Inserting random
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delays in operations provides a sourceof noise,but this will reduceexciency if the
mean of the delay is large. For a successfutiming attack, the required number of
timing measuremets roughly increasedinearly asa function of the varianceof the
random delay.

To defeat the timing attack, implemertors should prevent an attacker from
learning the inputs to a vulnerable operation. In the caseof RSA, if Marvin
does not know the value of the base used in a modular exponertiation, then
the correspnding timing information is of no use. The algebraic structure of
Zy allows messageso be blinded [13] beforethey are signed. Rather than sign
the messageM 2 Z§ Alice can pick a randomr 2 Z§ and sign the message
MO%= re¢M mod N instead. Denotethe resulting signature by S° Alice now cal-
culatesri 1S%= rilredMd = rilrMm9= MY mod N to obtain her signatureon the
messageéM . The suitability of this technique dependsertirely on the details of the

cryptosystem, but many public key systemshave the required algebraicstructure.

2.6 Remarks

Our analysis of the timing attack, asit is applied to modular exponertiation in
RSAREF, is complicated by the fact that the exponertiation method there pro-
cesseexponerts using a 2-bit window. Our discussioncould be greatly simpli ed
if a method using a one bit window was considered.In [30], Kocher simpli es his
analysisby assumingthat every secondbit of the exponert is known.

Kocher preserts resultsfrom seeral experimerts in [30] which support his theo-

retical description of the timing attack. Unfortunately, in that publication, Kocher
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reveals few practical details of how he actually performed his experimerts; this
makes the task of reproducing his experimerts somewhatdixcult for a reader.
Other authors have beenmore forthcoming with the details of their experimerts.
For example,there is a detailed discussionin [28] which descrikeshow precisetim-
ing information ( e.g., microsecondsor better ) can be measuredon a PC. In our
own experimerts, we found Heidenstrom'sdocumert \Timing on the PC family
under DOS" [27] to be an excellert sourceof information.

It should be noted that Kocher's timing attack, as presenied in [30] and sum-
marized in the previous sections, does not directly apply to the RSA signature
operation in RSAREF 2.0. Like many implemertations of RSA, RSAREF 2.0 uses
the ChineseRemainderTheorem ( CRT ) to calculate signatures. A consequence
of this method is that the inputs to the two componert modular exponertiations
are e®ectiely blinded, so the timing attack can not be applied. If an adversary
hasthe ability to choosewhich messagesre signedthen the timing attack can be
appliedto CRT implemerntations as showvn in [47].

Timing attacks are more threatening to dedicatedcryptographic devices( e.g.,
smartcards) than they are to multitasking deviceslike PCs. Unlessa PC is op-
erating in somecortrolled mode where interrupts are disabled, isolating the time
requiredby a singlecomputation canbe ditcult. Usually, computationsare cortin-
ually interrupted asthe operating systemmakesroutine systemcalls( e.g.,updating
the systemclock ). Theseinterruptions can introduce a large amourt of error in

timing measuremets.

"More details about RSA with CRT can be found in Chapter 3.



Chapter 3

Fault Analysis

3.1 Intro duction

Participating in a cryptographic protocol is a relatively painlessprocessthesedays;
usually, any required computation or transmissionis quickly donewith digital hard-
ware ( e.g.,PC, smartcard, cellular phone). Most of thesedevicesseemto operate
reliably when we usethem so we might not think to questionif the security of a
protocol dependson the reliability of the devicewhich implemerts it.

Hardware faults and errors which occur during the operation of a cryptographic
module can a®ectsecurity. For example, a device might transmit ciphertext or
plaintext accordingto the value of a single register bit. If that bit was °ipped
accidenally by, say, a power surge,then subsequen transmissionswould be unin-
tentionally sert in the clear. In this case the fault changedthe operational mode of
the module, and had no in°uence on the strength of any underlying cryptography.

Engineeringcriteria have beendeweloped to ensurecryptographic modulesoperate

34
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correctly in the presenceof faults like this one[21]. Howewer, until the mid 1990sit
wasnot clearthat cryptographershad to worry that faults might increasea cipher's
vulnerability to cryptanalysis.

On 25 Septenber 1996, Boneh, DeMillo and Lipton announcedthat the oc-
currenceof computational faults can have sewere consequenceto the strength of
cryptographic schemegq36]. In an extremeexample,theseresearbersdemonstrated
that a single erroneousRSA signaturecan compromisea signer'sprivate key. Their
resultswereparticularly relevant to the designof smartcard systemssincethe small
sizeand intended use of these devicesprovide an adversary with the opportunity
to induce faults and causeerroneousoutput!. This discosery received widespread

attention and prompted researt: into the e®ectsof faults in other cryptosystems.

Outline

The rst part of this chapter explainstwo techniquesof fault analysisthat can be
usedto break RSA implemertations. Both attacks exploit computational errors
that occur during an RSA signature operation. The secondpart of the chapter
explains how fault analysis can also be applied to symmetric ciphers; DES, in
particular. A number of attacks are presened, the rst of which assumeghat an
adversary is able to obtain two DES encryptions of the same message:a faulty
one, and a valid one. Other attacks are suggestedwhich are lessrestrictive in
terms of what ciphertexts are useful to an adversary but make the assumption

that the internal circuitry of the target implemertation can be manipulated by

1A malicious user may try to induce fault in his or her smartcard by, say, bombarding it with
radiation or putting it in a microwave. Inducing faults on a remote PC seemgo be more dizcult.
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the adversary To end, countermeasuresagainst all of the mertioned attacks are

discussed.

3.2 RSA Vulnerabilities

Modular arithmetic is a fundamertal componert of many cryptographic sthemes.
One consequencef this fact is that theseshemesinherit mathematical properties
sudh as assaiativity, commnutativit y and transitivit y which may be exploited by
both system designersand attackers. In the caseof RSA, modular arithmetic
allows an adversaryto carefully examinethe e®ectfaults which occurin a signature

operation.

3.2.1 RSA with CRT

The ChineseRemainderTheorem( CRT ) canbe usedto speedup RSA signature
generation. SupposeAlice wishesto signamessagé 2 Zy whereN isthe product
of the primes p and g. Rather than calculate the value S = M mod N directly,

sheusesthe factors of N and computes:

Ss,=M%® modp and S;=M% modq
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whered, = d mod (pi 1) andd; = d mod (qj 1). Shethen computesS to be

the linear combination u,S; + usS; mod N where:

8 8

E1 mod p EO mod p
ung and uq:B

-0 modq -1 modq

The valuesd,; dg; Up; Ug can be pre-computed, and the time required to calculate
a linear conbination of S, and S, is negligible comparedto the two componert
exponertiations.

The speed-upin using the CRT comesfrom the fact that doing two exponen-
tiations with moduli half the size of N is quicker than doing one exponertiation
modulo N. If n is the bit length of N then calculatingM ¢ mod N using a square-

and-multiply algorithm takestime proportional to n. The factors of N have bit

n®
5

length 3, soan exponertiation modulo p or q takestime proportional to ()3 =
Thus, obtaining S from S, and S is n3=(2%) = 4 times faster than direct expo-
nertiation. For this reason,many RSA implemertations usethe CRT for signature
generationincluding RSAREF 2.0which waspresened in the previouschapter [44].

Boneh, DeMillo and Lipton obsened that if exactly one of the valuesS; or S
is computed incorrectly, then an adversary who has two signatureson the same
messageone correct and the other faulty, can factor N. Basedon this result,
Lenstra noted that knowledgeof only the faulty signatureis suxcient to factor N.
We summarizehis technique now.

Supposean error occursduring the calculation of M % mod g, resulting in the

value é\q 6 M% mod g The resulting signature iVl ; Si will be invalid. Consider
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the valueM j 8. We have:

Mi S modp Mi S modq
= Mj S,* modp and =Mi$ modq
= 0 modp 6 0 modq

Thuspisafactor of M j $¢andqisnot. So,an adversarymerely needsto calculate
gcd(N;M | $8) = pin order to factor N. With additional accessto the correct
signaturehM ; Si the adversarycould insteadcalculategcd(N; Si S) = p, asBoneh
et al. originally suggested.

This attack does not assumeanything about the nature of the error that oc-
curred during the calculation of M % mod ¢. It makesno di®erencef the miscal-
culation wasthe result of a single hardware fault, multiple ones,or even a software
bug. For this reason,this method of fault analysisis the most generalof the ones

we considerin this chapter.

3.2.2 Other Implemen tations

Not all implemertations of RSA usethe CRT. Howewer, analyzing these systems
under a more restrictive fault model can still leadto someinteresting attacks. We
now describe a variation of an attack preseried in [10] which exploits register faults
that occur during modular exponertiation.

Supposethat a non-CRT implemertation of RSA usesthe right-to-left repeated
square-and-naltiply algorithm to do modular exponertiation. Figure 3.1 descrikes

sud an algorithm wherethe output, S, canbethought of asan RSA signature. This
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INPUT: M;N;d= (dn; 10n; 2:::d1dp)2
OUTPUT: S= MY mod N

1zA M

2SA 1

3forj=0:::nj 1do

o register fault: zA z§ 2"
4 if d = 1then

5 SA S¢z mod N

6 zA z2 mod N

7 return S

Figure 3.1: A modi cation of the right-to-left repeatedsquare-and-raltiply algo-
rithm which modelsregister faults.
algorithm requiresat leasttwo data registersto store the intermediate valuesof the
variablesz and S. The variablez is usedto storethe valuesM ;M2 M2 ;::: ;M2
as well as the super®uous value M 2", A subsetof thesevaluesis usedto form a
product which equalsM ® mod N, the signature on the messageM . A fault in
the register which corntains the variable z can corrupt the factors usedin this
product and thereforecausean invalid signature. Assumingthat registerfaults °ip
individual bits of z, we show that an adversarywith accesdo a number of erroneous
signaturesresulting from single faults can exciently deducethe value of d.

The attack works by recovering blocks of bits from the binary represemation of
d, starting with the most signi cant bits. To illustrate the technique, supposethat

during the signing of the messageM a single register fault, denotedin Figure 3.1
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at line o, occurswhenj = nj 2. This error propagatesand corrupts two of the

intermediate valuesof z. Listing the valuesof z we have:
M:MZ: M2 72

wheref = M2 * § 2% for somew. The value ¥ is the result of a fault in the z
registerwhenz = M 2" *. This fault causedthe bit in position w of M2" * to be

°ipp ed. Denotethe resulting erroneoussignatureashM ; Si. Now we have:
R VRRESUED TRE LTI BN
Using binary notation in the exponerts, this can be written more simply as:
8§ = Mbisidofgdniadni 2 mod N:

With the public exponert e, we can derive the following equivalencesmodulo N :

(M2 Fythiadni 2§ 7 (M 2" Fydi athi 2 i siidofg dniadhi2 (mod N)
M Gni 10n; 20n; 3idofg dhi 1chi 2 (mod N)
(M 2" 2)o|ni 1dni 282 M ed(m e)dni1thi 2 (mod N)
M ({1 €)% iz (mod N)
M (M oni 2 § ZW)ecr(dni 10h; 2) (mod N):

So, with knowledgeof hS;Mi and the fact that f1 = M2"°8§ 2% for somew, an

adversary can exhaustthe possiblevaluesof w; d,; 1; dq; 2 until the condition above
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holds, thereby revealing 2 bits of d. SincehS;Mi is erroneous,5¢ 6°M mod N
and therefored,; 1d,; 2 6 00. Thus, there are 3 valuesfor the pair of bits dy; 1dy; 2
to consider. If n is the bit length of N then there are n possiblevaluesof w to
consider. Soit takesat most (22 1)n = 3n trials to nd the correct values of
w; dn; 1 and dy; 2.

In practice, an adversary doesnot know the value of | when the register fault
at line = occurred. It is possibleto identify the correct value, call it j °, using the

following generalizedequivalence:
(M e2l )dn; 10n; 2::d; ée M (M 2 § 2W)e¢(dn; 10n; 2:::d)) (mOd N) (31)

Consider the following example. Suppose we verify the signature hS;Mi =
606642 againstthe RSA parameterse = 3;N = 101¢113and determinethat it
is erroneous. According to the bit length of N, n = 14, and substituting this and

the other valuesinto equivalence3.1 gives
(4282 ydusdioudi 506@ © 42(42 § 2V)3dided)  (mod 1)1413
for somevaluesof j;w and bits of d. After sometrial and error we nd that
(423270125066 © 42(42" + 2°)3012  (mod 1)1413

and so, for this erroneoussignature, we have | = 11, but more importantly, we
have learnedthat the two most signi cant bits of d are 11.

For a particular value of j, equivalence3.1 allows an attacker to identify any
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erroneoussignaturewith j° = j at a computational costof O((2" I° j 1)n). lden-
tifying the correct value of j* also reveals the value of the bits dy; 1dn; 2::: dje.
Knowledge of these bits reducesthe e®ort required to identify j° for other erro-
neoussignaturessincethere are now fewer unknown bits of d. An adversary with
accesdo a number of erroneoussignatures,with possiblydi®eren valuesof | °, can

exploit this property usingthe method of attack described in Figure 3.2.

INPUT: e;n;N; hMg; Soi ; S=f H\/I1;§1i;H\/I2;§2i;::: ;H\/Ik;éki g
OUTPUT: d= (dni 1dni 2:::d1d0)2

1forj=nj 1:::0do

2 for eah hM;;Si 2 S do

3 if j7=1] then

4 update known bits of d

5 SA S hv;:Si

6 solve Sy = M¢ mod N for the unknown bits of d

7 return d

Figure 3.2: A randomized algorithm to deducethe value of d from k invalid
signaturesand onevalid signature.

Throughout this attack an adversarymanagesa setof invalid signatures,S. For
ead value of j the set$ is scannedto identify any signaturehiMl;; §ii with ii=1.
The valuej{ is the value of j in the square-and-nultiply algorithm when the fault
that generatedHVIi;éii occurred. The Trst identi cation > made at a particular

value of | reveals somebits of d. Subsequen iderti cations at the samevalue

2We ignore the possibility of false identi cations since Boneh et al. show in [10] that if this
probability is non-negligiblethen N can be exciently factored.
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of j can be done quickly using the updated value of d. Theseiderti cations do
not cortribute any previously unknown bits of d, but discarding these signatures
ensureghat e®ortis not wastedon them in succeedindoop iterations. Most of the
work involved in the attack is spert cheding the condition j; = j at line 3. This
condition is cheded via equation 3.1. Oncethe set S is exhaustedany remaining
unknown bits of d are deducedby solving Sy = M§ mod N where hMg; Soi is a
valid signature.

We now give a heuristic analysis of the expected running time of the attack.
For any i, the value j liesin the interval [nj 1;:::;0]. The valuesjy;j5;:: ;)¢
can be ordered and, if necessaryrelabeled sothat j; - j5 - ::: - jg. The
‘rst identi cation made at line 3 of Figure 3.2 recoversn j j,. bits of d. The
secondidenti cation recoversan additional j i j,, ; bits, and soon for subsequen

identi cations. Thus, the running time of the attack is proportional to:

ke 1)¢n+ (ki D¢ 1)¢en+ ¢ee+  1¢2j 1)¢n
1=1 2—-1 §1
R ik T ki 1 X1
- kend 2+ 2"+ ¢e¢+  2'5
=1 I=1 I=1

Assuming the j; follow a uniform distribution, the probability that none of
thesevalueshit a particular interval of width r is (1 j %)" Y,e vX, Sincethere are
at most n sud intervals, the probability that all of them cortain a hit is at least
1j nei »%. Takingr =  In2n, we seethat this evert occurswith probability at

least % Thus, with probability at least % the di®erences  j;; , are boundedby



CHAPTER 3. FAULT ANALYSIS 44

r. So,the expectedrunning time is:

A " #!
X I [ 2 +1¢ [ 2 Tin2 ¢
O k¢en k 2 =0kn2" =0 kn2c""
=1
With k = nlInn erroneoussignatures,the attack takesO(n®In?n) time.
One possibleimprovemert to this method is to ched j; againsttwo valuesat
ead invocation of line 3in Figure 3.2. Equivalence3.1is usedto ched the condition

ji = ], and the following equivalencecan be usedto chek if j7 = nj j:
(89)2" (fA &) %ni iyi 1dtni iyi 2do © (\ €2 T ydin iy adni i 2o f) mod N (3.2)

This modi cation allows blocks of bits to be recoreredfrom both the left and right
endsof d, sothe set S is exhaustedmore quickly. There is no advantage in terms
of the number of invalid signaturesrequired, howe\er if the value of j is cortrolled
by the attacker rather than being uniformly distributed over [nj 1;::: ;0] then the
required number of signaturesis reducedsigni cantly. An attacker could e®ectiely
divide d into, say, 10bit blocks and recover eat oneby brute force. This capability

might be possiblein a more intrusive fault model.

3.3 DES Vulnerabilities

After reviewingthe discoveriesof Boneh, DeMillo and Lipton, one might consider
whetherfault analysiscanbe appliedto cryptosystemswhich do not utilize modular

arithmetic. Typically, symmetric ciphersusebit or byte oriented operations( e.g.,
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AND, XOR, ROTATES ) and sothe techniquespreviouslydiscussedire not directly
applicable.

Biham and Shamir quickly answered this point in [6]. They showed that an
implemertation of the Data Encryption Standard ( DES ) could be easily broken
if it was subject to the samerandom register faults that Boneh et al. considered.
Their method of attack conbined techniquesfrom di®elential cryptanalysis[5] with
fault analysis,and was aptly nameddi®etential fault analysis

We presen a versionof Biham and Shamir's attack on DES and then descrike
how an adversary can attack DES by exploiting permanern register faults. Before

dealingwith thesetopics, we give a brief overview of DES.

3.3.1 DES Algorithm

DES is the most widely recognizedand implemerted block cipher in the world to
date. Most readerswill be familiar with this cipher so our description will mainly
sene asan introduction to the notion which we usein subsequensections.Further
details about DES can be found in [22].

DESisa l16round Feistelcipherwhich usesa 56-bit key K to map 64-bit message
blocks to 64-bit ciphertext blocks. Eadch round of DES updatestwo 32-bit registers,
R; and L;, using the round function f and somebits of K. A DES encryption is
descriked in Figure 3.3.

The algorithm works asfollows. The messageM is subject to an initial permu-
tation, | P, andis then halvedinto L, and Ry. Each half is then updated according

to the operations descriked in lines 4 and 5. The round function, f, takestwo
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INPUT: MK
OUTPUT: C = DES« (M)

1 derive the subkeysK ;K,;::: ;K from K
2 LoRo A IP(M)

3fori=1:::16do

4 LiA R

5 RiAL;10f(R; 1K)

6 CA FP(Riel1s)

7 return C

Figure 3.3: The DES algorithm.

inputs, the value of R;; 1 and a subkey. Each of the 16 subkeys, K 1;K;:::; Kys,
is composedof a subsetof 48 bits of K. The subkeys are pre-computedin line 1
but to save memory it is alsopossibleto generatethem on the °y.

The round function f is de ned as:

f(Rii 1;Ki) = P(S(E(R,I 1)@ K,))

Here, the right half, R;; ;, is expandedto 48 bits by the expansionpermutation, E,
and is then xored with K;. The result is then broken into 6 bit blocks and usedto
index ertries in 8 tables or S-boxes. This operation is denotedby S. Eac table
ertry is 4 bits sothe result of S is 32 bits. The bits of the returned table ertries
are then permuted accordingto the round permutation P.

At the end of round 16 a nal permutation, FP, is applied to the right and
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left halves. This is the inverseof the initial permutation (i.e., FP = IPi1). The
output of the algorithm is C = DE S (M), the encryption of M under the key K .

The de nition of all the permutations and tables usedin DES are public knowl-
edge. Thus, the security of a DES encryption rests solely in the secrecyof the

key.

3.3.2 Di®erential Fault Analysis

Considera smartcard which implemerts DES, as summarizedin Figure 3.3. The
environment in which the smartcard operates can be corntrolled by any party in
possessiorof it, so there are sewral ways in which a malicious user can force
a malfunction, including changing the power supply voltage, adjusting the clock
frequencyor applying radiation.

Supposethat smartcard malfunctions are realizedas singlebit inversionsin the
registerswhich store the 32-bit valuesL;; ; and R;; 1. Thesefaults a®ectinterme-
diate valuescomputedduring a DES encryption and can therefore causeerroneous
output. From the description of DES, we have R; = L;; 1 © f (R;; 1;K;), sothe
only consequencef a single bit error in L;; ; is an identical singlebit error in R;.
Becauseof this 1-1 corresppndence,we can simplify our fault model to consider
errors only in R;; 1. In the following analysis, we assumeerroneousencryptions
are the result of a single bit of R;; ; being °ipp ed, for somevalue of i. Figure 3.4
descrikesa versionof the DES algorithm under this model.

To mount Biham and Shamir's attack, an adversary obtains two encryptions of

some( possiblyunknown ) plaintext from the smartcard. One encryption is carried
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INPUT: MK
OUTPUT: C = DES« (M)

1 derive the subkeysK ;K,;::: ;K from K

2 LoRo A IP(M)

3fori=1:::16do

o register faultt R;;:A R;,:10e

4 LA R,

5 RiALi10f(Ri 1;K)) B wheref (Ri; 1;K;i) = P(S(E(Ri; 1) ©K}))
6 CA FP(R1sl1e)

7 return C

Figure 3.4: A faulted versionof DES the algorithm.

out under normal ervironmental conditions, resulting in the ciphertext C, and the
other is carried out under someervironmerntal stressso that the register fault at
line = occurs, resulting in the ciphertext €. We will assumefor the time being, that
only oneregisterfault occursduring an erroneousencryption. Denote the value of
i, or equivalertly, the encryption round, whenthe fault occurredby i®. Ciphertext
¢ was corrupted by a singlebit error in Ris; 1. Figure 3.4 denotesa particular bit
error using a 32-bit string, e, which has Hamming weight equalto 1.

By inverting the nal permutation, F P, an adversarycanconstruct R gL 15 from
C and Rl 16 from €. Further, sincel 5 = Rys ( Figure 3.4, line 4) an adversary
alsoknows R45 and IQ15. If the register fault occurredin round 16 ( i.e., i = 16)
then Ry5 © Ry will reveal preciselywhich bit of R,s wasinverted. The subsequen

stepsin the attack may seemmore intuitiv e with referenceto a diagram of the
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executionpath of a DES encryption, as shown in Figure 3.5.

Figure 3.5: The computational path of the last few rounds of a DES encryption.

Continuing under the assumptioni® = 16, we have L5 = (5. The output of

the function f in round 16 is masked by this value, but an attacker can calculate

i ¢ ¢
Ri6 © Q16 = LisOf(Ri5Ki6) © C15 ©f ('Q15; K 16)
= f (R15;K16) © f (R1s5; K 16)

to reveal the di®erencen the output of the two round functions. Moreover, since

permutations are linear operations, the di®erencen the output of the S-box table
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lookupsis revealedby:

Pi1(R16© Rig) = S(E(R1s) © K 16) © S(E(R15) © K 16)

By design,the S-box operation is nonlinear sothe in°uence of K 14 is not cancelled
out in this last calculation. The di®erencen the input to the S-box operation is
revealedby E(Ris © Ris).

Di®erenial cryptanalysis usestheseinput and output di®erencego derive in-

formation about the 48 bit subkey K 5. To illustrate, supposewe have:

E(R1s© Ri5) = 0x100000000000 Pi }(R15© Rig) = 0xC0O000000

00010¢0:::0 =110Q0:::0

Thesevalues indicate that in round 16, the input di®erenceo the rst S-box, S,
is 000100,0r 0x4, and the output di®erencas 11000r OxC Six bits of K 15 in°uence
the output di®erenceof S;. Referringto the di®erencdlistribution tablescompiled
in [5], we seethat out of all possible6-bit valuesonly two can producethis output

di®erence.Hence,we are e®ectiely able to deduceb5 bits of K 4.

S; | OxO Ox1 Ox2 Ox3 O0x4 Ox5 Ox6 O0x7 Ox8 O0x9 OxA OxB OxC OxD OxE OxF
0x1 0 0 0 6 0 2 4 4 0 10 12 4 10 6 2 4
0x2 0 0 0 8 0 4 4 4 0 6 8 6 12 6 4 2
0x4 0 0 0 6 0 10 10 6 0 4 6 4 2 8 6 2
0x8 0 0 0 12 0 8 8 4 0 6 2 8 8 2 2 4

0x10 0 0 0 0 0 0 2 14 0 6 6 12 4 6 8 6
0x20 0 0 0 10 0 12 8 2 0 6 4 4 4 2 0 12

Figure 3.6: Rows from the di®erencdlistribution table of S;.

3Hexadecimalvaluesare pre xed with Ox.
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The rows of the di®erencedistribution table for S; which correspnd to single
bit errors are presenied in Figure 3.6. The leftmost column of the table indicates
the input di®erenceand the uppermost row indicates the output di®erence.The
remaining ertries erumerate the number of 6-bit valuesof the key which producea
given output di®erence.One of the designcriteria of the S-boxeswasthat changing
an input bit causesat least two output bits to change. This explainswhy ve
columnsof zeroesappear in Figure 3.6.

On average,an error in round 16 eliminates all but ‘15—‘11 Y4 6 key valuesfor eah
S-box it a®ects.The rst error which a®ectsan S-box will provide an attacker with
about 3 key bits. Becauseof the de nition of the expansionpermutation ( Figure
3.7) afault in Rys is just as likely to a®ecttwo S-boxes as one, and this would

reveal additional key bits.

32 1 2 3 4 5
4 5 6 7 8 9
8 9 10 11 12 13

12 13 14 15 16 17

16 17 18 19 20 21

20 21 22 23 24 25

24 25 26 27 28 29

28 29 30 31 32 1

Figure 3.7: DES expansionpermutation.

Of course,not all faults occurin round 16, but faults in round 15canbe analyzed
in a similar manner. Supposenow that i = 15. In this casewe do not know exactly
which bit of R4 was inverted, but the range of possibilities can be narrowed. As

before,we candetermineR s and R;s, then P YR15© IQ15) revealswhich S-box(es)
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were a®ectedby the fault in R14. For example,if this calculation revealsthat only
S, was a®ectedby the fault then we know from Figure 3.7 that the error occurred
in bit position 6 or 7. Likewise,if both S; and S, were a®ectedby the fault, then
the error occurredin bit position 4 or 5.

The value of Pi }(R;5 © Rys) alsorevealsthe output di®erenceof any a®ected
S-box in round 15 and this may determinethe exactlocation of the error. Suppose
that the fault inverted either bit 1 or 32 and the output di®erenceof S; is 0x5.
From the di®erencedistribution table of Figure 3.6 we seethere are no 6-bit key
valueswhich producean output di®erenceof 0x5 whenthe input di®erenceas 0x10.
Therefore,the error could not have inverted bit 1.

The output di®erencef the S-boxesin round 16isrevealedby P 1(R16©IQ16©e)
where e is one of two possibleerror strings. At leasttwo of the S-boxeswill have
non-zeroinput di®erencesand the value of e can mask the output di®erenceof at
most one of them. Thus, not knowing the exact value of e is of little consequence
sincewe can work around it if necessary

Potertially, a fault in round 15 can reveal more information about K ;5 than a
fault in round 16. In any case,given a ciphertext pair hC; i an adversary can
easily determinewhether i® = 15 or 16 and then uncover that information. With
enoughciphertext pairs all 48 bits of K ;¢ can be determined. The remaining 8 bits
of K can be found using a brute force seart or, alternatively, the last round of
DES canbe peeledbad and then di®erertial fault analysiscan be re-appliedusing
a subsetof the faulty ciphertext pairs. The latter technique can be usedto attack

triple DES.
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On a personalcomputer, Biham and Shamir implemerted their attack by sim-
ulating random faults in the R; registerthroughout the 16 rounds of DES; that is,
onefault, uniformly distributed over the 16 rounds, per encryption. The two were
be ableto deducebits of K ;¢ using ciphertext pairs wherethe erroneousciphertext
resulted from an error in the last three DES rounds.

A particularly clewer part of their implemertation is illustrated in the way they
courted 6-bit key values. Initially , eatr S-box in round 16 is a®ectedby any one
of 64 possible6-bit key values. As ciphertext pairs are analyzed,input and output
di®erencesare derived that narrow the correct 6-bit valuesto subsetsof the 64
possibilities. For eat S-box, the number of times that a 6-bit value falls in one of
thesesubsetsis counted. After all ciphertext pairs have beenanalyzedthe correct
6-bit valuesare expectedto be courted more frequertly than any other value and
can whencebe identi ed.

Although on averageonly % of their generatedciphertext pairs were usefulin
attacking K15, Biham and Shamir found they were able to completely determine

this subkey with 50 to 200 ciphertext pairs.

3.3.3 Intrusiv e Fault Analysis

One criticism of di®erenial fault analysisis that the fault model it assumesis
unrealistic. Biham and Shamir respondedto this with a host of alternate attacks
which exploit permanen or stuck faults in hardware registers,which they hope are
lesscortroversial.

Thesenew attacks require an adversaryto physically intrude into the circuitry
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of cryptographic tokensand then x the cortents of somememory cellswith the aid
of, say, a narrow laserbeam. More frugal attackers might chooseto probe memory
cells[25. For smart cards, this capability rst requiresan adversaryto exposethe
circuitry of the embeddedchip. Anderson and Kuhn explain how to accomplish
this with a processthey claim is easyto do [2]. Under this intrusive fault model it
is possibleto analyzeerroneousDES encryptionswithout the useof the di®erertial
tables previously required.

DES may be implemerted in hardware using an iterative designso that only
oneregisteris usedto store the 16 valuesof L;. Supposethat the least signi cant
bit of this registeris damagedby cutting the wire which either erters or leavesthat
memory cell, sothat its contents are always 0. Figure 3.8 depictsthe last round of

DES encryption under this assumption.

L ;

[ e o Re ]
e s
| Re \ Ls 0|
;

Figure 3.8: The e®ectof a permaner register fault in the last round of DES.

Recall that, given a ciphertext, an adversary can reconstruct R;s. The least
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signi cant bit of Ry equalsthe least signi cant bit of L5 xored with an output
bit of an S-box. Becauseof the register damage,the least signi cant bit of L ;5 is
0 sothe S-box output bit is revealed. By inverting the round permutation P we
‘nd that we can determine an output bit of S;. The input to S; is the xor of 6
unknown key bits and 6 known bits of Ry5. All of the 64 possiblekey valuescanbe
exhaustedto seewhich onesgive an output that agreeswith the least signi cant
bit of R1s. One ciphertext will eliminate about half of the possible6-bit key values.
With se\eral ciphertexts an attacker can usethe key courting technique descrited
previously to identify the correct value. The key input to other S-boxes can be
revealedby damagingadditional register cellsand obtaining more ciphertext.

In this attack it is not necessaryor an adversaryto processpairs of ciphertext.
Ciphertext that results from faulty DES encryptions alonewill suzce, although it
may be advantageousto obtain a valid plaintext ciphertext pair beforeany damage
is doneto the token. With about six ciphertexts per S-box an attacker will be able
to uncover K ¢ and then the remaining key bits canbe found by brute force seard.

If a hardware token implemerts DES using distinct registersfor the values of
L; ( i.e., an unrolled implemertation ) the attack becomeseasier. Destroying all
the memory cellsof L ;5 exposesthe output of the S-boxesin round 16. With one
ciphertext, the input and output of any S-box canexhaustively comparedusingead
of 64 possiblekey inputs. This will narrow the key value to oneof four possibilities.
It takesonly about two ciphertextsto determinethe last round's subkey.

In iterated implemertations of DES it alsopossibleto target key bits acrossthe

16 rounds, rather than the key bits usedin a particular round ( i.e., a subkey ), in



CHAPTER 3. FAULT ANALYSIS 56

what Biham and Shamirdescribe asa vertical attack. In this approad an adversary
successigly encrypts a constart messageM , 48 times. Each encryption is carried
out with an additional one of the wires which transfers subkey bits into the f
function sewered. Initially , no wires are sewered. Denote the resulting ciphertexts
by Co; Cyq;:::Cyr.

Ciphertext C47 is the encryption of M with all subkeysequalto zeroexceptin
their last bit position. An adversarycan now determinethe last bit of ead subkey
by encrypting M under the 26 possiblesets of subkeys and comparingit to Cay.
The value of thesebits gives 16 bits of the DES key. Additional key bits can be
recovered by repeating this processusing C4. The key bits usedto form bits 47
and 46 of eat subkey are not independen of ead other sothere are lessthan 216
valuesto exhaustin this secondstep. The attack proceedsby examining ead of

C47; Cyse; Cys; -2 ¢ in this way until the completekey is reconstructed.

3.4 Countermeasures

All of the attacks we have surveyed in this chapter require a cryptographic im-
plemertation to somehaev provide erroneousoutput. To resist theseattacks, it is
suzxcient that an implemenrtation simply does not provide this output. To this
purpose, the results of cryptographic operations can be veri ed before they are
publicly exposed. Verifying a result requiresextra work and the subsequenlossin
exciency dependsupon the details of the implemertation.

In cipherssud as DES, cheding a ciphertext for correctnesscan be done by

computing the encryption function twice and comparing the two results. This
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decreasesetciency by a factor of 2, and worse, in the random transient fault

model, this precaution may fail to detect erroneousoutput with non-negligible
probability. For example,in our discussionof di®erettial fault analysisthere were
32616 = 512bit positionsin which afault could occur. Giventwo faulty encryptions,
the probability that the samefault occurredin ead is 5%2 Now, the number of
encryptions a malicious user must try in order to obtain the required number of
faulty ciphertexts increasesby a factor of 512. In the intrusive fault model, this

courtermeasurewill fail completely sincefaults are permanen and they will e®ect
both encryptionsin the sameway. Using a decryption to verify the correctnessof
a ciphertext seemgo be a better choicefor a computational ched.

The time it takesto verify an RSA signature depends upon the value of the
public exponert, and it is commonto useto a small value ( e.g.,e = 3) to
exploit this fact. Thus, verifying a signature may not be as costly as generating
it, and the overheadof using this courtermeasurecan be small. When e is large,
Shamir has proposedthe following ched for implemenrtations which usethe CRT
that is lesscostly than a full signature veri cation. Recall that with the CRT,
signaturesare calculated using the valuesS, = MY mod p and S; = M9 mod q
and errors in thesecomputations are particularly disastrous. To facilitate a quick
computational chek, Shamirinstead suggestghat a randomvalue, r, about 32 bits
in size,be chosen,and then the valuesS, = M mod pr and S, = M ¢ mod or
calculated. If Sp; mod r = Sg mod r, then the exponertiations were carried out

correctly ( with high probability ) and the signature can be constructed from a

linear combination of S, = S, mod pand S = Sy mod g.
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Randomization can also be usedto resist fault analysis attacks. Padding a
messageM with random bits beforeit is encrypted or signedwill defeatall of the
attacks we have discussedexcept for the oneswhich exploit intrusive faults. For
DES and other ciphers with small block sizes,this approad is not likely to be
viable sincesomenumber of input bits would have to be sacri cedto store random
values. For RSA, signature schemeswhich incorporate randomization have been
described in detail and can be implemerted with little overhead|3].

Intrusion detection and self-testsare other methods which cryptographic tokens
canuseto protect againsttheseattacks. Cryptographic hardwareis commonlyengi-
neeredto conformto the FIPS 140-1standard which encompassethesetechniques

[21].

3.5 Remarks

Fault analysishasbeenappliedto elliptic curve cryptosystems,as descriked in [4].
The authorsthere explain how registerfaults can perturb points from cryptographi-
cally strong curvesonto lessstrong curves. An adversarycanthen solve the discrete
log problem on the wealer curve to gain information about the private key.

The attacks Biham and Shamir proposedwhich exploit intrusive faults are very
similar to the probing attacks described in [25]. The authors in [25 addressthat
fact even if an adversary can intrude into the circuitry of a target deviceit is
unlikely that he or shewill be able to target particular memory cells or bus lines.
Biham and Shamir do not dealwith this issuesincethey assumethat an adversary

can damageparticular componerts at will. With this capability, it is likely that an
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adversary will chooseto probe memory cells containing key bits and read the key

straight o®rather than perform fault analysis.



Chapter 4

Power Analysis

4.1 Intro duction

The notion that the power consumptionof a cryptographic token can corvey sensi-
tive information to an adversarywas suggestedalmost o®handedlyin [30]. There,
Kocher noted that padding the executiontime of operations with dummy compu-
tations ( e.g.,empty loops) may be an ine®ectie defenseagainst timing attacks
sincethe power consumption of dummy computations can be much di®eren from
meaningful ones. In this case,an adversary could plot, or trace, the power con-
sumption of a token asit executesa particular operation and then deducea valid
timing measuremenfrom the length of the initial pattern in the trace.

It is not ditcult to imagine a situation where an adversary might have the
opportunity to collect power consumptiondata. In digital cashsystems,a patron
typically initiates a purchaseby inserting his or her token into a device,sud asa

reader, which is assignedto a vendor. If the token draws power from the reader

60
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then the vendor can potentially monitor this power consumption. So, to ewaluate
the security of sud systems,the information that an adversary can derive from a
token's power consumptionmust be accourted for. Kocher and his newly founded
consulting compary apparertly spent seeral months investigating this topic.

In 1998,Kocher and the results of his researti were again featured in the New
York Times [50]. The story there summarizedsomeof the details concerningpower
analysisthat Kocher had recerily announced.One particularly startling claim was
that for sometokens,a power trace of a single cryptographic operation is enough
to completely reveal the value of an embeddedsecretkey. Even more startling was
the claim that by examining roughly 1000power traces Kocher and his employees
had managedto break every smart card product they had examinedin the last
year and a half. As more technical details [31] concerningthese discoveries were
releasedt becameclearthat power analysiswas a seriousthreat to the security of

cryptographic tokens.

Outline

We rst explain why the power consumption of tokensis correlatedto the calcu-
lations they perform. Next, we shov how power consumptioninformation can be
analyzedto deducewhat operation a token is executing at a particular momert,
as well as what operandsit is manipulating. We describe Simple Power Analy-
sis ( SPA ), someHamming weight attacks, and then Di®erertial Power Analysis
( DPA ). We end by surveying somecourtermeasuresagainst theseattacks.

Much of the author's researt into power analysiswas conductedduring a work
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term with the AdvancedConceptsand Tednology group at Pitney BowesInc. in

Shelton, CT. The graphicsdisplayed in this chapter appear by their courtesies.

4.2 Power Dissipation

Electronic devicesdraw current from a power sourceduring their operation. The
amourt of current they draw varies as the paths the current follows through the
devicechanges.To measurethe °ow of current a small ( appraximately 10-50- )
resistoris put in serieswith a device'spower supply. An oscilloscog can be used
to measurethe voltage di®erenceacrossthe resistor and the current can then be
deducedusing Ohm's law'. Digital oscilloscogscan be usedto samplevoltagesat
high frequencieggiving a trace of the °ow of current over an interval of time.

The sourceof current for most devicesis suppliedat a constart voltage and so
the power dissipatedby thesedevicesis proportional to the °ow of current through
them?. Becauseof this, power analysis attacks work just as well with currernt
measuremets as they do with power measuremets. Hence,the only di®erence
betweena power analysisattack and a current analysisattack is a constart factor.

Most modern cryptographic devicesare implemerted in CMOS ( Complemen-
tary Metal Oxide Semiconductor) logic. The basic building block of CMOS logic
is the inverter, or NOT gate. As depictedin Figure 4.1, the inverter cortains two

transistors which act asvoltage cortrolled switches. When the input voltageto the

From Ohm's law, we have | = % whereV is the voltage measuredacrossa resistance,R, and
| is the current.

2If P is the power then P = | V.
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Figure 4.1: CMOS logic inverter leadingto a capacitor.

inverter is high, the top switch openswhile the bottom switch closes.This grounds
the inverter's output and soit goeslow. Conversely whenthe input voltageis high,
the top switch closesand bottom openssetting the output to +V which thus goes
high.

There is a brief instant, whenthe inverter is in transition betweenstates, when
both transistorsconductcurrent. This causesa short circuit from +V to the ground
which temporarily dissipatescurrent. Even in a static state, transistors cortinu-
ously draw a small amourt of current which is dissipated as heat and radiation.
The most dominart sourceof power dissipation is usually causedby the charging
and disdharging of internal capacitive loads attached to gate outputs. A thorough
discussionof all three factorsis givenin [51] and [16].

Power consumptioninformation is usefulto an adversarybecauset is correlated

to the calculationsthe token is making.
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4.3 Correlation with Operations

In deviceswith microprocessorssud as smart cards, a few primitiv e operations
( e.q.,LOAD, STORE, etc.) are usedrepeatedly during a computation, causinga
regular switching of transistors. This regularity is often obsenable in power traces
as repeated patterns. In iterative computations, including most cryptographic al-
gorithms, this regularity is especially apparert and can leak sensitive information

to obseners.

4.3.1 Simple Power Analysis

Simple power analysis( SPA ) is a technique wherely information about the oper-
ation of a cryptographic token is deduceddirectly from a power trace. Depending
on how a cipher is implemerted, this information may reveal key material.

Figure 4.2 displays two represetations of power consumption data acquired
from a smart card during the rst few rounds of a DES operation. The mea-
suremerts were collected at a rate of 100 MHz using a digital oscilloscog which
converted analogvoltages,measuredacrossa resistor, into 12-bit values.

The top trace is composedof raw voltage samples.As transistors in the device
switch, the measuredvoltage either spikesor dips suddenly Sincea large number of
transistors switch during this computation the trace appearsrather noisy. Howewer,
somefeatures,in the early part of the trace at least, can still be discerned. The
bottom trace replacesead group of 100samplesin the top trace with their average,
which smoothes out most of the erratic spikes and dips. The resulting trace is

much clearerand can be comparedin greater detail to the description of the DES
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Figure 4.2: SPA tracesof a DES operation.

algorithm.

A sequencef operations, constituting a singleround, is iterated 16 times during
a DES encryption. In the averagedtrace of Figure 4.2, we can seea pattern between
indices95 000and 140000which seemgo repeat throughout the remainder of the
trace. Each occurrenceof this pattern is pre xed by a characteristic that resenbles
either a V or a W. From a trace of the complete DES operation a total of 16 V's
and W's appear, marking 16 occurrencesof the pattern. This evidencesuggests
that the pattern may represemn the calculations of a single DES round. Figure
4.3 provides a more detailed view of the trace of the rst three occurrencesof the
pattern.

The exact sequenceof V's and W's, asread from the completetrace, is: VV-
WWWWWWVWWWWWWYV. When DES subkeys are generatedon the °y, the
56-bit key s initially halvedinto two registerswhich arethen rotated and permuted

asthe subkeysare needed.The sequencef V's and W's correspndsexactly to the
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Figure 4.3: An SPA trace of DES roundsoneto three.

sequenceof rotations descrited in the DES key sdhedule [22]: 1122222212222221.
From this fact we can infer that the smart card generatedts subkeyson the °y.
Identifying the power characteristics of key rotations can sometimesreveal key
bits. A commonway to implemert rotations is to shift one bit o® the end of a
register and, by default, append a zeroon the other [32). If the bit shifted o®the
endis a one,then the appendedzerobit is °ipp ed. This conditional operation may
be detectablein a power trace. In the caseof DES, making this determination in

eadt round would reveal all 56 bits of the key.

1500 T T T T T T T T T T T T T

1000 [—

00 |

= 1000

Figure 4.4: An SPA trace of an RSA signature operation.

Exponertiation can also be analyzedusing SPA. The conditional branches of

squareand multiply algorithms can be iderti ed from power tracesif the square
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and multiply operations have di®erem power characteristics. Figure 4.4 shavs
a portion of a trace from a smart card calculating an RSA signature. Eacd of
the nine spikesindicatesthe beginning of a squareor multiply operation. Initially ,
registersare loadedwith valuesto be squaredor multiplied. Multiplications require
additional registerloadswhich increasedhe width of the leadingspike. As a result,
squareoperations ( narrow spike ) can be distinguished from square-and-raltiply
operations ( narrow spike followed by a wider spike ). Thus, v e key bits can be
determinedfrom the trace: 00111.

Interpreting SPA characteristicsis more easilydonewith somedetails about the
target implemertation. With completedetails ( e.g.,sourcecode ), an attacker can
focuson particular regionsof a power trace to try and distinguish the characteristics
of speci ¢ operations. Generally any implemertation wherethe path of execution

is determined by key bits hasa potertial vulnerability to this attack.

4.4 Correlation with Operands

Microprocessorgetrieve valuesfrom memory using a data bus. The data bus has
a capacitanceassaiated with it that is charged and discharged accordingto the
valuesloadedon it. This causessomevariation in a device'spower consumption,
but the e®ectsare usually small and can be overshadaved by measuremen error
and other sourcesof nois€.

Experimerts in [42] and [1] have discovered two types of correlations between

3Statistically, ead power consumption measuremen in a trace can be treated asan obsenation
of a random variable. The noise a®ectinga measuremen is just the standard deviation of the
corresponding random variable.
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data values and power consumption. Hamming weight correlation occurs when
power consumptionvarieswith the number of onesdriven onto the bus. Transition
court correlation occurs when power consumption varies with the number of bits
which changeon the bus ( i.e., the Hamming weight of the xor of the current and
previousdata value ). Which type of correlation is obsened in a particular device
dependson its design.

The power consumption of operations which manipulate key bits are of par-
ticular interest to an adversary Howewer, without detailed knowledge of an im-
plemertation, locating these operations in a single power trace can be dizcult.
With accesdo seweral power traces, an adversary can apply statistical techniques
to locate theseregions.

In this sectionwe give a brief exampleof how an adversarymight exploit power
consumptioninformation correlatedto the Hamming weight of operandsand then
descrilke somemore generalattacks which detect power biasesdue to the value of

individual bits.

4.4.1 Hamming Weights

On average,the Hamming weight of a 56-bit DES key corveysonly

56 | 5-6(12 i 5-6(1:

| o 10k %395
i=0

bits of information about its value. The microprocessorsusedin many crypto-

graphic tokens manipulate data in 8-bit blocks, so power analysiscan potertially
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reveal the Hamming weight of ead byte of a DES key. This would provide

x8 igl gl
i 3 ?Ig? Y, 2:54
bits of information per key byte for a total of 7£ 2:54 ¥ 17:8 key bits. This
information makes a DES key ( even more ) susceptibleto a brute force attack
sincethe sizeof key spaceis now reducedto roughly 238, Howewer, againstciphers

with longerkey lengths, sud astriple-DES, exhaustiwe keysseartiesare infeasible

even with Hamming weight information.

10 51 34 60 49 17 33 57
2 9 19 42 3 35 26 25
44 58 59 1 36 27 18 41
22 28 39 54 37 4 47 30
5 53 23 29 61 21 38 63
15 20 45 14 13 62 55 31

Figure 4.5: The round one DES subkey.

Dependingon the details of the target cipher, it may be possibleto useHamming
weight information in more e®ectiw attacks. This is the casewith DES, asnotedin
[42] and [7]. Toillustrate, denotethe bits of a DES key, including parity ched bits?,
by kik, :::kes. The key bits which composethe rst round's subkey are described
in Figure 4.5. The Hammingweigh of the rst byte of this subkey canbe described

with the equation:

Kio + Ks1 + Kaa + Keo + Kag + K17 + kaz + Ks7 = wi:

4Every eighth bit is set sothat ead key byte has an odd Hamming weight.
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Expressingthe Hamming weight of all key bytes throughout all subkeysin this way
generatesa total of 96 equationsin 56 unknowns. A calculation usinglinear algebra
software shaws that the coetcient matrix of this systemhasfull rank and sothere
is a unique solution for any vector of Hamming weighs.

Practically speaking, it is likely that any vector of Hamming weights deduced
from a power trace will cortain errors which can causeditculties in nding an
integral solution to the system. This problem can be overcomein two ways. The
redundancyin the systemof equationscan be exploited using standard techniques
from error correcting codes. Alternately, a careful study of the DES key schedule
shows that ead of the 96 equationscortains variablesfrom only one of two subsets
of 28 key bits®. Thus, the original systemcan be split into two independen systems
of 48 equationsand 28 unknowns. Eacdh of the 228 possiblesolutionsin eat system
can be tried to seewhich onesagree most closely with the obsened Hamming

weights. Thus, the value of the DES key can be deduced.

4.4.2 Di®erential Power Analysis

Di®erenial power analysis ( DPA ) is probably the most threatening attack to
result from Kocher's researti. To carry out a DPA attack, an adversary must
have a number of power traces collectedfrom a token asit repeatedly executesa
cryptographic operation. The attack proceedsby deducingbits of the secretkey,
usedin eat operation, from the obsened power consumption. An adversary must

alsohave knowledgeof either the inputs or outputs processedy the deviceduring

5This property results from the de nition of the DES permutation PC-2.



CHAPTER 4. POWER ANALYSIS 71

eat operation. Usually, an encryption token will usethe samekey over multiple
operationsand any generatedciphertext canbe freely obtained by an eavesdropyer.

The basictechnique of DPA is asfollows. Supposean adversaryis ableto parti-
tion power tracesfrom se\eral cryptographic operationsinto two groupsaccording
to the intermediate value of somebit, b, calculated during ead operation. This
bit is manipulated during ead operation and its value may a®ectthe obsened
power consumption. If this is the casethen the two groups of traces should shaw
respectively di®eren power biasesat locations when b is manipulated. Averaging
the tracesin ead group helpsreduceany noisethat may be obscuringtheseusually
small biases.Plotting the di®erenceof the two averagetracesrevealsany locations
in the traceswherethesebiasesoccur.

More precisely let Tq; T,;:::; T, be the traces collected from a token. Eadch
trace is an array of k power consumption measuremets and represems the power
consumedduring ead cryptographic operation. For example,a token might exe-
cute, say, 1000encryptions allowing an adversary to collect n = 1000traces and
1000 correspnding ciphertexts. The number of measuremets in ead trace, Kk,
dependson the sampling rate and memory capacity of an adversary's equipmen,
as well as the duration of the cryptographic operation. Typically, we might have
104 k- 10°.

The two halvesof the partition are de ned as:

To:fTi :b=Og

T,=1T,:b=1g:
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The value of b is usually related to the inputs or outputs processecdby the token.
If theseinputs or outputs are suxciently random, then both Ty and T; will cortain
roughly the same number of traces. The partitioning bit b might simply be a
particular bit of ciphertext.

Forj = 1:::k, the averagetracesare de ned as:

. 1 X _

Aolj]= =— Tilj ]
ITol T 2To

1 X .

il]= = Ti[j ]
IT4 T 2T,

where|jT1j+ jToj = n and T;[j ] is the jth power consumptionmeasuremehin trace
T,. Ead of Ap and A, is an array of k averages. The di®erence,or di®eretial

trace, of A and A, isde nedforj = 1:::k as:

C[i1= AsliTi Aolil:

It might be that the token manipulatesbit b more than oncethroughout an oper-
ation. This is the casewith the plaintext bits that erter a DES implemertation.
Supposethe bit bis manipulated by the tokenat timesj °. If the expecteddi®erence

in power when the token manipulatesthe two valuesof bis 2, then we have:

E[T[°]jb=1]i E[Ti[["]jb=0]==
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At times|j 6 " the power consumptionis independen of the value of b, so:
E[Tiilib=1]i E[Ti[1jb=0]=E[Tili1]i E[T]]1= 0

As the number of tracesgrows, A[j ] and Ag[j] corvergeto E[ Ti[j]j b= 1] and
E[Ti[j]] b= 0] respectively. Thus we have:

8
2. forj =j*
fim elj1= lim Aulili Adlil=
-0 otherwise
sothe di®eretial trace will appear °at with spikesof heigh 2 at times “.

Figure 4.6 displays the result of this technique when applied to an implemerta-
tion of DES. Using known plaintexts, tracesof the rst two rounds of onethousand
DES encryptions were partitioned into two setsaccordingto the value of the rst
bit of the register Ry. This bit is just a copy of a particular plaintext bit, and the
distribution of the plaintexts determinedthat roughly half of the traceswereplaced
in ead partition. For reference the di®eretial trace is plotted belov an average
of all the traces collected. A clear bias or spike can be distinguishedin the rst
round.

To seehow this technique can be usedto recover bits of the secretkey, consider
anotheriteration of this last experimert wherethe rst bit of R, is usedto partition
the traces. Recallthat R; = Lo © f (Rg;K1). Sincethe plaintext usedin eadh
encryption is known, the only unknownsin this equation are the key bits. Without

knowledgeof the key bits, we cannot determinethe value of the rst bit of R, and
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Figure 4.6: The averageof 1000tracesand a di®erertial trace.

hencewe cannot partition the traces. Howewer, from the de nition of the round
function f in Figure 4.7, we seethat any bit of Rq is in°uencedby only 6 key bits.

By exhaustingead of the 2° key valueswe can calculate 2° di®eren partitions
of the traces. Only the correct 6-bit key value will partition the tracesaccording
the value of the bit actually calculatedin the device. Thus, only one of 2° di®er-
ertial traceswill shov biasesand can thereforebe iderti ed. Figure 4.8 shows the
di®eretial trace for the correct key.

Proceedingin this way, the subkey usedin the rst round canbe reconstructed
6 bits at a time. Oncethe completesubkey is known, the remaining 8 bits of the
DES key can be found using an exhaustive seard. If an exhaustive seard is not
possible,asis the casewith triple-DES, the attack can be repeated using the bits
of R, to partition the traces.

The attack can also implemerted using known ciphertexts. In this case,the
tracesare partitioned usingbits of L ;5. Sincel 15 = R1©f (L 16; K 1), this variation

of the attack extracts bits of the last round's subkey.
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Figure 4.7: The DESf function.

Figure 4.8: The di®eretial trace for a correct key guess.

It is important that the executionof the instructions which manipulate the bit
usedto partition the traces are aligned in ead of the traces ( i.e., the j™'s are
constart acrossthe di®eren traces). If this is not the case,then the averaging
stepwill degradethe power biasesrather than reinforcethem. In practice, aligning
the power traces can be done by idertifying characteristicscommonto ead trace
using SPA techniques.

DPA is generally consideredto be a more powerful attack than SPA sincethe
only implemertation aspect it relieson is that the power consumedwhen a token

processesa O is di®ere from whenit processesa 1 ( i.e.,, 2 > 0). In devices
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which shov Hamming weight correlation this is certainly true. With transition
correlation, the DPA technique may still be applicable using a partition function

basedon two bits.

4.4.3 Multiple bit DPA

The number of traces, n, required for a successfuDPA attack is related to the size
of the power bias 2 attributed to the value of the partitioning bit and the noisein

the power consumptionmeasuremets, % To seethis, note:

p>]

! A !
1 X otz T 297
Var(Adfj]) = Var — Tl v — Var Tl = —

OF 1210 Ti2To
where|jToj is approximated by 5. Thus, Var(¢[j]) = Var(As[j1i Aoclj]) ¥ % and
so the noisein the di®erettial trace is roughly &3—% . To distinguish the biasesin
¢ we must have 2 > 3% thus an adversary should choosen larger than iZT%Q:Z.
Multiple bit DPA attempts to increasethe magnitude of the power bias 2 so that
DPA can be carried out using fewer traces( i.e., smallervalue of n ).

In deviceswhich shov Hamming weight correlation, if the power bias of di®eren
bit valuesis 2, then the power bias of di®erent byte valuescan be as large as 82.
Thus, sorting power traces according to the value of multiple bits can result in
di®erettial traceswith large spikes,which may be distinguishedwith fewer traces.
With DES, a guessfor the key input to an S-box allows all four output bits of

an S-box to be predicted. In our previous description, we kept track of the value
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of only oneoutput bit and ignoredthe others. Sorting the tracesinto the sets:

To = fT; : S-box output is 000Q®

T, = fT; : S-box output is 1111

will producea di®erettial trace with spikesof height roughly 42. The disadwantage
of this approad is that ead of Tp and T, cortain fewer traces( roughly 7z ead )
so the averagetraces Ay, and A; will cortain higher levels of noise. A detailed
discussionof the trade o®sbetweenspike height and the noisein ¢ is givenin [42].

Designingmultiple bit sorting functions must be donewith respect to the words
that a deviceactually manipulates. Although a key guessmay allow a few inter-
mediate bits to be determined, multiple bit DPA is only applicableif thesebits are

manipulated together ( e.g.,in the samebyte ).

4.5 Countermeasures

Tedniquesfor resisting power analysiscan be implemerted at both the hardware
and software levels. Countermeasuresat the software level seemto be more de-
sirable, from a commercialstandpoint at least, sincethey can be implemerted on
existing architectures. Hardware courtermeasuresare generallymore costly to im-
plemer, but they may be necessarydepending on the required level of security.
We give examplesof courtermeasuresat eat of the two levels now.

Using secretvaluesto perform conditional operations can causeSPA vulnera-

bilities in cryptographic algorithms. We saw this with RSA in Figure 4.4. Avoid-
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ing thesetypesof conditional statemerts whenimplemerting thesealgorithms can
eliminate many SPA weaknesseslIn algorithms which inherertly assumethis type
of key dependen branching, it may not be possibleto remove these statemerts
completely Howewer, operationswith large power characteristics( e.g., multiplica-
tions ) can be moved outside of conditional branchesto decreasethe size of SPA
characteristics. This strategy can be applied to the square-and-naltiply algorithm

asshawn in Figure 4.9.

INPUT: M;N;d= (dn; 10n; 2:::d1dp)2
OUTPUT: S= MY mod N

1SA1

2forj=nj 1:::0do
3 SyA S?2 modN

4 S;A Sy¢M mod N
5 SA S

6 return S

Figure 4.9: An SPA resistart versionof the square-and-raltiply algorithm.

The microcode run by somemicroprocessorscan causelarge operand depen-
dent power consumptionfeatures,asnoted in [32 12, 38]. Even constart execution
path code can demonstrateseriouspower analysisvulnerabilities whenrun on these
componerts. One way to courteract this problem is to split operandsinto shares,
using a threshold scheme( a technique of secretsharing), and then have the pro-
cessorcompute by manipulating sharesof sensitive data rather than the data itself

[12]. To deducesensitive data, an adversary must now combine multiple power
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consumption measuremets from various locations within a power trace. This ef-
fectively increaseghe amourt of noise,¥%; obscuringthe value of the sensitive data.
Recall that, for a successfuDPA attack, n > i¥4¢2. So, increasing ¥ causesthe
number of required power tracesto increase. The authors in [12] argue that the
number of power tracesrequiredfor a successfuDPA attack increaseexponertially
as a function of the number of shares.Unfortunately, the performancepenalty as-
sociated with this courtermeasurelimits its practicality. The technique of random
masking a similiar mode of defensantroducedin [23], hasbetter performancechar-
acteristics. Howewer, implemertating this courtermeasuremust be done carefully,
asshown in [40] and [15).

Interleaving random computations into the execution of cryptographic opera-
tions is a commondefenseagainst DPA. If an encryption operation is interrupted
at random times with dummy computationsthen the times at which, say, a partic-
ular key byte is manipulated will vary from encryption to encryption. Power traces
collected from devicesprotected in this way will not be aligned with respect to
the operationsthe devicehas performed. As a result, spikeswhich would normally
appear thin and tall in a di®erertial trace appear shorter and are smearedacross
an interval. Similar to the secretsharing countermeasure,this technique increases
the amourt of noisein the di®erettial trace, which hopefully increaseghe number
of traces necessaryfor a successfuDPA attack to an unreasonablenumber. More
details on this technique canbe found in [14]. Microprocessorsvhich are capableof
randomizedmultithreading are especially suited to this courtermeasure. Clocking

devicesusing a randomizedclock signal producesa similar e®ect[34].
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Hardware componerts ( e.g., capacitors and inductors ) can be addedto the
power line of tokensto Iter, or smaooth out, power consumption characteristics
[16, 45. This approad attempts to decreasehe sizeof the power bias, 2, therehy
increasingthe number of tracesrequired for a successfuDPA attack.

A hardware courtermeasure which hasbeendeweloped with smartcard systems
in mind, is to ensurethat external power suppliesare newver connecteddirectly to
the internal chip [48, 45). This approad attempts to decorrelatethe °ow of current
on external power linesfrom internal computations. This is doneby inserting a kind
of bu®erbetween external power lines and internal ones. Of course,the internal
chip needspower, sothe bu®ermust accommalate this. Systemsof capacitorsand
transformershave beenproposedwhich function in this way.

Unfortunately, given enoughpower consumption traces, adversariescan over-
come most courtermeasures. For this reason, system designersshould adopt a
leak-tolerant designmethodology, asrecommendedn [32] and [16]. As a tokencon-
sumespower, engineersshould expect that somesecretinformation will be leaked
to obseners. The rate at which information is leaked can be usedto determinekey
lifespans. Keys can be refreshedusing non-linear update functions ( e.g., SHA-1)
when they expire. Seral tests to determine the leakagerate of devicesare pro-

posedin [16)].

4.6 Remarks

Power analysis has been applied to many di®eren ciphers, including sewral of

the recent AES candidates[11]. Depending on the ways that an adversary can
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manipulate a token, it is possibleto attack a cipher with di®eren variations of
power analysis. For example,in [43], it is explained how the ability to re-key a
token, or a copy of a token, can be exploited with power analysis.
Someresearbers have proposedattacks on tokens which make use of highly
detailed power consumption pro les [20, 1, 7]. The work required to prole a
deviceis substartial when comparedwith standard DPA, but the pro le can be
reusedto extract keysfrom se\eral tokenswhich presumablyusedi®eren keys.
Details on the equipmer necessaryto perform power analysis attacks can be
found in [11]. We only note that the cost of this equipmert is low; an adversary

should be able to purchasethe required equipmer for lessthan $10,000.
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Conclusions

This thesis has presetted se\eral ways in which an adversary might useside chan-
nel information to cryptanalyze ciphers sudh as DES and RSA. The purpose of
discussingtheseparticular cipherswasto exploit the reader'slikely familiarity with
them | a preceden which was set in the rst papersto deal with this type of
cryptanalysis [30, 10, 32]. Many of the techniqueswhich we applied to these ci-
phers can be readily applied to others. The timing attack, for example, was not
so much an attack on RSA asit was an attack on modular exponertiation. Any
cryptosystemwhich implemerts this operation ( e.g.,DSSor Dite-Hellman ) may
be vulnerable.

Of the three sourcesof side channel information we considered,it seemsthat
power consumptionpreserts the most seriousproblem to cryptographic engineers.
Recall that messageblinding and computational chedks were relatively e®ectie
software courntermeasuresagainst timing and fault analysis. Unfortunately, there

has yet to appear a defensewith similar qualities against attacks like di®erenial

82
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power analysis. The secretsharing countermeasurepresened in [12] is attractiv e
becauseof the proof of security which comeswith it. Howewer, the performance
penalty incurred in usingthis courtermeasureis quite high in terms of memoryand
executiontime. Contrary to what was initially suggestedsecretsharing must be
done extensiwly throughout a cipher's computation, rather than only in, say, the
‘rst three and last three rounds of DES. Pro ling attacks can be usedto conduct
DPA on the inner rounds of DES, so secretsharing must be usedthere aswell.

Much of the power analysis literature which appears now focuseson ways to
defeat previously suggestedcourtermeasures[14, 15]. This trend has causedany
newly suggestedcountermeasuresto be greetedwith much scepticism,but this is
an important part of deweloping a sounddefense.

The reader who is interested in pursuing his or her own investigations into
side channel cryptanalysis will hopefully nd the collection of referencesin the
bibliography useful. Sincethis is a relatively new eld of study much of the relevant
literature is not well known. Sofar, the majority of the paperson the subject have
beenpreserted at the Cryptographic Hardware and EmbeddedSystems( CHES)

conferences.
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