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Chapter 1

Abstract

Host security represents one of the most attacked links in the Internet se-
curity chain. Large proportion of the efforts to improve host security has
gone into following the flawed assumption that adequate security can be
provided solely in the application layer. Practice and research have shown
that security mechanisms, in order to be effective, have to be implemented
in the operating system layer.

Discretionary Access Control (DAC) model, implemented for access con-
trol and privilege delegation purposes in most UNIX systems, represents the
most frequent cause of the host security breaches in the Internet environ-
ment. LinSec project is aimed at designing and implementing a Mandatory
Access Control (MAC) model, as opposed to the existing DAC model, in
the Linuz operating system.

The envisaged MAC model is based on a combination of the existing and
novel security mechanisms such as: capabilities, file system access domains
and IP labeling. The Linuz specific LinSec design and implementation is
original in all its aspects except for the capability model which is a substan-
tial extension of the basic POSIX 1003.6 model implemented in Linux.

LinSec was implemented in about 5,000 lines of Linuz kernel code over

a 16 week period. The preliminary test and benchmark results show that



the implemented MAC model is both efficient and effective. Furthermore,
LinSec is easily integratable in existing Linuz systems and does not sub-

stantially affect the target system’s usability and performance.



Chapter 2

Introduction

2.1 Motivation

Numerous Internet security incidents have shown that cryptography based
network tools, although indispensable for ensuring data integrity and confi-
dentiality as well as for authentication purposes, are not sufficient to actively
defend against various types of security threats. The other side of the coin
is host security which usually represents “the weakest link” in the chain and
is often the prime target of attackers.

Most of the current efforts aimed at improving host security rely on
the flawed assumption that adequate security can be provided solely in the
application layer with existing operating system security features laying be-
low not being altered [23]. A number of well documented examples have
shown that support from secure operating systems is paramount to fighting
threats posed by modern computing environments [23, 30, 24]. For example,
Linuz community has been trying to eliminate the buffer overflow! threat
for years by auditing source code of the programs available for the platform.
Nonetheless, it was not before the advent of, so called, Openwall [3] Linuz

kernel patch that the threat was successfully fought. The application layer

!Please refer to Subsection 3.2.2 for explanation of buffer overflow.



exclusive security provision approach, as stated in [10], results in a fortress
built upon sand.

Most of the security attacks on UNIX systems today rely, irrespective
of the actual exploit mechanism employed, on the way in which access con-
trol and privilege delegation mechanisms are implemented in the underlying
operating system. The model that UNIX systems follow for the purpose
is, so called, Discretionary Access Control (DAC) model. Therefore, the
DAC model is to blame for large proportion of security breaches in UNIX
environments. When first UNIX systems, and the DAC mechanisms, were
developed they were perfectly suited for the environment it was envisaged
they would serve in. However, the environment most of the existing UNIX
systems operate in today is far from anything people could have envisaged
more than three decades ago. Research and development in the field of
operating system security is constantly failing to meet the pace at which
it is being challenged. Unfortunately, many operating system mechanisms,
known to be seriously flawed and/or inapt for use in the new environments,
such as DAC, are still widely present in the operating system design and

implementation.

2.2 Project Aims

LinSec is an attempt to improve Linuz [13] Operating System security by
replacing the existing DAC model with a Mandatory Access Control (MAC)
model and by introducing, through the MAC model, the principle of least
privilege. Not only should the MAC approach help prevent possible security
breaches but it should also enable the confinement of any successful breaches
and thus lessen their impact on the overall system functioning.

There are currently several ongoing projects, like [34, 28, 9], trying to ad-
dress the same issue but their acceptance has not been wide for the following

reasons:



e MAC models too complex to administer.

e Substantial semantic changes to Linuz behavior, raising the applica-

tion compatibility issues.

e Difficulty of integration into the existing, running Linuz systems.

LIDS project, for example, one of the first to provide MAC for Linuz,
suffers badly from “code rot”. Numerous changes and alterations have re-
sulted in a system difficult to understand whose behavior is full of unex-
pected and undocumented side effects. Once popular, today the number of
people supporting LIDS is steadily decreasing.

SELinuz project, on the other hand, implements a very effective MAC
model and is well managed and maintained. However, it is impossible to
integrate into a running Linuz system. For many Linuz servers on the
Internet it is simply unacceptable to go offline for lengthy reinstallation and
setup periods.

Apart from its academic value, one of the most important aims of LinSec
is to be highly practical, efficient system and accepted by the Open Source
community as such. The project is envisaged as a system that will easily
integrate into the existing Linuz platforms providing the highest possible
level of transparency to the existing users and services by fully supporting
POSIX standards and traditional Linuz behavior, as long as system manda-
tory security policy is obeyed. The mandatory security policy itself needs
to be highly flexible, reflected through its configurability.

The envisaged MAC model is largely based on modification of ideas
existing in the operating systems research world for a long time but which
have either never been implemented? at all (eg. IP Labeling, etc.) or have

not been implemented in a similar setting (eg. file system access domains).

2as far as the author is informed.
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The scope of the individual final year project is only the kernel portion
of the overall LinSec project. Userspace configuration and administrative
tools are external to the project and should be developed by obeying the
interface provided by the kernel code.

Linuz was chosen primarily because of the widely available kernel source

code and because of its widespread use in the Internet environment.

2.3 Project Outcomes

LinSec development, including analysis, design and implementation phases,
took roughly 16 weeks. With all of the features specified in Chapter 4 the
implementation, in the form of a Linux kernel patch, occupies approximately
5,000 lines of kernel code (written in C) as detailed in Chapter 5. The
resulting system conforms in all aspects to the envisaged model.

At the time of writing this report, LinSec has been presented at Linux
FEST 023, Belgrade, where it has prompted considerable interest. LinSec is
already employed at the Computer Centre, Faculty of Electrical Engineer-
ing, Belgrade. A paper is to submitted for presentation at the ETRAN*
conference this June.

Userspace administrative tools were developed, according to the detailed
specification, by Mr Bosko Radivojevic and Mr Veselin Mijuskovic at the
Faculty of FElectrical Engineering, University of Belgrade due to the time
constraints. The resulting system is fully employable in existing Linux plat-
forms with minimal disruptions due to the setup time. LinSec is released to

the Open Source community under the terms and conditions of GNU GPL

3An event organized by the Open Source Network of Yugoslavia aimed at promoting

the Open Source software development model and Linuz operating system.
4Society for Electronics, Telecommunications, Computers, Automation and Nuclear

Engineering from Belgrade, Yugoslavia, annual conference in held collaboration with the

Yugoslav section of IEEE and the government of the Republic of Serbia.
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license.

2.4 Conventions
The following is a list of typographical conventions used in this report:

e Sans serif: used to indicate filenames.

e Emphasized: used for LinSec specific terms and otherwise important

terms.
e Typewriter: used for C code.

e In formulas, + sign is used to denote union.

2.5 Report Layout

The rest of the report is organized as follows:

e Chapter 3 analyses various security breaches widespread in the In-
ternet environment and traces their causes down to operating system
mechanisms that fail to respond to them. This Chapter gives rationale

behind the decision to replace DAC with MAC.

e LinSec design is presented, on a rather high level which can be applied

to various variants of UNIX, in Chapter 4.

e The actual implementation of the specified design in Linuz kernel is
explained in Chapter 5. The chapter also describes issues that arose
during the implementation due to the attempt to modify some of the

core kernel mechanisms and ways in which they were resolved.

e Performance overhead of LinSec was assessed in a series of benchmarks

as presented in Chapter 7.

12



e Because of the LinSec nature, approach taken for testing the imple-
mentation differs from standard, prescribed, ways and is put forward

in Chapter 6.

e Finally, Chapter 8 concludes the report with a short summary, envis-

aged future of the project and a retrospective view on the project.
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Chapter 3

OS Security Background

3.1 Introduction

First step in designing security mechanisms is to study potential threats the
system in question might be, or is, exposed to. Next, the “features” of the
system in question enabling particular types of threats need to be identified.
Lastly, the identified “features” need to be redesigned or removed so as to
thwart the security attacks.

This section is an analysis of the security threats affecting the Linux
operating system (OS), mechanisms by which they operate and design points
in the Linuz OS that provide scope for the attacks. General solutions to the
problems are presented as well. Although the focus of the Chapter is on the
Linuz OS, as it is the OS of the choice for the project, all details mentioned
apply to most of the commercial and server side operating systems available

on the market today.

3.2 Attacks - Facts

The past several years have seen tremendous increase in the number of host

based security attacks and breaches. This effect should be attributed to the
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expansion in the size of the Internet reflected in the number of hosts exposed

to the worldwide community.

3.2.1 Facts

Several organizations have been established during the past years to focus
on the security threats arising in the Internet environment. Some of them
are The Security Group at the Carnegie Melon Software Engineering Centre
(CERT), System Administration, Networking and Security Institute (SANS)
and U.S. DoE Computer Incident Advisory Capability (CIAC). One of the
interests of the agencies were statistics related to the security attacks that
take place daily.

To illustrate the rate of increase in the number of attacks relevant statis-

tics originating from CERT’s web site [8] is included in Table 3.2.1.

Year 1990 | 1991 | 1992 1993 1994 | 1995 | 1996
Incidents 252 406 73| 1,334 | 2,340 | 2,412 | 2,573
Year 1997 | 1998 | 1999 2000 2001 | 2002 | 2003

Incidents | 2,134 | 3,734 | 9,859 | 21,756 | 52,658 | n/a | n/a

Table 3.1: Number of Incidents per Year

To give meaning to the striking numbers in Table 3.2.1 the following list
names the top seven vulnerabilities exploited in 2001 on UNIX platforms,

according to the SANS Institute [17]:

1. Buffer Overflows in RPC Services

2. Sendmail Vulnerabilities

3. BIND Weaknesses

4. R Commands (rsh, rlogin, etc.)

5. LPD (remote printing protocol daemon)

15



6. sadmind and mountd

7. Default SNMP Strings

The proportion of the numbers from Table 3.2.1 that can be attributed
to the above vulnerabilities is roughly proportional to the percentage of
UNIX servers on the Internet. And the number of affected Linux systems
is proportional to the number of Linuz servers among other UNIX servers.
Emphasis should be placed on the fact that the number of reported incidents
is very different from the actual number of incidents that occurred but were

not reported or were not detected.

3.2.2 Types of Attacks

The attacks, including the ones mentioned in Section 3.2.1, can be catego-

rized in several groups by the nature of their functioning [9]:

o Buffer Overflows: a problem endemic to C programs that provide poor
bounds checking on input received from outside environment resulting
in subverting the intended flow of program and thus forcing execu-
tion of attacker supplied code'. Five out of the seven vulnerabilities

mentioned in Section 3.2.1 belong to this category.

e Race Conditions: intended functioning of a program can be subverted
so that it produces side effects that compromise system security. Some
of “R Commands” vulnerabilities from Section 3.2.1 fall into this cat-

egory.

Tn C, both function return address and local variables are kept on stack. By supplying

a function argument longer than the local variable it is subsequently copied to, an attacker
may overwrite contents of the stack, including the return address. If carefully chosen,
the overwritten return address can point to custom supplied piece of code eg. code for

executing system shell.

16



e Special Character Processing: rely on “fooling” character processing
programs by providing user input that causes the program to relinquish
control to the attacker. Programs affected are usually CGI scripts

running in privileged mode and accessible by everyone.

As can be seen, by far the most frequent are attacks that are based on

the buffer overflow technique.

3.2.3 Attack Anatomy

All host based attacks, including Denial of Service (DOS) and Distributed
Denial of Service (DDOS) in a slightly different sense, irrelevant of the cate-
gory (Section 3.2.2) they belong to, are aimed at gaining attacker privileges
under which the attacked program is running. The applications attacked
are usually the ones labeled as “trusted” by the system administrator. A
“trusted” program is a program that is running with privileges that enable
it to perform sensitive system operations. In most cases, “trusted” programs
run under superuser privileges. Once such a program is subverted attacker
gains all of the privileges of the program, which usually turns disastrous for

the system.

3.3 OS Background

Once the threats are identified the question remains of the right system layer

to introduce appropriate security measures to:
e Application layer, or
e Operating System layer

Since the application level is the one being directly attacked, one might
think that it is the appropriate point to thwart the attacks at. However,

to assure the complete absence of security vulnerabilities expensive manual

17



verification of every single application has to be carried out. Taking into
account the sheer size of the application space and the rate of its growth
reveals the impossibility of such an audit.

The short analysis of host based security attacks in Section 3.2 pointed
at the common aim of most of the exploits — to gain the privileges of the
“trusted” applications. The fact that overall result is the same no matter
which application is exploited, or the way in which it was exploited, points
at a problem at the layer below the application layer - the Operating System
layer [9, 23]. This conclusion is not intended to eliminate security concerns
when developing applications. Although addressing security problems solely
in the application space does not suffice, it is still a valuable aspect of the
overall system security.

The following mechanisms and aspects of the most commercial and server
side Operating Systems enable the described attack behavior [9, 23, 24, 22,
30]:

e Discretionary Access Controls (DAC)

o Authorizations

o Default OS configuration

3.3.1 Discretionary Access Controls

Discretionary Access Control (DAC) means that the owner of an object can
manage permissions for the object at his own discretion. In effect, owner of
an object can decide who to grant permissions to access and use the object
to without the decision being questioned by the OS. An example of this is
permissions associated with UNIX files which the owner of the file is allowed
to modify with no restrictions. It is DAC that is to blame for gaining-the-
privileges portion of the attack mechanisms. Once the attacker gets hold

of “flow of execution” of the attacked program it may manipulate any of

18



the objects owned by the uid running the process [30, 23, 22]. Individual
attempts have been made? at configuring the DAC in a fine-grained enough
manner to minimize the described effect but all of them yielded complex

and bulky solutions that were impossible to maintain and control.

3.3.2 Authorizations

Usually, only two major user categories are supported by DAC'"

e superuser, and

o the rest of the world

DAC model, by its definition, dictates that all requests made on behalf of

3 must be granted and that their legitimacy is never questioned.

the superuser
Superuser, as in DAC model, owns all system objects and can, at his own
discretion, grant or refuse access privileges to any of them to “the rest of
the world”. Notion of the superuser, as such, represents a single point of
vulnerability* in a system.

All other users in a system, popularly named “the rest of the world”, un-
dergo full DAC checks on every request made on their behalf. Non-superuser
users can grant or refuse access privileges to system objects, owned by them,
to other users, apart from the superuser to whom all access requests shall
always be granted.

As can be suspected, most of the attacks are aimed at programs running
under superuser privileges as subverting them means obtaining unlimited
access to the host system.

Probably the most widely exploited program, over the past several years,

in Linuz environment, has been Sendmail, Mail Transport Agent (MTA).

*These are documented on various UNIX admin web sites and in related mail forums.
3by processes owned by root.
4if superuser account on a system is compromised an attacker can claim full control of

the system.
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Sendmail, by default, runs under superuser privileges. Buffer overflow ex-
ploit scripts are available on the Internet, for various versions of Sendmail,
that cause the attacked Sendmail to relinquish control to the attacker usu-

ally by launching a root shell.

3.3.3 Default OS configuration

Listed as number 1 in SANS’s top twenty most critical Internet security

vulnerabilities affecting all systems [17] is:
Default installs of Operating Systems and applications

Most of the Operating System distributions offer user-friendly installa-
tion procedures and scripts whose main aim is to get the system up and
running as fast as possible with the administrator having to perform least
amount of work. These types of installation and setup need to cater for
various end users and thus install much more software than needed in any
particular case. From vendors’ point of view it is always better to enable
functions that are not needed than to make the user install additional func-
tions separately. In the end, users are not even aware of all the software
installed on their system and fail to maintain it and patch promptly as
security threats are discovered. Furthermore, many system services and
“trusted” programs run with coarse grained privileges that far exceed their
actual requirements. A security flaw in any of these enables an attacker to

gain superuser privileges.

3.4 Securing OS

The NSA Orange Book [30] is the most quoted source with respect to op-
erating system security requirements and evaluation criteria. It defines five
secure levels for operating systems along with their functional requirements

(increasingly more secure):

20



e (2: Authentication®, DACS.
e B1: Mandatory Access Control” (MAC), Audit®
e B2: Structured Security?, Elimination of Storage Covert Channels

e B3: Minimized Trusted Computing Base!’ (TCB), Elimination of

Timing Covert Channels

e A1: Proven Security!! (non functional requirement)

Most of the commercial and server side operating systems fall into C2
category and so does Linuz. To advance from C2 category the crucial func-
tional requirement is Mandatory Access Controls. MAC mechanisms are
aimed directly at eliminating the problems described so far and attributed
largely to DAC. MAC model relies heavily on least privilege approach to

system privilege allocation.

3.4.1 Mandatory Access Control (MAC)

In general terms, mandatory security policy represents any security policy
that is defined strictly by system security policy administrator along with
any policy attributes associated [23]. Mandatory security policy can be
divided into subpolicies, all mandatory by their nature, demonstrating the
recursive nature of the definition.

Mandatory Access Control (MAC) can be viewed as a subpolicy of
mandatory security policy as well as the mandatory security policy as a

whole if no other mandatory policies are implemented in the system. MAC

SEnables identification of the users making system requests.

5Users define control over their objects at their own discretion.

"System administrators define system access control policy, not users.

8System source code audit to identify sources and means of attacks and eliminate them
9Multi-layer security.

10Minimize the amount of security-relevant code in the system.

"Proven in practice.
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policy specifies how certain subjects can access operating system objects and
services [23]. There are two fundamental implications of the MAC approach

[23]:

e Users can no longer manipulate access control attributes of the objects

they own at their own discretion, and

e Privileges associated with a process are determined by appropriate
MAC mechanisms, based on relevant mandatory security policy set-

tings, on per task basis.

Since the inception of MAC numerous mechanisms of implementing it
have been researched, some of which are: type enforcement and domain type
enforcement [22, 24], role based access control [11], SubDomains [9], capabil-
ities [5, 18, 19, 32] etc. Several attempts were even made at providing MAC
through DAC [23] but they failed due to complexity incurred. Standards
like IEEE POSIX 1003.6 were also developed to support MAC.

3.4.2 Least Privilege principle

In every system a number of applications require special privileges in order
to perform some system task eg. system services in DAC run with supe-
ruser privileges. If the sets of privileges associated with such applications
could be made fine-grained enough, as close to minimal needed for the task
as possible, unlike in the DAC example above, a damage resulting from
a possible vulnerability exploit would be confined to only a portion of the
system accessible by the privileges thus obtained. Therefore, the manda-
tory security mechanisms of an operating system should obey the principle
of least privilege which states that any process in the system should be al-
located only the absolutely minimal set of privileges needed to successfully
perform the desired task. Any additional, not needed, privilege possessed by

a process increases the damage incurred if a vulnerability in the program is
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exploited. Therefore, any mandatory security system should provide scope

for implementation of the least privilege principle.

3.5 Conclusion

By the careful analysis of the most wide spread attacks compromising host
security in the Internet environment, presented in the Chapter, it was shown
that existing operating system access control and privilege management
mechanisms need to be redesigned to be able to survive in the increasingly
insecure environment. The analysis exposed Discretionary Access Control
model as the most security critical in current operating systems. Research
in the field of computer security, as well as standards developed in the past
several years, have recognized Mandatory Security Policies and Mandatory
Access Control, in particular, as a must replacement for existing DAC. MAC,
in combination with the Least Privilege principle, can not only provide se-
curity breach prevention but also breach and damage confinement within a

system.
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Chapter 4

LinSec Security Architecture

4.1 Introduction

4.1.1 LinSec Design Aims

The main aim of the LinSec project is to develop a MAC model for Linux
operating system based on capabilities and file system access domains and
thus provide BI security level, described in Chapter 3. The fact that the
desired system should be easily integratable in already running Linuz in-

stallations, with minimum disruptions, has influenced the design.

4.1.2 Chapter Layout

This Chapter provides description of the overall LinSec design and archi-
tecture. Implementation of the architecture in the Linuz kernel is topic of
Chapter 5. Firstly, the notion of capabilities is presented followed by all
of the aspects of the LinSec Capability model (Section 4.2). Secondly, File
System Access Domains (Section 4.3) are described in the same manner.
Thirdly, a special form of mandatory network access control, named IP La-
beling (Section 4.4), is explained. And finally, LinSec MAC security policy

based on capabilities and file system access domains is put forward binding
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the contents of the previous sections (Section 4.5).

4.2 LinSec Capability Model

4.2.1 Definition and Background

A Capability is a token possessed by an operating system subject granting
access to one or more operating system objects. Subjects are considered to
be active entities within an running operating system eg. a process. Subjects
may also be regarded as objects for some operations eg. a process (subject)
sending signal to another process (object). Objects are entities on which an
operation is performed.

Whereas Access Control List (ACL) access control model bases its deci-
sions on identity of the subject requesting access to an object (as with each
object a list of subjects and allowed access modes is associated), Capabil-
ity model bases its decisions on possession of the appropriate token by the
subject irrespective of its identity.

As of version 2.2.0 a limited support for POSIX capabilities is imple-
mented, through a very basic' form of Process Capabilities, in Linuz kernel.
LinSec extends it to support User Capabilities (Subsection 4.2.5) and Fz-
ecutable File Capabilities (Subsection 4.2.4), which were neither supported
by Linux kernel nor was there a intention, among Linuz community, to

support them.

! Just about enough to claim POSIX compliance.
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4.2.2 POSIX 1003.6 and Capabilities

POSIX 1003.62 defines, among other security related features, so called, Pro-
cess Capabilities in the following manner (quoted from the Linux Capability

FAQ [33]):

A process has three sets of bitmaps called the inheritable(I),
permitted(P), and effective(E) capabilities. Each capability is
implemented as a bit in each of these bitmaps which is either set or
unset. When a process tries to do a privileged operation, the
operating system will check the appropriate bit in the effective set
of the process (instead of checking whether the effective uid of the

process i 0 as is normally done).

The permitted set of the process indicates the capabilities the
process can use. The process can have capabilities set in the
permitted set that are not in the effective set. This indicates that
the process has temporarily disabled this capability. A process is
allowed to set a bit in its effective set only if it is available in
the permitted set. The distinction between effective and permitted

exists so that processes can "bracket" operations that need privilege.

The inheritable capabilities are the capabilities of the current
process that should be inherited by a program executed by the current
process. The permitted set of a process is masked against the
inheritable set during exec(). Nothing special happens during fork()

or clone(). Child processes and threads are given an exact copy of

2POSIX 1003.6 has been dropped recently after ten years of development and is to
be super seeded by a new document. Capability definition, however, is not expected to
change so the reference to the standard is still valuable. POSIX 1003.6 was formed from
POSIX 1003.1e and POSIX 1003.2c.

26



the capabilities of the parent process.

POSIX 1003.6, as such, does not define neither the notion of Ezecutable

File Capabilities or the notion of User Capabilities.

4.2.3 Overview

LinSec retains, from the Linuz POSIX capability framework, the the notion
of capabilities being solely unsigned integer values. Groups of capabilities
can therefore be represented as bitmaps in which each bit represents a sep-
arate capability depending on its position within the bitmap. Manipulation
of capability sets defined this way can be accomplished by simple arithmetic
operations. The performance improvement over alternative solutions thus
obtained is the primary reason for adoption of the simple representation.

All processes in Linuz, except for the process 03, are running images
of executable files and are owned by a user. Therefore, LinSec supports
Ezecutable File Capabilities (Subsection 4.2.4) and User Capabilities (Sub-
section 4.2.5) which are used together to compute (Subsection 4.2.9) Process
Capabilities (Subsection 4.2.7) of a process created when the executable file
is run by the user. Process Capabilities are used for access control checks.

LinSec also uses capabilities to implement system boot phase protection
(Subsection 4.2.10), various types of process protection (Subsection 4.2.11)
and INET socket protection (Subsection 4.2.12).

To accomplish all of the design aims, several new, LinSec specific, capa-
bilities had to be introduced (Subsection 4.2.13) in addition to the existing

ones.

4.2.4 Executable File Capabilities

Although there were some discussions about Ezecutable File Capabilities on

Linuz development forums, no actual work has been ever done on them.

3Process with PID 0 represents an image of, otherwise not runnable, Linuz kernel.
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With each executable file in the system there are three sets of capabilities,
corresponding to the three capability sets defined for processes by POSIX
1003.6, associated:

o Allowed set (fA): capabilities that can be inherited from the process

that executes this executable.

o Forced set (fF): capabilities that must be contained in the permit-
ted/effective (Subsection 4.2.7) set of a process running this exe-

cutable.

o FEffective set: capabilities that will be copied from permitted to ef-
fective capability set (Subsection 4.2.7) of a process that invoked this

executable.

4.2.5 User Capabilities

Unlike the Process Capabilities, User Capabilities are an idea completely
novel to Linuz. With each user in the system there are two capability sets

associated:

e User Permitted set (uP): capability set used to reflect user privileges

in the system (via processes run under the user’s uid).

e User Bounding set (uB): maximum capability set that a process run-

ning under the user’s uid can obtain during its lifetime.

4.2.6 User Capability Groups

Capability groups represent an idea analogous to user groups in standard
UNIX implementations. KEach capability group is made of one or more
capabilities and each user may be a member of one or more capability groups.

Capability group 0 is denoted the default for all users.

28



The reason for introducing capability groups (including the default ca-
pability group) is the ease of LinSec setup and maintenance as in most
systems users can be naturally grouped in several categories with respect to
required system privileges and trust. Existence of capability groups reflects
this trend and saves administrators from having to specify uP (Subsection
4.2.5) for each user individually.

Capability groups take part in the computation of Process Capabilities
(Subsections 4.2.7 and 4.2.9).

4.2.7 Process Capabilities

Linuz kernel, as of version 2.2, supports Process Capabilities, as defined
by POSIX 1003.6. With each process in a system three capability sets are

associated:

e Inheritable set (pI): set of capabilities that can be inherited by a new

process after a binary is executed by the running process.

e Permitted set (pP): maximum set of capabilities that a process may

acquire during its lifetime i.e.. that can be in pE (below).

o Effective set (pE): set of capabilities that are currently used for access

control.

LinSec Process Capabilities build on a slightly modified?, still POSIX
1003.6 compliant, version of the Process Capabilities implemented in the
Linuz kernel.

Process capabilities are computed (Subsection 4.2.9), by LinSec specific
algorithm, from File Capabilities (Subsection 4.2.5) and User Capabilities

(Subsection 4.2.5). It is process capabilities that are used for access control

4As stated in Section 5.8.
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checks in LinSec as they reflect both owning user’s and application’s priv-
ileges. When a process issues a access request for an capability protected

object its effective capability set is checked for the required capabilities.

4.2.8 Global Bounds

To be able to limit privileges of any process in the system a global bounding
capability set is introduced and denoted as gB. gB has system wide effect
and describes the maximum possible set of privileges any process can reach
during its lifetime in the system. By no means can a process posses, in
any of its capability sets (Subsection 4.2.7), a capability which is not in gB.

Exactly how gB works can be seen in the Subsection 4.2.9.

4.2.9 Capability Inheritance Algorithm

LinSec Capability Inheritance Algorithm is used to compute process capa-
bilities and it builds on the algorithm existing in the Linuz kernel, as part
of the Process Capabilities support.

Capability Inheritance Algorithm implemented in Linuz kernel has three

steps (quoted from fs/exec.c where it is implemented):

pl’ = pI
(fP & X) | (£I & pI)

(**x*) pP’
PE’

pP’ & fE [NB. fE is 0 or ~0]

I=Inheritable, P=Permitted, E=Effective // p=process, f=file

> indicates post-exec(), and X is the global ’cap_bset’.

As there is no support for executable file capabilities in existing Linux

kernel, the variables in the algorithm corresponding to them are hardcoded
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as either maximal possible (for superuser processes) or as zero (for non
superuser processes). This causes the resulting effective capability set to be
either full capability set (for the superuser owned processes) or empty one
(for non superuser owned processes).

The LinSec specific algorithm also has three steps and is an evolved

version of the above, Linuz implemented, algorithm:
1. pI* = pI
2. pP* = (fF|(fA&(pI*|uP°)))&uB&gB
3. pE* = (pP*&fE)
Where:
e pl, pE and pP are user capability sets as specified in Subsection 4.2.5.

e pI*, pP* and pE* are capability sets that replace pl, pP and pE re-

spectively for the current process after the execution of the algorithm.

o fA, fF and fE are the executable file’s capability sets as specified in
Subsection 4.2.4.

e uP° is user permitted set obtained by the formula: wP°® =
wP| Y P|...| v P, where uP is user permitted capability set as specified
in Subsection 4.2.6 and ~,, P to v, P are capability sets representing
capability groups the users is a member of as specified in Subsection

4.2.6.
e uB is user bounding capability set as specified in Subsection 4.2.5.
e ¢B is global bounding set as specified in Subsection 4.2.8.

The first step of the LinSec algorithm is left unchanged (from the Linuz
implementation) as neither User Capabilities or Ezecutable File Capabilities

are designed to affect a process’ inheritable capability set.
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The second step has suffered most alterations. The thinking behind com-
puting the new permitted (pP*) capability set is (starting by the innermost
brackets):

e pP* needs to reflect both the capabilities inherited from the existing
process (dictated by POSIX 1003.6) and capabilities contained in per-
mitted capability set of the process owner (to reflect privileges of the

user), but

e only to the extent allowed for the newly executed binary (logical AND

with fA), to ensure least privilege principle is followed.

e However, pP* needs to contain capabilities necessary for the executed

binary to perform its task correctly (logical OR with {F).

e Finally, no capabilities representing privileges that would exceed max-
imum allowed for the process owner (uB) or for the system as a whole

(gB) must be included in pP*.

The third step ensures that the process has, in its effective capability
set, all capabilities needed by the newly executed binary to perform its task
(fE) that it is allowed to have (logical AND with pP*).

The algorithm (Subsection 4.2.7) is triggered by two system events in

LinSec capability model implementation:

e Current process executes a binary (both in Linuz and LinSec capabil-

ity model implementations), and

e Process changes ownership (uid) (in LinSec capability model imple-

mentation only).

In the former case, the algorithm is invoked to reflect capabilities of the
new program that is being started while in the latter case, it is used to

reflect capabilities of the new process owner.
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4.2.10 Capability-Based System Boot Monitor

In many cases, after successfully penetrating target system, attackers install
some sort of a back door to be able to return to the system at some later
stage without the need to replay the intrusion. A considerable proportion of
back doors are set up each time the system is booted or rely in some other
sense on programs planted by attackers and executed during the system
boot. In order to prevent this type of scenario LinSec introduces the notion
of a monitored boot phase. A new, CAP_SYS_BOOTTIME, capability is
introduced for the purpose. Every process spawned during the boot phase
needs to have the capability in its effective capability set. If this requirement

is not fulfilled the offending process is killed®.

4.2.11 Capability-Based Process Protection

Capability-Based Process Protection is best explained through an example.
Assume two processes: process A and process B. For process A to send a
signal to some other process B, Linux requires either A to be a superuser
owned process or A and B to be owned by the same user. As some signals
can be potentially fatal for the receiving process this simple policy was
not acceptable to LinSec primarily as root user should not be allowed to
terminate system services that are running with uid of 0 (root) in Linuz.
Rather than change the whole process ownership philosophy of Linuz, which
would certainly break the compatibility between platforms and which would
violate POSIX 1003.1 set of standards, the LinSec solution is to introduce a
set of capabilities to be used in controlling how signals are sent and received.
The solution does not replace the current mechanisms, it builds up on them.

The introduced capabilities and their meanings are:

e CAP PROC_PROTECTED: process that has this capability in its ef-

STerminated by the kernel.
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fective capability set will not receive any signals unless the sending

process has CAP_PROC_GOD capability in its effective capability set.

¢ CAP_PROC_UNKILLABLE: process with this capability in its effec-
tive capability set will not receive fatal signals 2, 3, 9 and 15 unless
the sending process has CAP_PROC_GOD in its effective capability

set.

¢ CAP_PROC_GOD: process that has this capability in its ef-
fective capability set can send signals to processes with
CAP PROC PROTECTED and CAP PROC_UNKILLABLE ca-

pabilities in their effective capability set.

Furthermore, in some cases it might prove valuable to hide certain pro-
cess related information, or even a whole processes, from the eyes of users.
Examples of desired invisible processes are various system monitoring pro-
grams or intrusion detection systems. For this purpose two more capabilities

are introduced by LinSec:

e CAP_PROC_HIDDENS: processes with this capability in their effective
capability sets are not listed in /proc and are therefore invisible to

system utilities like ps, top etc.

e CAPNET_HIDDEN: data about INET network connections using
TCP, UDP or raw IP of processes having this capability in their ef-
fective capability sets are omitted from /proc. Therefore, utilities like

netstat etc. do not list the network info for the processes.

6 /proc represents standard mount point for Linuz proc file system. Proc is a virtual
file system that has a role of kernel — userspace interface. Its main role is to provide

system status information to userspace programs.
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4.2.12 INET Socket Capability-Based Protection

As Linuz has very little protection for IPC mechanisms and none in partic-
ular for INET sockets, the desire was felt to extend the capability model to
cover that aspect of the system as well.

LinSec allows a set of capabilities to be associated with an bound socket
of INET family by the owning process denoting capabilities required for
local processes to communicate to the socket. This mechanism enables fine
grained control of who connects and sends messages to a certain socket
locally on per socket basis. In conjunction with traditional firewall solutions
a complete protection for sockets can, thus, be established both regarding
requests coming from network (handled by a firewall) or the ones coming
from the local machine (handled by LinSec). Furthermore, the mechanism

enables administrators to run services for strictly defined groups of users.

4.2.13 New Capabilities Introduced

Several other capabilities had to be introduced in addition to the existing
POSIX and Linuz specific capabilities to enable correct functioning of Lin-

Sec:

e CAP_PROC_PROTECTED: refer to Subsection 4.2.11.
e CAP_PROC_UNKILLABLE: refer to Subsection 4.2.11.
e CAP_PROC_GOD: refer to Subsection 4.2.11.

e CAP_PROC_HIDDEN: refer to Subsection 4.2.11.

e CAP NET_HIDDEN: refer to Subsection 4.2.11.

e CAP_SYS_.BOOTTIME: refer to Subsection 4.2.10.

o CAP_MOD_CAP: a process that has this capability in its effective set

is allowed to modify its own permitted and effective capability sets.
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This feature is necessary for the correct operation of userspace LinSec

administrative tools’.

e CAP_ACD_OVERRIDE: a process with this capability in its effec-
tive capability set bypasses LinSec file system access domain control
mechanisms (Section 4.3). This feature is necessary for the correct

operation of userspace LinSec administrative tools.

e CAP_LINSEC_ADMIN: a process with this capability in its effective
capability set can configure LinSec mandatory security policy (Section

4.5).

4.2.14 LD_PRELOAD Attack

One particular attack that kept recurring for years in different forms is so
called “LD_PRELOAD” attack. In Linuz, “LD_PRELOAD” is an envi-
ronment variable that specifies which shared libraries are to be loaded in
programs at runtime. The “LD_PRELOAD?” attack affects LinSec as it is
possible for an attacker to gain capabilities of other programs by executing
custom code contained in the “LD _PRELOAD” variable. To circumvent
this type of attack, LinSec removes all capabilities from a process executing
a binary if “LD_ PRELOAD?” environment variable is specified at the time
of the execution.

The action might be considered drastic but in cases, such as this, when,
from the system’s point of view, there is only one, rather coarse, way of
recognizing potential problems, dropping the offending process’ privileges is

the least that can be done to prevent a potential security breach. Further-

"To perform LinSec administrative tasks, a process needs to have
CAP_LINSEC_ADMIN capability in its effective capability set. As static allocation
of the capability to any program is regarded risky (due to eg. buffer overflow attacks on
the capability model itself), the process is allowed to modify its capability sets, after the

user that invoked it has provided correct administrative password.
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more, as there are other mechanisms, apart from the use of LD_.PRELOAD
environment variable, for preloading library code, the mechanism does not

affect functionality of the system as a whole.

4.3 LinSec Filesystem Access Domains

4.3.1 Background and Definition

A File System Access Domain represents a portion of a file system visible and
accessible by a process. It effectively creates a file system cage or a sandbox
to which the running process is confined. File System Access Domains do
not replace the traditional Linuz file system access controls, they operate

at a higher level, as illustrated in Figure 4.3.1.

Process’ Filesystem Operation Request Request Result
userspace
kernelspace
, LinSec Filesystem Access Domain Access Control A
Y Traditional Linux Filesystem Access Control A
V
Filesystem Code

Figure 4.1: How LinSec FS Access Domain model fits Linux F'S subsystem

The notion of File System Access Domains is best illustrated by an ex-
ample: Figure 4.3.1 depicts a possible File System Access Domain of an
process. By including /etc and /usr the process is restricted to the portion
of the file system represented by the subtrees below the nodes respectively
(denoted by the outer ovals). However, not the whole subtrees are accessi-
ble by the process as the file /etc/shadow and all files below the directory
/usr/local are excluded from the FS Access Domain (denoted by dashed

inner ovals in the Figure).
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Read Write AD / Read Only AD

Figure 4.2: LinSec Access Domain Example
LinSec File System Access Domain can be further subdivided into:

e Read Only Access Domain

o Read- Write Access Domain

Read Only Access Domain denotes a portion of a file system that can
be used for read access only and Read Write Access Domain denotes a
portion of a file system that can be used both for read and write access.
The latter Access Domain is Read- Write as opposed to Write Only as this
avoids overlap in cases where files can be both read and written (in which
case they would have to be duplicated in both of the Access Domains).

LinSec has no feature to prevent overlaps between the two access do-
mains resulting from the ways in which they are configured in each particular

case. Inclusion of such a feature is not regarded necessary as:

e Possible overlaps can not result in a LinSec system failure.
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e It would make the design considerably more complicated.

In cases of overlap between the access domains, the order in which pro-
cess’ access domains are checked, on file system access request (Subsection
4.3.9), becomes important.

In the context of the example illustrated by the Figure 4.3.1 the process
in question can access all files below /ete, with exception of /etc/shadow,
but only for reading. Writing to this subtree will not be permitted.

File System Access Domains are built upon the traditional UNIX idea
of changing root directory (popularly called chroot) for a process in order to
confine it to a subtree of the file system. The chroot approach proved to be
very inflexible as it is only capable of confining a process to a single whole
subtree of the main file system tree.

LinSec File System Access Domain is abbreviated AD in the rest of the

report.

4.3.2 Overview

All Linux processes, except for the process 0, are running image of an ex-
ecutable file and are owned by a user. Therefore Process ADs (Subsection
4.3.7) have to reflect both User AD privileges (Subsection 4.3.6) and Ex-
ecutable File AD privileges (Subsection 4.3.5). Furthermore, Process ADs
have to be inherited through execution chains and through the changes of
process ownership in a manner that obeys the principle of Least Privilege

(Subsection 4.3.8).

4.3.3 Access Domain Elements

LinSec ADs are described in terms of directories and files that are referred to
as AD FElements. Each AD Element consists of description of the directory

or file it represents and a flag. The flag denotes whether an AD Element

39



can be inherited (Subsection 4.3.8) and whether it represents exclusion from

AD (the example, Subsection 4.3.1).

4.3.4 Access Domain Groups

AD Groups are used for grouping individual AD Elements together to aid
the ease of system configuration. The idea of AD Groups, analogous to the
idea of Capability Groups (Subsection 4.2.6), exploits the fact that typical
system configuration will require only a small number of very similar, and
often the same, ADs. The number of the AD Groups that can be created in
a system ensures that the possible granularity of mandatory security policy
is not limited severely.

AD Group with id 0 represents the default AD Group and is treated in

a special way (Subsection 4.3.5).

4.3.5 Executable File ADs

With every executable file two sets of AD Groups can be associated:

e Read Only AD Groups, and

e Read Write AD Groups.

Elements of which form Read Only and Read Write ADs of a process
respectively, as specified in Subsection 4.3.1. Executable File ADs represent
minimal portions of a file system that the running image of the executable
needs to be able to access for its correct operation.

The AD Group 0 (Subsection 4.3.4) is forced into the executable files
Read Write AD, as the default AD group.

4.3.6 User Access Domains

In analogy to the executable file ADs (Subsection 4.3.5 ), with every user in

the system two sets of AD Groups can be associated:
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e Read Only AD Groups, and

e Read Write AD Groups

Forming Read Only and Read Write ADs for the user respectively. In

addition, another AD can be associated with every user:
e User Default Read Write AD

which contains user specific AD Elements such as the user’s home dir,

mail spool dir etc.

4.3.7 Process Access Domains

Since processes are the only active entities in an operating systems, AD as-
sociated with each of them needs to reflect permissions (ADs in this context)

of:

e executable file (Subsection 4.3.5) whose image a process is running,

and
e user on whose behalf it is running.
Therefore, each process’ AD is split into:
e User AD (as specified in Subsection 4.3.6), and
e Executable File related AD.
The latter consisting of:

e Non-Inheritable Read Only AD,
e Non-Inheritable Read Write AD,

e Inheritable Read Only AD, and

41



o Inheritable Read Write AD

obtained when executable file ADs (Subsection 4.3.5) are split by the
value of the non-inheritable flag of every AD Element contained. Elements
of the Non-Inheritable AD do not take part in the AD Inheritance Algorithm
(Subsection 4.3.8).

The reason for keeping User ADs and FEzecutable File ADs separately
within a process is put forward in Subsection 4.3.8.

The structure of a Process AD is illustrated in Figure 4.3.7.

Process’ ADs

T~

Exec File's ADs

/ \ User’'s ADs
Non Inheritable Inheritable / \
Default AD
AN AN
Read Only AD Read Only AD Read Only AD Read-Write AD

Read-Write AD Read-Write AD

Figure 4.3: Process’ AD structure

4.3.8 Access Domain Inheritance

There are two events in the lifetime of a process when its AD needs to be

altered:
e When a process executes another binary, or
e When ownership of a process changes.

When an executable is invoked by a process, the process’ AD needs to
be modified to account for the AD of the newly executed file. The algorithm

adopted for process AD recomputation, on the former event, is:
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1. inh_rw_acd* = inh_rw_acd + executable—inh _rw_acd
2. ninh_rw_acd* = executable—ninh_rw_acd
3. inh_ro_acd* = inh_ro_acd + executable—inh_ro_acd

4. ninh_ro_acd* = executable—ninh_ro_acd
Where:

e inh_rw_acd*, ninh_rw_acd*, inh_ro_acd*,ninh_ro_acd* are inheritable
and non-inheritable read-write and read only ADs obtained after the

execution of the algorithm respectively.

e executable—inh rw_acd, executable—ninh rw_acd,
executable—inh_ro_acd, executable—inhrw_acd are read-write
and read only ADs associated with the executable file split into
inheritable and non-inheritable portions by examining value of the

inheritance flag of the constituent AD Elements respectively.

e inh_ro_acd, inh_rw_acd are Inheritable Read Only and Read-Write

ADs of the current process before the execution of the algorithm.

As can be seen from the algorithm, Non-Inheritable ADs of the process
involved are not taken into account when computing new ADs — they are
just overwritten. This allows security policy administrator to decide on
AD Elements associated with an executable that will be passed over to any
other executable in the exec call chain (these AD Elements will not have
their inheritance flag set to the Non-Inheritable value).

When ownership of a process changes the only thing that needs to be
altered is User ADs associated with the process. This is simply accomplished
by swapping User ADs of a user owning the process with User ADs of the

new owner.
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With reference to Subsection 4.3.7, if User ADs and Executable File ADs
were not kept separately, in the context of a process, it would be extremely
complicated to properly alter Process ADs on the change of ownership as
it would be impossible to differentiate between AD Elements that originate
from owner’s ADs and the ones that were inherited from a, possibly very
long, exec call chain. The chosen solution is a tradeoff between the complex-
ity of the AD Inheritance algorithm and some overhead on performing access
control checks. As is shown in Subsection 4.3.9, it is much more important

to keep the inheritance algorithm simple.

4.3.9 File System Access Domain Access Control

LinSec groups all access types into two broad categories for the access control

purposes:

e read access: read files, search directories, execute files, follow links

etc., and

e write access: create, write, delete, move etc. files and directories.

In general, the AD access control algorithm works as follows: ADs of
a process requesting access are checked for existence of the absolute path
elements of the target file or directory in reverse order starting with the

target file or directory. The algorithm has two possible outcomes:

o Refuse access: when none of the elements of the absolute path of the
target file or directory exist in the process’ ADs, including the file
system root, or when an path element is found in the process’ ADs

but is marked as excluded from the AD.

e (rant access: if an absolute path element of the target file or directory
was found in the process’ ADs and the matching AD Element is not

marked as excluded from the AD.
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Granting access in context of LinSec File System Access Domains means
that request is passed on to the lower level file system kernel code, as illus-
trated in the Figure 4.3.1.

In context of the example from Subsection 4.3.1: access to the file
/etc/shadow would be refused for the process as there exists a match de-
noting exclusion for the requested path (/etc/shadow) in the process’ ADs.
Both read and write access to eg. /usr/doc/faq/Linuz/intro.html would be
granted as there exist a match, that is not exclusion, for /usr element of the
target path. Finally, write access to eg. /etc/inetd.conf would be refused,
even though there is a match for /etc that is not an exclusion, as the AD
where the match is found is denoted as Read-Only.

If an access of category write is requested the requesting process’ ADs

are checked as explained above in the following order:

1. User’s Read Write AD
2. Executable Files’ Non-Inheritable Read Write AD

3. Executable Files’ Inheritable Read Write AD

If an access of category read is requested the check proceeds as if the
access request were of the write category. If no hits are encountered in the

process, the algorithm proceeds to examine:

1. User’s Read Only AD
2. Executable Files’ Non-Inheritable Read Only AD

3. Executable Files’ Inheritable Read Only AD

N.B. User’s Default AD is considered as a part of the User’s Read-Write
AD.

The order in which different ADs are checked provides scope for opti-

mization depending on the nature of overall system use. The above scenario
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assumes that most of the activity on the system is initiated by users and
that is why User’s ADs have precedence in the ordering. Simply, the proba-
bility of a hit in User’s AD is high in the context. However, if, for example,
a web server is considered, checking Executable Files’ ADs first would yield
better performance. Thus, the ordering in which the check proceeds should
be configurable to ensure best performance.

The AD access control algorithm implements the first match policy. It
is important to emphasize this point for the complete understanding of the
resulting behavior. The behavior was illustrated in the previous example by
the fact that on successful match of /etc/shadow against one of the process’
AD entries the algorithm stopped further execution and access was refused

immediately®.

4.4 LinSec IP Labeling

4.4.1 Background

All remote host based attacks that take place in the Internet environment use
existing network tools, clients and purposefully written software to penetrate
remote hosts.

To aid the description the following example is used: Two hosts involved,
A and B. Host A is a mail server running a buggy version of Sendmail
MTA (Mail Transport Agent) which has a buffer overflow vulnerability. An
attacker, operating from host B, has a script that connects to the Sendmail
port and exploits the buffer overflow thus gaining the attacker root shell
access to the remote machine, host A.

Obeying the principle of least privilege, mandatory security policy of an

system should be able to restrict network connections to only the processes

8The behavior of AD access control algorithm is equivalent to the behavior implemented

by network firewall rule matching algorithms.
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that legitimately need them. In the above example, if such a policy was
in place, the attacker’s script would be denied the permission to establish
connection with Sendmail on host A as the only software that needs to be
able to communicate to remote MTAs are local MDA (Mail Delivery Agent)
i.e. mail clients and local MTA used for relaying mail, if it exists. Fur-
thermore, local MTA and MDA should not be allowed to establish network
connections if destination port is different than 25 (mail exchange/delivery
port) as they do not need the functionality for the correct operation. It
is impossible to enable this sort of behavior by using the traditional fire-
wall approach as the firewall software available can not be used to specify
fine-grained enough policy which would make distinction between individual
processes as needed. This is exactly where the IP Labeling model fits in,

depicted in Figure 4.4.1.

Process’ INET Net Request Request Result
userspace

kernelspace

, LinSec IP Labeling Access Control A

Linux Networking code

Figure 4.4: How LinSec IPL fits into Linux networking subsystem

Acronym IPL is used to mean IP Labeling in the rest of the text.

4.4.2 Overview

To obey the Least Privilege principle, in context of the network connections
established by a process, each executable file in the system may be assigned
a list of rules describing its allowed outgoing connections (Subsection 4.4.5).
These rules are transformed into a Process IPL List (Subsection 4.4.6) once

an executable is executed. In case of the Process IPL Lists there is no need
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for inheritance across the execution chains (Subsection 4.4.7).
Current LinSec IPL design covers the TCP/IP set of protocols only.
However, it should be possible for the principles to be applied to other

transport level? protocols supported by Linuz.

4.4.3 IPL Elements

LinSec IPL Lists are specified in terms of IPL Elements. Each IPL Element
consists of an IP address, corresponding IP netmask, range of ports and
a protocol identification. IPL Elements represent destination address and

port for the specified TCP/IP protocol.

4.4.4 1IPL Groups

Analogous to the idea of Capability Groups (Subsection 4.2.6), Access Do-
main Groups (Subsection 4.3.4) and IP Chains (standard Linuz firewall
software) IPL Groups consist of a number of IPL Elements. IPL Groups aid
the ease of LinSec IPL configuration and maintenance.

IPL Group 0 is denoted the default IPL Group and has a special meaning

as specified in Subsection 4.4.6.

4.4.5 Executable File IPL

With each executable file in the system a set of IPL. Groups can be as-
sociated. This set forms, so called, IPL List describing in full network

connections that a process running the executable can establish.

4.4.6 Process IPL

IPL List associated with any process in the system is simply the IPL List

of the executable file the process is running the image of. If there is no IPL

9As in the OSI seven layer model.
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List specified for the executable or the IPL List is empty the process’ IPL
List consists only of IPL Elements belonging to IPL Group 0.

4.4.7 IPL Inheritance

Effectively, there is no inheritance performed on IPL Lists. When a process
executes another executable the existing IPL Lists are simply overwritten.
The reason for this design decision was that no examples requiring the fea-
ture were found and, more importantly, that the IPL inheritance would open
the possibility of attacks on the IPL model. An example of possible attack
scenario would be causing a mail client, which obviously needs to have per-
mission to connect to local and/or destination MTA, to execute a script via
buffer overflow or similar. This would cause the script to inherit the mail

client’s IPL Lists which is undesirable.

4.4.8 IPL Access Control

IPL Access Control takes place when requested operation and specified

INET protocol are one of the following:

e connection establishment, TCP
e connection establishment!? or message sending, UDP

e message sending, RAW

Since TCP is connection oriented protocol no messages can be exchanged

if the connection has not been established first. This is why it is enough

10Standard Linuz network API provides the notion of a connected UDP socket. UDP
socket connection is effectively only a kernel association between a connection id and a
destination address. Programmers in user space use the network id, obtained when the
connection is established, for sending UDP datagrams and the kernel ensures that the

network id is properly matched to desired destination address.
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to check IPL Lists only on connection establishment request for TCP. The
same does not apply to UDP or RAW INET protocols.

In all of the above specified operation/protocol combinations network
request specifies destination entity in terms of a IP address and, if the pro-
tocol is not RAW, destination port. IPL Access Control algorithm grants
the request i.e. passes the request to the lower OS layer as specified in Fig-
ure 4.4.1 if an IPL Element is found in requesting process’ IPL List that

matches the following criteria:
1. ipl_element—protocol == request—protocol

2. ipl.element—ip_addr & ipl_element—netmask ==

request—destination_ip & ipl_element—netmask

3. If protocol used is not RAW,

o (request—destination_port > iplelement—start_port) AND
(request—destination_port < ipl elementi—end_port), if both

ipl_element—start_port and ipl_element—end_port are defined,

or

e request—destination_port == ipl element—start_port, if only

ipl_element—start_port is defined.
Where:

e anything prefixed with ipl_element represents contents of the matching

IPL Element, and

e anything prefixed with request represents network request’s destina-

tion parameters.

Port range checking is not applicable for RAW protocol and that is why
the last step of the access control algorithm is skipped if RAW protocol is

used.
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The algorithm, as such, implies default DENY_ALL policy as if no
matching IPL Element is found the requested network operation is refused.
This can be overridden, although it is not advisable, by putting IPL Element
with IP addr 0.0.0.0 and netmask 0 in the, default, IPL. Group 0.

4.5 Summary: LinSec Mandatory Security Policy

4.5.1 Overview

LinSec Capability model (Section 4.2), File System Access Domains (Sec-
tion 4.3) and IP Labeling (Section 4.4) mechanisms form a very powerful
mandatory security model when combined. This model, however, would be
of little practical value unless substantial amount of flexibility for specifying
mandatory security policy on top of it was provided.

In the following three subsections elements of LinSec mandatory security
model that can be configured to yield overall system mandatory security
policy are listed. The individual elements listed are grouped according to
the sections they were defined in. For the explanation of LinSec specific

terminology please refer to the appropriate sections of this chapter.

4.5.2 Capability Model
e User Capability Groups
e User Capabilities (uP, uB, User Capability Groups membership)
e Executable File Capabilities (fA, fF.fE and INET Socket Capabilities)

e Global Bounding Capability Set (gB)

4.5.3 File System Access Domains

e Access Domain Groups (in terms of Access Domain Elements)
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e Executable File Access Domains (Read Only and Read-Write)

e User Access Domains (Read Only, Read-Write and Default User Access

Domain)

4.5.4 1IP Labeling

e IP Labeling Groups (in terms of IP Labeling Elements)

e Executable File IP Labeling List (in terms of IP Labeling Groups)

4.5.5 LinSec Mandatory Security Policy Specification

The flexibility provided by LinSec for specifying the mandatory security
policy, in terms of the above listed elements, is immense. Policies can also
be of arbitrary granularity ranging from the very coarse-grained ones that
effectively mimic the traditional Linuz behavior to extremely fine-grained
ones that define different roles for each of the users and different privileges
for every executable file. The functionality to implement the principle of
Least Privilege exists, it is up to the system administrator to implement it.

LinSec mandatory security policy can be specified by any process that
has CAP_LINSEC_ADMIN capability in its effective set. It should be em-
phasized that notion of the security policy administrator was not used in
the previous sentence as the capability model dictates that access control is
not based on user identities but on capability possession. One or more users
in the system might be assigned CAP_LINSEC_ADMIN and act as security

policy administrators.
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Chapter 5

Implementation

5.1 Introduction

5.1.1 Chapter Contents

This Chapter covers the implementation of LinSec, as specified in Chapter
4, in the Linuxz kernel. Due to the space constraints on this report the
implementation is presented on a rather high level with the exception of
particularly interesting parts and problems encountered. Effort was made
to explain implementation of the core LinSec mechanisms which is impor-
tant for proving that the concepts specified in Chapter 4 are practically
viable for employment in an mainstream operating system. For full details
on the implementation a reference to the, well documented, source code is

recommended.

5.1.2 Prerequisites

In order to be able to follow all the details in this Chapter, the reader is
expected to be confident with C programming and operating system design.

Some Linux and UNIX expertise is needed as well.
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5.1.3 Implementation Overview
General Information

LinSec design, as specified in Chapter 4, was implemented fully in Linuz
kernel in approximately five thousand lines of C code. The implementation
begun on Linuz kernel version 2.4.15 and was ported onwards to the newer
stable versions as they were published. Eztended Ext2 FS Attributes (EA)
kernel extension is used by LinSec implementation to enable association of
special attributes with files as specified in the Subsection 5.3. At the time
of writing this report, the current stable versions of Linuz kernel and EA

patch are 2.4.18 and 0.8.20 respectively.

Implementation approach

LinSec was developed in a modular fashion. Three main modules were

identified:

e LinSec Capability Model
e LinSec File System Access Domains

e LinSec IP Labeling

Once implemented, each of the modules was thoroughly tested through
real time use and behavior monitoring. Furthermore, each of the modules
was built as a sequence of standalone increments. Effort was made to make
increments as fine grained as possible to aid tracing of possible bugs through
kernel. Acceptance criteria for the increments was that they could be con-
figured in a way which would result in the modified Linuz kernel produce
the traditional behavior. Only when the entire modules were built was it

possible to test the desired LinSec behavior.
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Linux Kernel Subsystems Affected

LinSec implementation affected the following subsystems of the Linuz ker-

nel:

e File System (linux/f ), including Ezt2 (linux/f / xt ) and FExt
(linux/f / xt ) file systems.

e Networking System (linux/n t), IP v4 in particular (linux/n t/i ).
e ernel Initiali ation System (linux/init).

e ernel Core System (linux/ n I).

Endeavor was made to spread LinSec code across kernel as little as possi-
ble. Most of the LinSec code is contained within newly created files prefixed
with lin c_ and stored in linux/ n | directory. Original kernel code was
altered only to add calls to LinSec specific functions where needed. Fur-
thermore, all of the LinSec code can be left out of the compiled kernel if

F _L SE option is not chosen when selecting the compile options.

This Chapter proceeds in a way the actual implementation went with slight
alterations for the reasons of clarity. For successful implementation a good
understanding of Linuz kernel was needed (5.2) in the first place. To pro-
vide exibility in defining LinSec mandatory security policies, configuration
data (5.3) and the process of communicating that data to LinSec (5.4) had
to be specified. The choice of LinSec data structures and Linuz data struc-
tures that would play ma or role in LinSec (5.5) was as important as the
implementation of LinSec algorithms that manipulated the data (5.8, 5. ,
5.10, 5.11). The LinSec algorithms are triggered by the relevant existing

Linuz mechanisms (5.12). Finally, to setup and administer a proper LinSec
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mandatory security policy a set of userspace administrative tools is needed

(5.13).

ith reference to the LinSec design (Chapter 4), four kernel mechanisms

that would suffer most alterations were identified as:

e Access Control
e Executing a binary
e Changing ownership of a process

e Sending packets via INET protocols

Although level of understanding of these mechanisms was high on the
theoretical side 14, 25, , some practical insight into up-to-date kernel
was needed before the actual implementation started. The approach used
was to place calls to LinSec functions where it was thought they should
go, determined by reading the kernel source, but with the actual LinSec
functions being dummies printing a text message via . This proved
invaluable as it revealed some undocumented intricacies of the Linuz kernel.

aving the actual references to LinSec code in correct places in Linux kernel

formed a framework for further implementation.

LinSec Configuration Data is the data representing LinSec mandatory se-

curity policy for a system. It can be roughly divided into two groups:

1. data closely related to a particular executable file, eg. File Capabili-

ties, File Access Domains etc., nd



2. other, more general, data eg. Capability roups, IP Labeling roups

etc.

To avoid penalties of frequent access to configuration files or occupying
large chunks of kernel memory, data of the group 1 is kept in the disk blocks
used by a particular executable file. The configuration data is stored in a
way that enables it to be read together with the other file s data, avoiding
the penalties of additional reads. Functionality that provides this is not in
the original implementation of Linux kernel but is part of Eztended Ext2
Ext Attributes 15 kernel patch (add-on) used for the purpose.

The group 2 consists of (Chapter 4):

Capability roups configuration data

Access Domain roups configuration data

Per User configuration data

IP Labeling roups configuration data

This data is kept in configuration files that are read during the system
boot and stored in, LinSec implemented, kernel buffers. The data structure
used for the LinSec kernel buffers is a chained hash table as it provides an
average O(1) access time for locating an element. For each of the buffers
(storing one of the above configuration data types) a set of functions for
manipulation (retrieve, update, create and delete) of the data is provided.
An important detail to emphasi e is that any function that retrieves an
element from one of the buffers returns a copy of the actual element and
not the reference to it. This prevents various race conditions from occurring

due to data sharing.



LinSec mandatory security policy can be fully configured at runtime, with-
out the need for system to be rebooted. In addition to storing configuration
data on stable storage, as outlined in Section 5.3, the data can also be fed
to the running kernel through file system interface implemented by
LinSec. The changes in configuration can, thus, have an immediate effect.
In case of manipulation of LinSec user configuration data, privilege revo-
cation for all of the processes owned by the user in question takes place
atomically (Subsections 5.8. , 5. .4). LinSec runtime configuration
interface caters for creation, modification and deletion of any of the manda-

tory security policy elements specified in Section 4.5.

LinSec implementation defines many data structures most of which are ob-
vious from Chapter 4 (eg. Capability roup, AD roup etc.) and detailed
consideration of which is therefore omitted.

Two data structures, however, are worth mentioning explicitly as they
take direct part in the enforcement of LinSec mandatory security policy and
will, therefore, be referred to frequently in this Chapter. These structures

and their main roles are:

. -~ (linux lin  _ ): holds per user configuration data such
as capability sets, access domain elements etc. (refer to Chapter 4 for

full set of items).

o - (linux lin _ ): generated runtime for each of the pro-
cesses in a system, containing privileges of the executable file each of
them is running (refer to Chapter 4 for a list of mandatory security

policy data associated with executable files).
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oth of the structures are referenced from the Linuz per process struc-
ture - as illustrated in Figure 5.5 (cardinality is indi-

cated on the arrows).

*.1 1.1
struct user_struct linsec_usr
*.1
linsec_task
struct task_struct

Figure 5.1: Linux - LinSec per process data struct relationships

Mapping of - to - is n t ne as
the reference to - is copied (shared) on process rin . To
be able to free memory occupied by a - once it is no longer

needed, the structure contains, among other elements, a reference count de-
noting the number of - structures that are referencing

it at any particular moment. The reference count is increased on a call

to - ( nlf ) and it is decreased on a call to -
( nl xi ), when a process dies or on call to _ f x )
i.e. when _ for a process is replaced to re ect privileges of

the newly executed binary, respectively. Once the reference count reaches
0 memory occupied by _ is released by _ _
( nllin _ i ).

- structure is, as depicted in Figure 5.5, referenced from




- indirectly via the reference to -

- is used in Linuz for user accounting and is shared

among _ structures describing processes owned by a
same user. Consequently, _ is shared in the same manner among
_ structures. Unlike _ , _ does not

contain any reference counts as it is safe to release memory it occupies once
the referencing - is dismissed.
hen a process changes its ownership, eg. by calling the -
function, the - referenced by it is replaced with the
- corresponding to the new owner (uid) which in turn

references _ for the new owner (uid).

As of version 2.0, Linuz kernel supports S etric uti r cessin (SMP)
allowing processes to run in kernel mode in parallel on different processors.
To avoid race conditions on shared kernel data, Linuz kernel provides a set
of SMP specific lock data types and corresponding locking primitives. All
LinSec shared data structures are implemented in a SMP safe manner by
making use of the Linux SMP features. In particular, to enable capabil-

ity revocation (Subsection 5.8. ) and access domain revocation (Subsection




5..), - structure contains a set of, so called, s in c s, that are
used to protect relevant portions of the structure as they are being up-
dated. There is no need for the similar mechanism to be implemented for

- as its contents are only used for read operations once they are

created.

LinSec lifetime, from system boot until system shutdown, can be divided

into two phases:

1. Initiali ation: used to set up LinSec (read configuration files, initiali e

kernel buffers, etc.), nd

2. Operation: LinSec mandatory security policy enforcement.

The mniti ¢ ti n phase is performed after main kernel subsystems
have been set up and wust before init executable is loaded (func-
tion - - , nllin _ u , called from function ,
ini in ). Thus, LinSec mandatory security policy enforcement starts

from the very beginning of the userspace system boot phase.

er ie

Linuz implements POSIX 1003. (Subsection .2.2) capability model to min-
imal possible extent in order to be able to claim compliance. No exibility
in terms of specifying any form of capability policy is provided. In fact, all

of the relevant configuration details have been hardcoded in a manner which



ensures traditional Linuz behavior . Some of the elements of the capability
model implementation are reused by LinSec, with substantial alterations,
and some had to be excluded, as outlined in the rest of the section.

This section outlines how LinSec fits into the existing Linuz capability

model.

apability epresentation

Linuz implements capabilities as values ranging from 0 to 31. The particular
range is chosen for the easier representation in a 32-bit bitmaps where each
capability occupies one bit. As already existing capabilities occupy values
up to 28, LinSec implementation had to enlarge the possible maximum
capability value to 3. This implied a change of bitmap si e for capability
set representation from 32 to bits. The alterations were carried out in

linux il header file.

Supportin  unctions

Linuz capability implementation also provides a basic set of functions and
macros for capability and respective bitmap manipulation. These functions

are used in LinSec but are adapted to support  bit wide data types.

he as Structure

Linuz standard definition of - contains elements repre-
senting process effective, permitted and inheritable capability sets as defined
by POSIX 1003. . These are of the type -~ (linux il ).
LinSec did not alter these as changes made in linux ili propagated

automatically through the definition of - .




ser apabilities

No support for configuring user capabilities exists in Linuz. The values of

capability sets used in the _ are hardcoded as:

o full capability set for r ¢ (uid 0), nd

e empty capability set for the rest of the world .

Inheritance Al orithm

Linuz capability inheritance algorithm is presented in Subsection .2. and
is implemented in the function - contained in the source file
f x . Effectively, the only thing it does, in the current Linuz capabil-
ity model implementation, is to ensure that root owned processes have all
privileges and that processes owned by anyone else have none. LinSec im-
plementation carried out substantial changes of the algorithm, as specified

in the Subsection .2. .

ardcoded echanisms

To support the patchwork implementation of capabilities certain related
mechanisms had to be hardcoded. Two, in particular, had to be disabled as

they did not comply to LinSec mandatory security model:

e hen a process dies all its children are reparented to init (function
- , nl ). In doing so, capabilities of the

orphaned processes are raised to full. Thus, processes having no privi-
leges initially can obtain them all if orphaned. learly an undesirable

effect in a mandatory security environment.

e hen a non-r t user executes a suid binary capability sets are
adopted to allow the process to perform actual change of ownership

(function - , nl ).



Executable File apabilities are implemented as extended attributes (Sec-
tion 5.3) of executable files. System administrator can manipulate the at-
tributes as part of the LinSec mandatory security policy configuration pro-
cess (Section 5. ). Executable File apabilities are retrieved from extended
attributes of a particular executable file, when they are needed, by the a-

pability Inheritance Algorithm (Subsection 5.8. ).

User apabilities are specified, by the system administrator, as part of gen-
eral LinSec per user configuration and are stored in the - struc-

tures.

apability Inheritance Algorithm was implemented in full as specified in
the hapter  (Subsection .2. ). The inheritance algorithm (function

- - ,lin " _x ) is invoked in two occasions:

e when a new executable is loaded by a process, to re ect the executable
file s privileges (eg. when is called by an userspace program to

run some other program), nd

e when a process changes its ownership, to re ect privileges of the new

owner (eg. when function is called by a suid binary).
Therefore, a call to - - is placed in -
(f x ) function invoked from - (f x ) and also
in . ( nllin _ui ) invoked from the family of
- ( nl ) functions. . also handles manip-

ulation of - (Section 5.5).



In a traditional Linuz approach all processes executed during the boot phase
are owned by root (a user with uid 0).

This behavior is hardcoded in Linux kernel when the init binary is exe-
cuted (definition of - , linux ). ith the introduction of the
mandatory security policy definition ( hapter ) the notion of the r ¢ (uid
0) user, as all powerful, was lost and it became equal to any other user in
a system. This creates a complication on boot time if the privileges of the
r t, as defined in LinSec security policy for the system, are too restrictive.

To overcome the problem of association of boot processes with root user

(uid 0), LinSec hardcodes ( - - , nllin _ u ) aspe-
cial instance of - structure (Section 5.5) to which a reference is
placed in _ (via - ) describing init
task. alues in the - structure are chosen so that after the a-

pability Inheritance Algorithm (Subsection 5.8. ) is executed only privilege
settings associated with the executable file a particular process is running are
re ected in the actual process capability settings. This special -
settings are inherited by all children of init until the first call to setuid
(Section 5.5) for each of them.

In this way, all programs executed during the boot phase of a system are

effectively disassociated from users, as desired.

hen user capability sets are modified (through - ) and the mod-
ifications are fed to running kernel (through r ¢ interface) two actions are

performed by LinSec:

e appropriate _ structure in LinSec kernel buffer is updated,

nd



. - for the affected wuser is located (
_ _ _ , nlu ) and, if it exists, the

referenced - is updated accordingly.

It might be the case that no process is currently running under ownership

of the user whose settings have been changed so that corresponding
- does not exist in kernel buffers. In this case the second action
is skipped. Update of - capability related fields is done, in the
latter event, while holding appropriate s in ¢ s (Section 5. ). The effects
of the changes done to - will be observable on the next execution

of the apability Inheritance Algorithm (Subsection 5.8. ) for the user.

LinSec configurable mandatory security policy provides two ways of hiding

information related to processes ( hapter , Subsection .2.11):

e hide all info about a process, nd

e hide info about network connections of a process.

Functionality, for both of the options, is implemented by forcing kernel
functions that provide the information, obtainable through r ¢ file system,
to omit the relevant data belonging to the hidden processes.

In the first case, it is enough to test whether the process to be listed
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