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Abstract

Time zones play an important and unexplored role in
malware epidemics. To understand how time and loca-
tion affect malware spread dynamics, we studied botnets,
or large coordinated collections of victim machines (zom-
bies) controlled by attackers. Over a six month period
we observed dozens of botnets representing millions of vic-
tims. We noted diurnal properties in botnet activity, which
we suspect occurs because victims turn their computers off
at night. Through binary analysis, we also confirmed that
some botnets demonstrated a bias in infecting regional pop-
ulations.

Clearly, computers that are offline are not infectious, and
any regional bias in infections will affect the overall growth
of the botnet. We therefore created a diurnal propagation
model. The model uses diurnal shaping functions to capture
regional variations in online vulnerable populations.

The diurnal model also lets one compare propagation
rates for different botnets, and prioritize response. Because
of variations in release times and diurnal shaping functions
particular to an infection, botnets released later in time may
actually surpass other botnets that have an advanced start.
Since response times for malware outbreaks is now mea-
sured in hours, being able to predict short-term propagation
dynamics lets us allocate resources more intelligently. We
used empirical data from botnets to evaluate the analytical
model.

1 Introduction

Epidemiological models of malware propagationare
maturing. Earlier work usedsimple susceptible-infected
(SI) modelsto measurethe total infectedpopulationover

time [ZGT02]. Follow-up work signi�cantly expanded
this analysis to include patching behavior (resistance)
in susceptible-infected-recovered(SIR) models[KRD04].
Despite thesemany improvements,much of our under-
standingof computerworm epidemiologystill relies on
models createdby the public health community in the
1920s[DG99].

Continuedimprovementsin worm models will come
from two areas:an improved understandingof the prob-
lemdomain,andimprovedability to respond,whichmakes
new factorsrelevant to a model. Improvementsbelong-
ing to the �rst category canbe found in morerecentanal-
ysis suchas [SM04], which tracedsigni�cant worm out-
breaks,and [ZTGC05,WPSC03,WSP04],whichexamined
a speci�c type of routedworm, and [ZTG04], which ex-
aminesspeci�c typesof propagation(e.g.,e-mail). Model
enhancementsbelonging to the secondcategory are far
fewer. So far, quarantine-basedanalysishasbeenthe pri-
mary response-orientedimprovementto malwarepropaga-
tion models[ZGT03,PBS+ 04,MSVS03].

Our work belongsto this secondcategory, andbuilds on
recentimprovementsin responsetechnologies. Over the
previous years,efforts at creatingInternet-widemonitor-
ing networks have yieldedsomeresults. Distributedsens-
ing projects[Ull05, YBJ04,Par04]cantake somecredit for
helping reducethe responsetime for worms to hours in-
steadof days. Anti-virus companiessimilarly respondto
outbreaksoftenwithin hours[Mar04].

This improvedresponsemakestimeamorerelevantfac-
tor for worm models.In Section3 we notehow time zones
play a critical role in malwarepropagation.Now that re-
sponsetimestake only hours[Mar04], andareoften local-
ized,modelsof malwarespreadingdynamicsmustsimilarly
improve.

In addition to time, we also note that location plays a



critical role in malware spreading. Somemalware tends
to focuson particulargeographicregions,correspondingto
differentmarket segmentsfor vulnerablesoftware(e.g.,a
languageeditionof anoperatingsystem).Wecombineboth
of thesefactorsin modelsthat considerthe importanceof
time zones(literally, time and zonelocation) in propaga-
tion.

Our researchlooks at propagationdynamicsin botnets.
Westudieddozensof botnets,comprisedof millionsof indi-
vidualvictimsoverasix monthperiod.Ourstudyof botnets
revealsan intriguing diurnalpatternto botnetactivity. Our
modelexplainsthis behavior, andhastwo principal bene-
�ts: (a) theability to predictfuturebotnetpropagationchar-
acteristics,for thosebotnetsusing similar vulnerabilities,
and(b) theability to priority rankmalwarebasedon time-
of-releaseandregionalfocus,sothatresourcesaredevoted
to fasterspreadingbotnets.

Section 2 providesa backgrounddiscussionof botnets,
anddetailsourdatacollectionefforts. In Section3, wepro-
vide a model of botnetpropagation. After noting related
work in Section4, theconclusionin Section5 suggestsfur-
therareasof study.

2 Background

Using automatedscannersand tools, attackers have
carved out a large portion of the Internetascontinuously
infectednetworks.Thevictimsarebotsor zombiesin large
networks,or botnets,controlledby hackers.Therearetens
(if not hundreds)of millions of suchvictims on the Inter-
net [Dag05]. Someestimateshold that over 170,000new
victims are compromisedeachday [Cip05]. Indeedit is
hardly possiblefor home usersto purchasea new com-
puter and successfullyupdatebefore becomingattacked.
The “vulnerability window”, or the time beforea random
infection strikes a new computer, is often less than 20
minutes. As a result, othershave observed that a “bot-
net is comparableto compulsorymilitary servicefor win-
dowsboxes” [The05a].For ageneraldiscussionof botnets,
see[CJ05,SS03,The05a].

For purposesof modeling,wecanthinkof botnetsashet-
erogeneouscollectionsof infections. They are composed
of the victims reapedfrom different viruses,worms and
trojans. Thus, botnetsare correctly referredto as either
viruses,wormsor trojans,dependingon the context. The
original infectionscompelthevictims to run bot programs,
whichallow for remoteadministration.

Victims are usually spreadover diverse parts of the
world, but can be concentratedin particular regions, de-
pendingon how the underlyinginfectionspropagate.For
example,someattackstarget a particularlanguageedition
of anoperatingsystem,or usearegionallanguageaspartof
a socialengineeringploy. Suchfactorstendto concentrate

thevictim populationin aparticularlocation.(Wespeculate
that this may explain why moste-mail virus propagations
usesimpleEnglish,to maximizeits appeal.)Theseregional
variationsin infectedpopulationsplay an importantrole in
malwarespreaddynamics.

2.1 Data Collection

To controlor “rally” theirbotnets,botmastersforcetheir
victims to contact command-and-control(C&C) servers
(e.g.,anIRC server, awebpage,or e-mail).Onceconnected
to theservers,thebotsaregiven instructions,put to work,
or madeto downloadadditionalprograms.If suchcentral-
ized servers are recovered,botmasterscan merely update
DNS entriesto point to a new centralserver. This practice
is known as“herding” a botnetto a new location. While
suchcentralizedcontrolmaynotbethefavoredtopologyfor
muchlonger [Dag05,CJ05],we canmanipulatethis com-
monfeatureof botnetsto performsimpledatacollection.

To gatherbotnetsfor study, weidenti�ed botnetsthrough
varioustraditionalmeans(e.g.,honeypots),andthenmanip-
ulatedtheDNSservicefor theC&C server, sothatall traf�c
wassentto oursinkholefor study. Thesinkholeswereused
to run tarpits[Har02,Lis01],honeypots[Spi03,Pro05],and
light-weightresponders,e.g.,[Pro03,Kre03].For moredis-
cussionof network responseoptionssee[YBP05].

Our sinkholeredirectionwas accomplishedby several
steps.First,usingcapturedmalware(e.g.,from ahoneypot,
spam�lter , honeyd,andothercommonlyavailablesources),
we identify the commandand control server usedby the
botnet.Thiscanbedoneby unpackingthebinary(e.g.,with
thehelpof toolssuchasIDA Pro,or PEiD [JQsx05]anda
hex editor)andscanningthebinaryfor DNS resolutionop-
erations,(e.g.,gethostbyname(3)). This is alsodone
lesspreciselyby observingthe malware's rallying behav-
ior in an emulator(e.g.,a virtual honeypot). The latter is
lessreliablebecausemalwaremay selectively resolve one
of many encodedC&C domains,or behave differently in
the emulator[Hol05]. Hand-driven binary analysis,how-
ever, canusuallyrevealthemalware's rallying behavior.

Second,we then identify the DNS Start of Authority
(SOA) for thecommandandcontrolbox usingwell-known
techniques[RIP05]. We thencontactthe registrar for the
domain and the DNS authority, and instruct them to ei-
ther “park” the DNS (so that, for example,an RFC 1918
non-routableaddressis returned),or to supply an A-Rec
for a sinkhole,or a similar suitableRecordResponse(RR).
We followeda strict one-ip-per-botnetrule, to facilitatethe
studyof singlebotnets.For mostbots,wealsousedlayer-7
sinkholes(i.e.,honeyd,or similar scripts)insteadof layer-4
sinkholes(e.g.,routingblackholes)to preventrandomscans
from beingconfusedwith actualbotnetparticipation.

Conceptually, one might think of this capturingtech-



niqueasa form of DNS self-poisoning,except that alter-
ing theDNS entry for thebot domainis donelegitimately,
in accordancewith the DNS operator's policies,andwith
the permissionandcooperationof all relevant authorities.
In our study, we worked with several DNS operatorswho
agreedto redirectbot victims to our sinkhole. The oper-
atorswould enterCNAME recordsin their DNS servers to
pointvictims to oursinkhole.

Sinceall the botnetsbeingstudiedusedDNS to locate
their C&C server, redirectioncapturedmost of the bot-
netmembers.Throughbinary analysis,we con�rmed that
the botsdid not usehard-codedIP addresses.We alsore-
strictedour study to non-publicservers, so no legitimate
traf�c pollutedour datacapture.Our sinkholescompleted
3-way TCPhandshakeswith victims,sothatrandomInter-
net SYN scansdid not skew our populationcounts. Fur-
ther, by settingazeroTCPwindow, our sinkholeprevented
mostbotsfrom disconnecting(e.g.,throughanapplication-
layer idle timeout), and then reconnectingafter changing
dynamicaddresses.Thisreducedthenumberof victimsthat
weredouble-counteddueto DHCPchurn.

Thesetechniquesyield what we believe is a fairly ac-
curatepopulationcountfor an infection. Nonetheless,our
dataprobablydid havecasual,non-maliciousconnectionat-
tempts,andcertainlyhadsomeamountof DHCPchurn.

Thus, while othersmodelsuse trace �les from large
“internet telescope”structuresto infer which machines
scanningthe internetsharea commoninfection [Moo02b,
YBP05], we believe our simple datacollection technique
yields accuratetrace�les for eachinfection. More impor-
tantly, this techniquecanpotentiallydistinguishtwo botnets
thatusethesameinfection,while scan-basedsensorsmay
associatethe traf�c togetherbasedon port numbers.Sig-
ni�cantly, we alsolearnwhich victims areassociatedwith
whichbotnet,basedon thedomainthey attemptto resolve.

Thus,althoughour datacollectiontechniquefocuseson
botnetsusingcentralizedDNS(currently, themostcommon
rallying techniqueusedby botnets),we do not have to cor-
relatescansfrom diversesourcesto infer the structureof
the botnet. We wereableto direct some50 botnetsto the
sinkholeover a six month period. Our sinkholecaptured
botnetsrangingfrom just a few hundredvictims to tensof
thousandsof victims. Onebotnetfeaturedover350,000vic-
tims,a record[CJ05].

One might wonder whetherthis redirectiontechnique
yieldsdataaboutwormsinsteadof botnets.After all, many
of thebotnetsarecreatedby worms.Thequestionis: How
is redirectiondifferentfrom traditionalworm measurement
techniques?We believe redirectionmeasuresbotnets(as
opposedto just worms)becausethe traf�c yield is entirely
relatedto thecommand-and-controlof amaliciousnetwork.
Worm measurementtechniques,by contrast,tend to col-
lect scansby worms (i.e., propagationattempts),and do

notusuallycapturethecoordinatingmessagesbetweenbots
andbotmasters(i.e., DNS resolutionof thecommand-and-
controldomain).SinceDNSredirectiongivesustheoppor-
tunity to witnessonly thecommand-and-controltraf�c, and
not thepropagationattempts,our techniquemeasuresprop-
ertiesof botnets,regardlessof how theunderlyinginfection
spreads.Thus,themodelwe proposeis for botnets,albeit
botnetscreatedby worms.

Thedatacollectiontechniqueis not thefocusof thepa-
per, anddeservesmorecarefulseparatestudy. Wewelcome
input from the researchcommunityon what other factors
(besidesouruseof command-and-controlmessages)permit
themeasurementof botnets.Additionally, weacknowledge
thattherearecertaintypesof botnetsthatwouldevadesuch
measurementefforts. We merelyuseredirectionto quickly
performpopulationcountson botnets.In section3 we dis-
cussparticularbotnetsin detail usedto derive our diurnal
propagationmodel.

3 Model of Botnet Growth

Our goal is to useour observationsof previous botnets
to predict the behavior of future botnets. Botnetsare so
widespreadthatwe needa techniqueto comparatively rank
them,andhelpprioritize responses.Existingmodelslet us
predict the total botnetpopulationover lengthyperiodsof
time(e.g.,overdays).But sincemostvirusesusedto spread
infectionsareshortlived,we needa modelthatcanpredict
short-termvariationsin populationgrowth.

Further, existing modelstreatall vulnerablepopulations
as the same. Our observationsof botnets,however, show
thatthey usea heterogenousmix of differentinfectionsex-
ploitingdifferentsetsof vulnerabilities,oftenin distinctnet-
works,with variablebehavior acrosstime zones.We there-
foreneedamodelthatcanexpressdifferencesin susceptible
populations,andgaugehow thisaffectspropagationspeed.

Therearea varietyof reasonswhy existingmodelshave
not examinedfactorssuchastime zones.First, converting
a network addressinto a time zone(or geographicregion)
is dif�cult, asnotedin [Mic05], andtherearefew available
resources,e.g., [Coo03]. Second,sincetheearliermodels
wereproposed,thestateof theart for responseandquaran-
tine hasimproved.Most antiviruscompaniescanissuesig-
natureupdatesin under12hours(or less),sounderstanding
theshort-termgrowth of a worm is morerelevant.

For our model,we make anotherobservationaboutbot-
net behavior. We were�rst struckby the stronglydiurnal
natureof the botnetstrappedin the sinkhole. Figure1(a)
shows a typical plot of SYN ratesover time, brokendown
by geographicregions, for a large 350K memberbotnet.
Thispatternrepeateditself for bothemail-spreadingworms
and scanningworms observed in the sinkhole. A logical
explanationis that many usersturn their computersoff at



night,creatingasortof naturalquarantineperiod,andvary-
ing the numberof victims available in a geographicalre-
gion.

Suchsigni�cant changesin populationsover timesurely
affectspropagationrates.To modelthestronglydiurnalbe-
havior of botnetsobserved in Figure1(a),we analyzebots
groupedinto time zones.Considera verysimpli�ed model
representedin Figure1(b),whereonehostis shown in acol-
umnof time zones,TZ. In the �rst hour, the infectedhost
in TZi infectsTZi−1 andTZi+1 ; however, sinceTZi−1

is experiencinga low diurnal phaseat Hour2 (e.g.,night
time, representedby diagonalizedshadedboxes),themal-
waredoesnot spreadfurther until several hourslater (in-
dicatedby a dashedline). By contrast,the infection sent
to TZi+1 spreadsimmediately, only laterenteringadiurnal
phase.

Thisconceptualmodelexaggeratesakey propertyof the
diurnal model: different propagationrates,dependingon
timezoneandtimeof day. TimeZonesnotonly expressrel-
ativetime,but alsogeography. If therearevariablenumbers
of infectedhostsin eachregion, thenthe “natural quaran-
tine” effect createdby a rolling diurnal low phasecanhave
asigni�cant impactonmalwarepopulationsandgrowth.

Below, wedescribeamodelto expressthevariablenum-
berof infectedhosts,time zones,andregionsof the Inter-
net that we observed in the empirical data. We then test
this model againstother observed botnets. The model in
turn lets us estimateshort-termpopulationprojectionsfor
a givenworm, basedon its regional focus,andthe time of
day. Themodelalsotells uswhenbotsspreadfastest,and
allowsusto comparetheshort-term“virulence” of two dif-
ferentbots.Thisin turncanbeusedto improvesurveillance
andprioritize response.

3.1 Time Zone­BasedPropagationModeling

Wemodelthecomputersin eachtimezoneasa“group”.
Thecomputersin eachtimezonehavethesamediurnaldy-
namics,no matterwhetherthey areinfectedor still vulner-
able. In our model, the diurnal propertyof computersis
determinedby computeruserbehavior, notby theinfection
statusof computers.If a userchangeshis diurnalbehavior
becausehe discovershis computeris infected,thenwe as-
sumethecomputerwill quickly bepatchedor removedby
theuser.

The numberof infected hostsin a region varies over
time. Sowe de�ne α(t) asthe“diurnal shaping function”,
or thefractionof computers(thathave thevulnerabilitybe-
ing exploited by the botnetunderconsideration)in a time
zonethat is still on-line at time t. Therefore,α(t) is a pe-
riodical functionwith theperiodof 24 hours.Usually, α(t)
reachesits peaklevel atdaytimeandits lowestlevel atnight
whenmany usersgoto sleepandshutdowntheircomputers.

Not all thecomputersareshutoff at night,of course.Soin
modelingandexperiments,we canderive α(t) for a given
timezonebasedonmonitoredmalicioustraf�c.

In the following, we �rst derive the worm propagation
diurnalmodelfor a singletime-zoneby assumingcomput-
ersin thetime zoneform a closednetworking system.We
thenderivethediurnalmodelfor theentireInternetby con-
sideringmultiple timezones.

3.2 Diur nal Model for a SingleTime Zone

First,we considera closednetwork within a singletime
zone.Thus,all computersin thenetwork have thesamedi-
urnaldynamics.De�ne I(t) asthenumberof infectedhosts
at time t; S(t) asthenumberof vulnerablehostsat time t;
N(t) asthenumberof hoststhat areoriginally vulnerable
to theworm underconsideration.

We de�ne thepopulationN(t) asa variablesincesuch
a modelcoversthe casewherevulnerablecomputerscon-
tinuouslygo online asa worm spreadsout. For example,
thisoccurswhenawormpropagatesovermultipledays.To
considerthe online/of�ine statusof computers,we de�ne
I ′(t) = α(t)I(t) as the numberof online infectedhosts;
S′(t) = α(t)S(t) asthenumberof onlinevulnerablehosts;
N ′(t) = α(t)N(t) as the numberof online hostsamong
N(t).

To capturethe situation where infected hostsare re-
moved, we extend the basic Kermack-McKendrick epi-
demicmodel[DG99]. We assumethatsomeinfectedhosts
will be removed from the worm's circulation due to (1)
computercrash;(2) patchingor disconnectingwhenusers
discover the infection. De�ne R(t) as the numberof re-
moved infected hostsat time t. Just as in a Kermack-
McKendrickmodel,we de�ne dR(t)

dt
= γI ′(t), (whereγ

is theremovalparameter)becausein mostcasesonly online
infectedcomputerscanberemoved.

Thentheworm propagationdynamicsare:

dI(t)

dt
= βI ′(t)S′(t) −

dR(t)

dt
(1)

whereS(t) = N(t)−I(t)−R(t). β is thepair-wiserate
of infection in epidemiologystudy [DG99]. For Internet
worm modeling,β = η/Ω [ZTG05] whereη is theworm's
scanningrateandΩ is thesizeof the IP spacescannedby
theworm.

FromEqn.(1), we derive theworm propagationdiurnal
model:

dI(t)

dt
= βα2(t)I(t)[N(t)− I(t)−R(t)]−γα(t)I(t) (2)

Thissimplediurnalmodelcanbeusedtomodeltheprop-
agationof regional virusesor worms. For example, it is



(a) Diurnal Properties
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(b) Conceptual Model

Figure 1. (a) Botnet activity by geographic region. (b) General conceptual model of diurnal botnet
propagation.

well known that virusescan focuson speci�c geographic
regions[Tre05], e.g.,becauseof the languageusedin the
e-mailpropagationsystem.Similarly, wormscanusehard-
codedexploits particularto a language-speci�cversionof
anOS(e.g.,awormthatonly successfullyattacksWindows
XP HomeEdition Polish.) For theseregional worms, the
infectionoutsideof asinglezoneis negligibleandtheinfec-
tion within thezonecanbeaccuratelymodeledby Eqn.(2).

If wedonotconsiderdiurnaleffect, i.e.,α(t) ≡ 1 atany
time, thenthediurnalmodelEqn.(2) is simpli�ed as:

dI(t)

dt
= βI(t)[N(t) − I(t) − R(t)] − γI(t) (3)

This is exactly the traditional Susceptible-Infectious-
Removal (SIR)model[DG99].

3.3 Diur nal Model for Multiple Time Zones

Wormsareoftennotlimited to ageographicregion,how-
ever. Somemalware containenormouslookup tablesof
buffer-over�ow offsetsfor eachlanguageedition of Win-
dows [The05b].

Accordingly, we modeltheworm propagationin theen-
tire Internetacrossdifferent time zones. Sincecomputers
in onetime zonecould exhibit differentdiurnal dynamics
from theonesin anothertime zone,we treatcomputersin
eachzoneasa“group”. TheInternetcanthenbemodeledas
24interactivecomputergroupsfor ≈ 24 timezones.1 Since

1There are more than 24 time zones, but we simplify things for the sake

many of thetimezoneshavenegligible numbersof comput-
ers(suchasthezonesspanningpartsof thePaci�c Ocean),
weconsiderwormpropagationin K timezoneswhereK is
smallerthan24.

AssumeNi(t), Si(t), Ii(t), Ri(t) asthenumberof hosts
in thetimezonei (i = 1, 2, · · · , K) thatcorrespondtoN(t),
S(t), I(t), R(t) in the previous model Eqn. (2); αi(t) is
thediurnalshapingfunction for the time zonei; βji is the
pairwiserate of infection from time zonej to time zone
i; γi is the removal rate of time zonei. Consideringthe
worm infectionacrossdifferenttime zones,we canderive
theworm propagationfor time zonei:

dIi(t)

dt
=

K∑

j=1

βjiI
′

j(t)S
′

i(t) −
dRi(t)

dt
(4)

whichyields:

dIi(t)
dt

= αi(t)[Ni(t) − Ii(t) − Ri(t)]

·
∑K

j=1 βjiαj(t)Ij(t)

−γiαi(t)Ii(t)

(5)

For a uniform-scanworm,sinceit evenlyspreadsout its
scanningtraf�c to theIP space,βji = η/Ω, ∀i, j ∈ K. For
wormsthatdo not uniformly scantheIP space,theauthors
in [ZTG05] demonstratedthat βji = ηji/Ωi whereηji is
thenumberof scanssentto groupi from aninfectedhostin
groupj in eachtime unit; andΩi is thesizeof theIP space
in groupi.

of discussion.



When we discover a new worm propagatingin the In-
ternet,we canusethe diurnal modelEqn. (5) by inferring
the parameterβji basedon monitoredhoneypot behavior
of scanningtraf�c. As notedabove, many honeypot sys-
temscanobserve all outgoingscanscreatedby a trapped
worm [Pro03].We thereforeinfer theworm'sscanningtar-
getaddressdistributionbasedonreportsfrom multiplehon-
eypots. Thenwe canderive ηji basedon theworm's scan-
ningdistributionandrate.

3.4 Model Limitations

There are of courseseveral limitations to our model.
First, our diurnalmodelis not well suitedto modelworms
propagatingvia email. Unlike scanningwormswherema-
licious codesdirectly reachvictim computers,malicious
emailaresaved in emailserversbeforeusersretrieve them
onto their own computers.Whena computeris shutdown
andits usergoesto sleepat night, themaliciousemail tar-
getingtheuseris not lost asin thecaseof scanningworms;
the infection effect of thesemaliciousemail will show up
oncethe userchecksemail later. Therefore,the propaga-
tion dynamicsI(t) at time t will benotonly determinedby
currentinfectionasshown in Eqn.(1), but alsodetermined
by previousinfectiondynamics.

Second,for non-uniformscanningworms,asexplained
after Eqn. (5), we needto know the worm scanrate and
scanningspacesizein eachgroup(or time-zone)in orderto
usethemultiple time-zonediurnalmodelEqn.(5). For this
reason,we needto have a soundworm scanningmonitor-
ing systemin orderto usethediurnalmodelaccuratelyfor
modelingof non-uniformscanningworms.

3.5 Experiments

Wewishto validateourmodelusingempiricaldata.Fur-
ther, wewish to explorewhetherthemodelcananalytically
distinguishbotnets,basedon their short-termpropagation
potential.We selecteda large(350K member)botnetfrom
ourcollectionof observedbotnets,sinceit hadthemostdi-
versegeographicaldispersionof victims. The binary for
thebotnetwasobtainedfrom AV company honeypots,and
analysiscon�rmed thatthemalwareusedrandomscanning
for propagation,anda singledomainfor rallying victims.

Our experimentsimpli�es the numberof time zonesto
a manageablenumber. Usually, computersin neighboring
time zoneshave the similar diurnal property— this phe-
nomenahasbeencon�rmed by our monitoredbotnetactiv-
ities. For example,Figure1(a) shows Europeancountries
with very similar diurnaldynamics.Therefore,it is conve-
nient andaccurateto model the Internetasseveral groups
whereeachgroupcontainsseveralneighboringtime zones
thathavethesimilardiurnaldynamics.

In the following experiments,we considerthreegroups
of computersbecausethe infectedpopulationwas mostly
distributedin thesethreegroups:North America,Europe,
andAsia. The North Americangroupis composedof US,
Canada,andMexico; the Europeangroupis composedof
Europeancountries;and the Asian group is composedof
China, SouthKorea,Japanand adjacentareas(e.g.,Aus-
tralia). We notethatantiviruscompaniessimilarly organize
Internetmonitoringinto majorgroups:Asia,Europe,North
America,andsoon [Tre05,Ull05].

Figure2 shows thenumberof SYN connectionssentto
thesinkholeperminuteby thebotnetsin eachgroup. The
time shown in X-axis is the00:00UTCtime of the labeled
date. Sinceeachbot sendsout a similar numberof SYN
connectionrequeststo its botmasterperminute,thenumber
of infectedhostsin eachgroupis proportionalto thenumber
of SYNs sentfrom eachgroup. Therefore,the curves in
Figure2 representthenumberof onlineinfectedcomputers
astimegoeson.

As shown in this �gure, for thebotnetwe arestudying,
theAsiangrouphasabouteight timesmoreinfectedcom-
putersthantheNorth Americangrouphas(althoughthis is
not true for otherbotnets).In addition,thenumberof on-
line infectedhostsof theAsiangroupreachesits peaklevel
whenthis numberof theNorth Americangroupreachesits
lowest level since the time differencebetweenthesetwo
groupsis around12hours.

In the following, we study the propagationof a worm
basedon the diurnal model,Eqn.(5),and the above three
groups. For simplicity, we assumethe worm uniformly
scansthe Internet,thusβji = η/Ω, ∀i, j ∈ K. We also
assumethatall computersin thesegroupshavethesamere-
moval rateγ. Sincethenumberof infectedhostsis propor-
tional to the numberof SYN connectionsper minute,we
choosepopulationsof N1 = 15, 000 for the North Amer-
ican group, N2 = 45, 000 for the Europeangroup, and
N3 = 110, 000 for theAsiangroup. Thenwe deploy Mat-
lab Simulink [Mat05] to derive thenumericalsolutionsfor
thediurnalmodelEqn.(5).

We wrotea programto automaticallyderive thedynam-
ics α(t) for eachgroup(andalsoeachcountry). Thebasic
stepsfor deriving α(t) include:

1. First,observeall botnettraf�c, andbreakdown victim
membershipby geographicregion.

2. Second,processthedatafrom a region to derive α(t)
throughthefollowing steps:

• Split a monitoreddatasetinto segmentsfor each
day. Supposea monitoreddatasetspansover n
days. Split the datasetinto n segmentswhere
eachsegmentcorrespondingto onedaycontain-
ing thedatafrom 00:00:00UTCto 24:00:00UTC
in thatday.
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Figure 2. Number of SYN connections sent to the sinkhole per minute from each group by the botnet

• Normalizethe datain eachsegmentso that the
maximumvalue of the datain eachsegmentis
one.

• Averagethedatain all segmentsto derive a pri-
maryα(t);

• In order to remove the monitoringnoise,�nd a
polynomialto representα(t) by minimizing the
cumulative squareerrorbetweenthepolynomial
andtheprimaryα(t) derivedin thepreviousstep;

• Normalizetheresultso that themaximumvalue
of α(t) is one.

Thediurnalshapingfunctionα(t) is aperiodicalfunc-
tion, i.e., α(0) = α(T ) whereT = 24 hours. Af-
ter the �rst one or two days,many worms' infected
populationwill dropcontinuouslydueto patchingand
cleaningof infectedcomputers. For this reason,the
α(t) derivedthroughtheaboveproceduresusuallyhas
α(0) > α(24). If this is thecase,weneedanotherstep
to adjustthederivedα(t) sothatα(0) = α(24). Here
we usea heuristicalgorithmsuchthattheshapeof the
α(t) is notdistortedmuch.

3. Third, placetheα(t) tableandits correspondingvul-
nerabilityin a database,keyedby vulnerability.

We followedthesestepsto deriveα(t) for North Amer-
ica,EuropeandAsia,asshown in Figure3(a).Studyingthe
diurnal dynamicsof North Americangroup,the time with
the fewestcomputersonline is around11:00UTC, which
is 6:00amin US easterncoastand3:00amin US western
coast.Figure3(b) shows thecumulative onlinevulnerable
populationacrossall threegroupsbeforethe worm begins
to spread.

Figure 3(a) clearly illustratesthe diurnal propertiesof
botnetsvisually suggestedby theSYN activity plot in Fig-
ure1(a).Thedistinctdiurnalbehavior of all threetimezone
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Figure 4. Comparison of models with botnet
traffic in the European group

groupsalsoshows thatcombiningmultiple hour-sizedtime
zonesinto groupsdid not make the diurnal patternsindis-
tinguishablefrom eachother.

Having derivedvaluesfor α(t), wecantesthow well the
diurnal model in Eqn. (5) cancapturea worm's propaga-
tion behavior in the Internet. Figure4 shows the number
of onlinebotcomputersin theEuropeangroupobservedby
our sinkholecomparedwith theanalyticalresultsfrom the
modelEqn. (5), and the existing SIR modelEqn. (3). At
someinitial time labeledastime 0 in the�gure, thebot be-
gan to spread. After a while, the bot wasdiscoveredand
enteredour sinkhole,andour datacollectionbegins. Fig-
ure 4 shows that, comparedwith the SIR modelEqn. (3),
the diurnal modelEqn. (5) is muchbetterin capturingthe
diurnalpropertyof a worm'spropagationandtheactive in-
fectivepopulationsin theInternet.



00:00 04:00 08:00 12:00 16:00 20:00 24:00
0

0.2

0.4

0.6

0.8

1

Time (UTC)

North America
Europe
Asia

(a)Diurnaldynamics

00:00 04:00 08:00 12:00 16:00 20:00 24:00

0.6

0.8

1

1.2

1.4

1.6

x 105

Time (UTC)

C
um

ul
at

iv
e 

on
lin

e 
po

pu
la

tio
n

(b) Cumulativeonlinepopulation

Figure 3. Worm propagation dynamics and population growth

3.6 Practical Usesof Diur nal Models

The diurnal model Eqn. (5) tells us when releasinga
wormwill causethemostsevereinfectionto aregionor the
entireInternet.For wormsthat focuson particularregions,
themodelalsoletsuspredictfuturepropagation,basedon
time of release.Therole that time zonesplay on propaga-
tion is intuitively obvious,but hasnotbeenexpressedin any
previousmodel.

3.6.1 Forecasting with Pattern Tables

The derived αi(t) is not limited to the botnet under ex-
amination,but insteadre�ects the typeof vulnerabilityex-
ploited by the botnet. That is, differentbotnetsthat both
exploit the samevulnerability in Windows 2000SP2will
likely have similar Ni(t) (and thereforeα(t)), assuming
thereareno otherregion-speci�c limiting factors.That is,
bothwormswill targetthesameSi(t), if therearenodiffer-
ences(e.g.,languagedifferencessuchasKoreanversusEn-
glish languageemail viruses)that would clearly favor one
timezone'spopulationoveranother.

Repeatedsampling of botnetsusing DNS redirection
notedin Section2 (andothertechniques)will conceivably
yieldanunderstandingof how vulnerabilitiesaredistributed
in differentzones. Sinceαi(t) correspondsto the type of
vulnerability being exploited, repeatedlyseeingmalware
targetthesameOS�a w mayassistforecasting.Researchers
can infer the growth of future outbreaksbasedon previ-
ousattemptsto exploit thesamevulnerability. Thus,when
a new bot appearstargeting a familiar vulnerability, re-
searcherscanusetimely previousexamplesto estimatehow
farandfastthebotwill spread.

Accordingly, we canbuild a tableof thederivedshaping

functions,basedon observedbotnetdata,andkey thetable
basedon otherheuristicsabouttheworm (e.g.,theexploit
used,theOS/patchlevel it affects,countryof origin). When
anew wormis discovered,theseheuristicsareoftenthe�rst
few piecesof information learnedfrom a honeypot. One
can thenconsultthe table for any prior αi(t) derivations,
andusethemto forecasttheshort-termpopulationgrowth
of thebot, relative to its favoredzoneandtimeof release.

To evaluate the forecastingcapability of our diurnal
model,we collectedmonitoredtracesof threebotnetsthat
exploited the samevulnerability [Mic04]. The agentsfor
thesebotnetswerereleasedin succession,evidently asen-
hancementsto prior versions.Fromour discussionin Sec-
tion 3, thesebotnetsshouldhave similar diurnal shaping
functions,αi(t), for thesametime zoneor groupof zones.
We thereforeusedthediurnalmodelderivedfrom onebot-
netto predictthepropagationdynamicsof otherbotnets.

Fig. 5(a)shows thepropagationdynamicsof thesethree
botnetsin theEuropeangroup. Eachdatapoint represents
the numberof SYN connectionrequestsobserved by our
sinkholewithin every half an hour. Becausethesebotnets
appearedin differenttimeperiods,their infectedpopulation
weredifferentfrom eachothersincethevulnerablepopula-
tion in theInternetvariesover time. We thereforeshow the
resultsby normalizingtheir SYN connections.Figure5(a)
clearly shows that botnetsexploiting the samevulnerabil-
ity have similar diurnaldynamics.Theresultsof theNorth
AmericanandAsiangroups,shown in Figs.6(a), 7(a),were
alsosimilar.

To evaluate the predictive capability of our diurnal
model,wederivetheparametersfor thediurnalmodelbased
on curve �tting of data from Botnet 1 for the European
group.Thenweusethederiveddiurnalmodelto predictthe
dynamicsof the other two botnetsfor the sameEuropean
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group. The resultsareshown in Fig. 5(b). Again, the ab-
solutevaluesof thethreecurvesarenormalizedto becom-
parablewith eachother. This �gure shows thatwe canuse
thediurnalmodelto forecastthepropagationof botnetsus-
ing asimilarvulnerability. Similarpredictionsfor theNorth
AmericanandAsiangroupsappearin Figs.6(b),7(b). The
predictive featureof thediurnalmodelis not asgoodasin
the Europeangroup. Fig. 6(b) shows that the online in-
fectedhostsin theNorth Americangroupis not assmooth
as in the Europeangroup,and the Botnet2 infectionsin-
creasedslightly afterthe�rst two daysinsteadof dropping.
For the Asian group,Fig. 7(b) clearly shows that the �rst
two-dayshave a differentpatternthan the third day. We
speculatethat the North AmericanandAsian groupshave
morenoisebecausecountriesin thesegroupstendto span
numeroustime zoneswith large numbersof infectedindi-
viduals,andChinahasonetimezonefor theentirecountry.
By comparison,the Europeancountriestend to occupy a
singlezone,andmost victims are locatedin the western-
mosttimezones.

As shown in Fig. 5(b), thediurnalmodelcanpredictthe
dynamicsof botnets,but not their infectedpopulation.(Re-
call that themodelderivesα(t) values,which describethe
relativefractionof usersonline.)Therearesomeotherways
to predict vulnerableor infectedpopulationsfor an Inter-
netvirus or worm. For example,Zou et al. [ZGGT03] pre-
senteda methodto predictthevulnerablepopulationbased
ona worm's initial propagationspeedandits scanrateη.

We note that the derived diurnal dynamicsof a botnet
have an unknown shelf life. If a model is derived from a
botnet,its predictive power decaysover time, sinceusers
migrateto new platforms,cleanmachines,or replaceequip-
ment. The botnetsstudiedin the exampleabove all took
placewithin thesame3-weekperiod.Sincemalwareis of-
tenreleasedin rapidsuccession(e.g.,version.A,version.B,
etc. of thesameexploit), long-termchangesin victim pop-
ulationsmight not affect short-termforecasting.Our data
did not permita longitudinalstudyof thepredictive power
of older botnets.Futurework will identify factorsthat af-
fect the validity of derived α(t) valuesover an extended
timeperiod.

Anotherlimiting factorin our modelcomesfrom thein-
troductionof additionalpropagationmechanisms.Many
instancesof malware, e.g., phatbot[LUR04], spreadus-
ing many different infection vectors,suchas e-mail, ran-
dom scanningandlocal exploits. Our modeldoesnot ad-
dressmalware that combinesadditionaltypesof propaga-
tion techniquesin subsequentreleases.Futurework will
exploretechniquesto identify dominantpropagationmech-
anismsusedin malware,andhybrid modelsderived from
differentbotnetswith distinctα(t) values.

3.6.2 Release Times

The short-termspreadof a worm will vary, dependingon
thetime of releaseandthedistribution of theaffectedpop-
ulation acrossdifferent time zones. Knowing the optimal
releasetime for a worm will help us improve surveillance
andresponse.To identify theoptimalreleasetime,we per-
form thefollowing steps:

• Obtainthe scanrateη andscanningdistribution, and
vulnerablepopulationfor eachzone;

• Obtaintheα(t) valuesfor eachzone;and

• UsingthediurnalmodelEqn.(5) to calculate(numer-
ical solution) the infectedpopulationsix hoursafter
releasefor differentreleasetime to derive theoptimal
releasetime.

As anexample,we identify anoptimal releasetime in a
scenariowheretheworm uniformly scansthe Internetand
all threediurnal groupshave the samenumberof vulner-
able population,i.e., N1 = N2 = N3. The diurnal dy-
namicsof differentgroupswill not mattermuchfor a very
slow spreadingworm thatneedsto spreadout with at least
several days. It alsodoesnot mattermuchfor a very fast
spreadingworm that can�nish infectingall onlinevulner-
able hostswithin an hour — its infection rangeis solely
determinedby the populationof current online comput-
ers.Therefore,we studythepropagationof a middle-speed
worm that canspreadout in several hours. For example,
CodeRed is one suchworm, which �nished its infection
in 14 hours[Moo02a]. For this reason,we studya Code
Red-like worm that has the total vulnerablepopulation
N1 + N2 + N3 = 360, 000, andη = 358/min [ZGGT03].
For thepurposeof studyingworm releasetime,we assume
γ = 0.

Figure8(a)showsthepropagationof thewormwhenit is
releasedat 00:00,06:00and12:00UTC time, respectively.
It clearly shows the impactof the diurnal phenomenonon
a worm'spropagationspeed.Referto thediurnaldynamics
shown in Figure3, theworm releasedat 12:00UTC propa-
gatesfasterthantheotherwormsattheinitial stage,because
it catchesthe largestportion of the vulnerablepopulation
onlinein thefollowingseveralhours.Notethattheseresults
areparticularto thebotnetunderconsideration,andnot all
bots.Otherbotnetswill of coursehavedifferentgrowth pat-
terns,basedon their uniqueα(t) values.

Figure8(b) shows thesamephenomenonfrom a differ-
ent perspective. Herewe considerthe maximuminfected
populationsix hours after a worm is released. (We se-
lect six hoursasanestimatedtime requiredfor antivirusor
worm monitoringefforts to generatea signaturefor a new
worm [Mar04].) Theworm propagatesmostwidely within
six hours when it is releasedaround12:00 UTC, which
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is 9:00pmin Tokyo and SouthKorea, 8:00pmin China,
7:00amin US Eastern.Whenthe botnetstartsto grow, it
capturessomeof the evening usersin Asia, the mid-day
populationin Europe,andtheearlymorningusersin North
America. Six hours later, the Asian populationhas de-
creased,but hasbeensubstantiallyreplacedby theevening
Europeanandmid-dayNorth Americanusers.Thus,by re-
leasingat 12:00UTC, the worm capturessigni�cant por-
tionsof all threepopulationgroupswithin six hours.

If we comparethe propagationspeedwhen a worm is
releasedat 00:00UTC and06:00UTC, we canseethatthe
worm releasedat 00:00UTC propagatesfasterin the �rst
several hours(asshown in Figure8(a)). However, it will
slow down its infection speedand infectsslower than the
otheroneafter8 hours.

This interestingobservation hasimportantimplications
for network administrators.Supposetwo wormsbreakout,
with thesimilar infectionability anddiurnalproperties,and
arereleasedat 00:00and06:00UTC, respectively. We no-
tice thespreadof the00:00worm seemsmorerapidat �rst
thanthe otherone. (We might observe this by witnessing
lotsof sensoralerts).Justusingη or analertrate,we might
concludethatsomehow thisworm is spreadingrapidly, and
is more urgent. So we might want to prioritize response
over the06:00worm. But, if we know bothwormshave a
similar diurnal property, we know that the 06:00worm is
a higherpriority, even thoughit is spreadingat a slightly
slower ratein the�rst few hours.

Beingableto distinguishwormsbasedon their optimal
releasetimesis usefulto securityresearchers.For example,
it canbetterdeterminethedefensepriority for two viruses
or worms releasedin sequence. As noted, malware of-
ten goesthroughgenerationalreleases,e.g., worm.A and

worm.B, wherethe malwareauthorimprovesthe codeor
addsfeaturesin eachnew release.The diurnal model lets
uscritically considerthesigni�canceof codechangesthat
affect S(t) (the susceptiblepopulation). For example, if
worm.A locally affectsAsia, andworm.B thenaddsa new
featurethatalsoaffectsEuropeanusers,thereclearly is an
increasein its overall S(t), andworm.B might becomea
higher priority. But when worm.B comesout, relative to
whenworm.A started,playsan importantrole. For exam-
ple, if the Europeanusersarein a diurnal low phase,then
thenew featuresin worm.Bdonotposeanimmediatenear-
term threat. In sucha case,worm.A could still posethe
greaterthreat,sinceit hasalreadyspreadfor severalhours.
Ontheotherhand,if worm.Bis releasedata timewhenthe
Europeancountriesare in an upward diurnal phase,then
worm.B could potentiallyovertake worm.A with the addi-
tion of the new victims. The diurnal model exposesthis
non-obviousresult.

Our model lets researcherscalculateoptimal release
timesfor wormsandthereforerankthembasedonpredicted
short-termgrowth rates. We note worm writers cannot
similarly usethemodelto maximizetheshort-termspread
of their malware. Being able to calculatethe appropriate
time of day to maximizean infection requiresthebotmas-
ter to know thediurnalshapingfunctionfor eachtimezone.
Worm writersmight know η, andotherimportantvariables
in Eqn.(5). But α(t) is necessaryto �nd anoptimalrelease
time, andis hard to know. In effect, worm writers would
haveto createtheirown distributedmonitoringprojectslike
[Ull05, YBJ04,Par04] to accuratelyderive diurnal shaping
functionsfor selectedregions. In this respect,administra-
tors potentiallyhave oneadvantageover botmasters.Ap-
propriatedetectionandresponsetechnologiescanleverage



thisknowledge.

4 Related Work

Botnetsarea fairly new topic for researchers,but have
beenaroundfor almosta decade[CJ05]. Somework fo-
cuseson the symptomscausedby botnetsinsteadof the
networks themselves. In [KKJB05], the authorsdesigned
setsof Turing tests(puzzles)that usersmust solve to ac-
cessover-taxedresources.We furtherdistinguishour work
from the extensive literatureon DDoS tracebackand de-
tection,[MVS01], in thatour approachattemptsto predict
botnetdynamicsbefore they launchattacks.

A few researchershave notedtechniquesfor detecting
bots using basic misusedetectionsystems[Han04], and
IRC traces[Bru03]. Theseinvestigationsfocus on track-
ing individual bots(e.g.,to obtaina binary),while oursfo-
cusesoncapturingthenetwork cloudof coordinatedattack-
ers.Theonly otherresearchdirectly on counteringbotnets
(asopposedto individualbots)is [FHW05]. Theauthorsin
[FHW05] usehoneypotsto in�ltrate the C&C network of
botnets.

Our modeling work is part of a long line of com-
puter virus propagationstudies. In [TAC98], the au-
thors presentedmodels for the spread of viruses and
trojans. Epidemic modeling of viruses was discussed
in [KW91], and later in [MSVS03,WW03]. Mod-
els have also been proposedfor a few famousworms,
including CodeRed[ZGT02, Moo02a,Sta01] and Slam-
mer [MPS+ 03]. In [ZTG04], the authorsnotedthe need
to createnew modelsthat capturenew transmissioncapa-
bilities (e.g.,email)usedby worms.

Our studyof diurnal behavior in malwarehasimplica-
tions for researchinto worm epidemics. In [MVS05],
the authorsspeculatedabout the ability of worms to halt
spreading(and therebybecomemore stealthy)after sens-
ing that the vulnerablepopulation had saturated. The
pronounceddiurnal behavior we notedsuggeststhat self-
stoppingwormsmaybecomemisleadabouttheabsenceof
victims online,particularlyif their spreadtime is lessthan
onediurnalphase(i.e., than24hours).

A signi�cant early work on botnetsis [CJ05], which
notesthe centralizedcontrol structuresusedfor datacol-
lectionin Section2. We agreewith [CJ05]centralizedbot-
net C&C is not always guaranteed,and more researchis
needed.Ourmodeltrackspropagation,andis orthogonalto
thisview.

Bots areoftenspecialpurposeworms,andsoour work
relieson muchof theexisting worm literature. The utility
of ourmodelassumesadministratorscandetectandanalyze
wormsin asomewhatautomatedfashionto derivethescan-
ning rateandidentify thetargetvulnerability. We have not
discussedthis in detail, becausetools like honeyd [Pro03]

andothers[YBP05,DQG+ 04] have convincingly demon-
stratedtherequireddetectioncapability.

Biologicalmodelsof epidemicshaveof coursenotedthe
importanceof dormancy in propagation[DH00]. This cor-
respondsto thediurnalfactorsin our model,which models
night-timeasa form of limited naturalquarantineor dor-
mancy in the malware. Similarly, biological modelshave
noted the importanceof spatial dispersion,demography,
andotherothercategorical factorsin propagation[DG99].
To a limited extent, this correspondsto the role playedby
zones(geographiclocation)in our time zonemodel.Com-
putermodelsof malware,andour model in particular, are
different from theseapproaches,since contact is not re-
strictedin acomputernetwork,andtransmissionmayoccur
betweenany peerson theInternet.

5 Conclusion

Botnetswill continueto grow and evolve, and the re-
searchcommunityneedsto keeppace.Time zonesplay an
importantrole in botnetgrowth dynamics,andfactorssuch
astime-of-releaseareimportantto short-termspreadrates.

The datawe observed in our sinkholerevealedthe im-
portanceof time zonesandtime of day, andmotivatedthe
creationof a diurnalmodel.Themodelwasmoreaccurate
than the basicSIR modelscurrently used,andaccurately
predictedbotnetpopulationgrowth. Further, knowledgeof
thediurnalshapingfunctionsletsoneidentify releasetimes
that maximizemalware. This allows oneto comparetwo
given botnets,andpriority rank thembasedon short-term
propagationpotential. Sincederiving the diurnal shaping
function (α(t)) for eachtime zonerequiresextensive data
collection,botmastersareunlikely to accuratelypredictop-
timal releasetimes.

5.1 Futur eWork

Our future work will also extend the diurnal model to
addressemail spreadingviruses. By studyingthe rate of
propagationandnew victim recruitmentobserved in sink-
hole studies,we hopeto derive a moreaccuratemodelof
email virus propagation.We will also identify new tech-
niquesto samplebotnetpopulations,sothatwe canfurther
studybotnetsthatdonotusecentralizeC&C systems.

Our work sofar hasidenti�ed time zoneandtime of re-
leaseastwo key factorsin short-termviruspropagation.We
planto investigateotherpossiblevariables,suchasthemix
of operatingsystems,hotpatchlevels,andthemix of appli-
cationsusedon infectedsystems.
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