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Abstract

Time zones play an important and unexplored role in
malware epidemics. To understand how time and loca-
tion affect malware spread dynamics, we studied botnets,
or large coordinated collections of victim machines (zom-
bies) controlled by attackers. Over a six month period
we observed dozens of botnets representing millions of vic-
tims. We noted diurnal properties in botnet activity, which
we suspect occurs because victims turn their computers off
at night. Through binary analysis, we also confirmed that
some botnets demonstrated a bias in infecting regional pop-
ulations.

Clearly, computers that are offline are not infectious, and
any regional bias in infections will affect the overall growth
of the botnet. We therefore created a diurnal propagation
model. The model uses diurnal shaping functions to capture
regional variations in online vulnerable populations.

The diurnal model also lets one compare propagation
rates for different botnets, and prioritize response. Because
of variations in release times and diurnal shaping functions
particular to an infection, botnets released later in time may
actually surpass other botnets that have an advanced start.
Since response times for malware outbreaks is now mea-
sured in hours, being able to predict short-term propagation
dynamics lets us allocate resources more intelligently. We
used empirical data from botnets to evaluate the analytical
model.

1 Introduction

Epidemiological models of malare propagationare
maturing. Earlier work usedsimple susceptible-infected
(SI) modelsto measurethe total infected populationover

time [ZGT02]. Follow-up work signi cantly expanded
this analysis to include patching behaior (resistance)
in susceptible-infected-regered(SIR) models[KRDO4].

Despite thesemary improvements,much of our under

standingof computerworm epidemiologystill relies on

models createdby the public health community in the

1920s[DG99].

Continuedimprovementsin worm models will come
from two areas: an improved understandingf the prob-
lem domain,andimprovedability to respondwhich makes
new factorsrelevant to a model. Improvementsbelong-
ing to the rst category canbe foundin morerecentanal-
ysis suchas [SMO04], which tracedsigni cant worm out-
breaksand [ZTGC05WPSCO3WSP04]whichexamined
a speci ¢ type of routedworm, and [ZTG04], which ex-
aminesspeci ¢ typesof propagation(e.g.,e-mail). Model
enhancementdelongingto the secondcateyory are far
fewer. Sofar, quarantine-basednalysishasbeenthe pri-
mary response-orienteithprovementto malare propaga-
tion modelgZGT03,PBS 04,MSVSO03].

Ourwork belongsto this seconccategory, andbuilds on
recentimprovementsin responseechnologies. Over the
previous years, efforts at creating Internet-widemonitor
ing networks have yielded someresults. Distributed sens-
ing projects[UII05, YBJ04,ParO4]cantake somecreditfor
helping reducethe responseime for wormsto hoursin-
steadof days. Anti-virus companiessimilarly respondto
outbreakftenwithin hours[Mar04].

Thisimprovedresponsenakestime a morerelevantfac-
tor for worm models.In Section3 we notehow time zones
play a critical role in malware propagation. Now that re-
sponsdimestake only hours[Mar04], andareoftenlocal-
ized,modelsof malwarespreadinglynamicsmustsimilarly
improve.

In additionto time, we also note that location plays a



critical role in malare spreading. Somemalware tends
to focuson particulargeographiaegions,correspondingo
differentmarket segmentsfor vulnerablesoftware (e.g.,a
languageeditionof anoperatingsystem).We combineboth
of thesefactorsin modelsthat considerthe importanceof
time zones(literally, time and zonelocation)in propaga-
tion.

Our researchooks at propagatiordynamicsin botnets.
We studieddozenof botnetscomprisedf millions of indi-
vidualvictims overasix monthperiod.Our studyof botnets
revealsanintriguing diurnal patternto botnetactwity. Our
modelexplainsthis behaior, andhastwo principal bene-

ts: (a)theability to predictfuturebotnetpropagatiorchar

acteristics,for thosebotnetsusing similar vulnerabilities,
and(b) the ability to priority rank malwarebasedon time-
of-releaseandregionalfocus,sothatresourcesredevoted
to fasterspreadingotnets.

Section 2 providesa backgrounddiscussiorof botnets,
anddetailsour datacollectionefforts. In Section3, we pro-
vide a model of botnetpropagation. After noting related
work in Section4, theconclusionin Section5 suggest$ur-
therareasof study

2 Background

Using automatedscannersand tools, attaclers have
caned out a large portion of the Internetas continuously
infectednetworks. Thevictims arebotsor zombiesn large
networks, or botnets controlledby haclers. Therearetens
(if not hundreds)f millions of suchvictims on the Inter-
net[Dag05]. Someestimateshold that over 170,000new
victims are compromisedeachday [Cip05]. Indeedit is
hardly possiblefor home usersto purchasea nev com-
puter and successfullyupdate before becomingattacled.
The “vulnerability window”, or the time beforea random
infection strikes a nev computer is often less than 20
minutes. As a result, othershave obsened that a “bot-
netis comparabldo compulsorymilitary servicefor win-
dows boxes”[The05a].For ageneraliscussiorof botnets,
see[CJ05,SS03;The05a].

For purpose®f modeling,we canthink of botnetsashet-
erogeneousollectionsof infections. They are composed
of the victims reapedfrom different viruses, worms and
trojans. Thus, botnetsare correctly referredto as either
viruses,wormsor trojans,dependingon the context. The
original infectionscompelthe victims to run bot programs,
which allow for remoteadministration.

Victims are usually spreadover diverse parts of the
world, but can be concentratedn particularregions, de-
pendingon how the underlyinginfectionspropagate.For
example,someattackstarget a particularlanguageedition
of anoperatingsystempor usearegionallanguagespartof
asocialengineeringploy. Suchfactorstendto concentrate

thevictim populationin aparticularocation.(We speculate
that this may explain why moste-mail virus propagations
usesimpleEnglish,to maximizeits appeal.)Theseregional
variationsin infectedpopulationgplay animportantrole in
malarespreaddynamics.

2.1 Data Collection

To controlor “rally” theirbotnetspotmastergorcetheir
victims to contact command-and-contro{C&C) seners
(e.g.,anIRC sener, awebpageor e-mail). Onceconnected
to the seners,the botsaregiveninstructions,put to work,
or madeto downloadadditionalprograms.If suchcentral-
ized seners are recovered,botmastersan merely update
DNS entriesto pointto a new centralsener. This practice
is known as*“herding” a botnetto a new location. While
suchcentralizeccontrolmaynotbethefavoredtopologyfor
muchlonger[Dag05,CJ05], we can manipulatethis com-
monfeatureof botnetsto performsimpledatacollection.

To gathembotnetdor study weidenti ed botnetghrough
varioustraditionalmeange.g.,hong/pots),andthenmanip-
ulatedtheDNS servicefor the C&C sener, sothatall traf ¢
wassentto our sinkholefor study Thesinkholeswereused
to runtarpits[Har02,Lis01], hone/pots[Spi03,Pro05],and
light-weightresponders.g.,[Pro03 Kre03]. For moredis-
cussionof network respons@ptionssee[YBPO5].

Our sinkholeredirectionwas accomplishedoy several
steps First, usingcapturednalware(e.g.,from ahoneypot,
spamlter , honeyd, andothercommonlyavailablesources),
we identify the commandand control sener usedby the
botnet.Thiscanbedoneby unpackinghebinary(e.g.,with
the help of tools suchasIDA Pro,or PEID [JQsx05]anda
hex editor)andscanninghe binaryfor DNS resolutionop-
erations,(e.g.,gethostbyname (3)). Thisis alsodone
lesspreciselyby observingthe malware's rallying beha-
ior in an emulator(e.g., a virtual hong/pot). The latteris
lessreliable becausenalware may selectvely resole one
of mary encodedC&C domains,or behae differently in
the emulator[Hol05]. Hand-driven binary analysis,how-
ever, canusuallyrevealthe malwaresrallying behaior.

Second,we thenidentify the DNS Start of Authority
(SQA) for thecommandandcontrolbox usingwell-known
techniquedRIP05]. We then contactthe registrarfor the
domain and the DNS authority and instruct them to ei-
ther “park” the DNS (so that, for example,an RFC 1918
non-routableaddresss returned),or to supply an A-Rec
for asinkhole,or asimilar suitableRecordRespons€RR).
We followeda strict one-ip-pefbotnetrule, to facilitatethe
studyof singlebotnets.For mostbots,we alsousedayer7
sinkholeg(i.e.,honeyd, or similar scripts)insteadof layer4
sinkholege.g.,routingblackholes}o preventrandomscans
from beingconfusedwith actualbotnetparticipation.

Conceptually one might think of this capturingtech-



nigue as a form of DNS self-poisoning,exceptthat alter

ing the DNS entry for the bot domainis donelegitimately;

in accordancevith the DNS operators policies, and with

the permissionand cooperatiorof all relevant authorities.
In our study we worked with several DNS operatorsvho
agreedto redirectbot victims to our sinkhole. The oper

atorswould enterCNAME recordsin their DNS senersto

pointvictimsto our sinkhole.

Sinceall the botnetsbeing studiedusedDNS to locate
their C&C sener, redirectioncapturedmost of the bot-
netmembers.Throughbinary analysis,we con rmed that
the botsdid not usehard-codedP addressesWe alsore-
stricted our study to non-public seners, so no legitimate
traf ¢ pollutedour datacapture. Our sinkholescompleted
3-way TCP handshakswith victims, sothatrandominter-
net SYN scansdid not skew our populationcounts. Fur
ther, by settingazeroTCPwindow, our sinkholeprevented
mostbotsfrom disconnectinde.g.,throughanapplication-
layer idle timeout), and then reconnectingafter changing
dynamicaddressesThisreducedhenumberof victimsthat
weredouble-countedueto DHCP churn.

Thesetechniquesyield what we believe is a fairly ac-
curatepopulationcountfor aninfection. Nonethelessour
dataprobablydid have casualpon-maliciousonnectiorat-
tempts,andcertainlyhadsomeamountof DHCP churn.

Thus, while othersmodelsuse trace les from large
“internet telescope”structuresto infer which machines
scanningthe internetsharea commoninfection [Moo02b,
YBPO5], we believe our simple datacollectiontechnique
yields accuraterace les for eachinfection. More impor-
tantly, thistechniquecanpotentiallydistinguishtwo botnets
that usethe sameinfection, while scan-basedensorsnay
associatehe traf c togetherbasedon port numbers. Sig-
ni cantly, we alsolearnwhich victims areassociatedvith
whichbotnet,basedon the domainthey attemptto resole.

Thus,althoughour datacollectiontechniquefocuseson
botnetausingcentralizedNS (currently themostcommon
rallying techniqueusedby botnets)we do not have to cor-
relate scansfrom diversesourcesto infer the structureof
the botnet. We were ableto direct some50 botnetsto the
sinkholeover a six month period. Our sinkhole captured
botnetsrangingfrom just a few hundredvictims to tensof
thousandsf victims. Onebotnetfeaturedver350,000vic-
tims,arecord[CJO5].

One might wonder whetherthis redirectiontechnique
yieldsdataaboutwormsinsteadof botnets After all, mary
of the botnetsarecreatecby worms. The questionis: How
is redirectiondifferentfrom traditionalworm measurement
techniques?We believe redirectionmeasuredotnets(as
opposedo just worms)becausehetraf c yield is entirely
relatedo thecommand-and-contraif amaliciousnetwork.
Worm measurementechniquesby contrast,tendto col-
lect scansby worms (i.e., propagationattempts),and do

notusuallycapturethe coordinatingnessagebetweerbots
andbotmastergi.e., DNS resolutionof the command-and-
controldomain).SinceDNS redirectiongivesusthe oppor
tunity to witnessonly thecommand-and-contretaf c, and
notthe propagatiorattemptspurtechniquemeasureprop-
ertiesof botnetsyegardlesof how the underlyinginfection
spreads.Thus,the modelwe proposeis for botnets albeit
botnetscreatedby worms.

The datacollectiontechniquds not the focusof the pa-
per, anddeseresmorecarefulseparatstudy We welcome
input from the researclcommunityon what other factors
(besideur useof command-and-controhessageg)ermit
themeasuremerdf botnets. Additionally, we acknavledge
thattherearecertaintypesof botnetshatwould evadesuch
measuremerdfforts. We merelyuseredirectionto quickly
performpopulationcountson botnets.In section3 we dis-
cussparticularbotnetsin detail usedto derive our diurnal
propagatiormodel.

3 Model of Botnet Growth

Our goalis to useour obsenationsof previous botnets
to predictthe behaior of future botnets. Botnetsare so
widespreadhatwe needatechniqueto comparatiely rank
them,andhelp prioritize responsesExistingmodelslet us
predictthe total botnetpopulationover lengthy periodsof
time (e.g.,overdays).But sincemostvirusesusecto spread
infectionsareshortlived, we needa modelthatcanpredict
short-termvariationsin populationgrowth.

Further existing modelstreatall vulnerablepopulations
asthe same. Our obsenationsof botnets,however, shav
thatthey usea heterogenoumix of differentinfectionsex-
ploiting differentsetsof vulnerabilities pftenin distinctnet-
works,with variablebehaior acrosgime zones.We there-
foreneedamodelthatcanexpresdifferencesn susceptible
populationsandgaugehow this affectspropagatiorspeed.

Therearea variety of reasonsvhy existing modelshave
not examinedfactorssuchastime zones.First, corverting
a network addressnto a time zone(or geographiaegion)
is dif cult, asnotedin [Mic05], andtherearefew available
resourcese.g., [Coo03]. Secondsincethe earliermodels
wereproposedthe stateof theart for response@ndquaran-
tine hasimproved. Most antivirus companiecanissuesig-
natureupdatesn underl2 hours(or less),sounderstanding
the short-termgrowth of awormis morerelevant.

For our model,we make anotherobsenationaboutbot-
netbehaior. We were rst struck by the stronglydiurnal
natureof the botnetstrappedin the sinkhole. Figure 1(a)
shaws atypical plot of SYN ratesover time, brokendown
by geographicregions, for a large 350K memberbotnet.
This patternrepeatedtself for bothemail-spreadingvorms
and scanningworms obsened in the sinkhole. A logical
explanationis that mary usersturn their computersoff at



night, creatinga sortof naturalquarantingperiod,andvary-
ing the numberof victims availablein a geographicale-
gion.

Suchsigni cant changesn populationsovertime surely
affectspropagatiomrates.To modelthe stronglydiurnalbe-
havior of botnetsobsenedin Figure1(a), we analyzebots
groupednto time zones.Considera very simpli ed model
representeth Figurel(b),whereonehostis shovnin acol-
umnof time zones,I'Z. In the rst hour, the infectedhost
in TZ; infectsTZ;_1 andT Z;+1 ; however, sinceTZ;_1
is experiencinga low diurnal phaseat Hour;, (e.g., night
time, representetby diagonalizedshadedboxes),the mal-
ware doesnot spreadfurther until several hourslater (in-
dicatedby a dashedine). By contrast,the infection sent
toTZ;+1 spreadsmmediatelyonly laterenteringadiurnal
phase.

This conceptuaimodelexaggerates key propertyof the
diurnal model: different propagationrates,dependingon
time zoneandtime of day. Time Zonesnotonly expressel-
ativetime, butalsogeographylf therearevariablenumbers
of infectedhostsin eachregion, thenthe “natural quaran-
tine” effect createdoy arolling diurnallow phasecanhave
asigni cant impacton malwarepopulationsandgrowth.

Below, we describeamodelto expresghevariablenum-
ber of infectedhosts,time zones,andregionsof the Inter
net that we obsened in the empirical data. We thentest
this model againstother obsened botnets. The modelin
turn lets us estimateshort-termpopulationprojectionsfor
a givenworm, basedon its regional focus,andthe time of
day. The modelalsotells uswhenbotsspreadfastestand
allows usto comparethe short-termt‘virulence” of two dif-
ferentbots. Thisin turncanbeusedto improve suneillance
andprioritize response.

3.1 Time Zone-BasedPropagationModeling

We modelthecomputersn eachtime zoneasa “group”.
Thecomputersn eachtime zonehave the samediurnal dy-
namics,no matterwhetherthey areinfectedor still vulner
able. In our model, the diurnal property of computersis
determinedy computeruserbehaior, not by theinfection
statusof computers.If a userchangesis diurnalbehaior
becauséne discorershis computeris infected,thenwe as-
sumethe computerwill quickly be patchedor removed by
theuser

The numberof infected hostsin a region varies over
time. Sowe de ne «(t) asthe“diurnal shaping function”,
or thefractionof computergthathave the vulnerability be-
ing exploited by the botnetunderconsideration)n a time
zonethatis still on-lineattime ¢. Therefore,a(t) is a pe-
riodical functionwith the periodof 24 hours.Usually; «(t)
reachedts peaklevel atdaytimeandits lowestlevel atnight

whenmary usergyoto sleepandshutdavn theircomputers.

Not all the computersareshutoff at night, of course.Soin
modelingandexperimentswe canderive «(t) for a given
time zonebasedn monitoredmalicioustraf c.

In the following, we rst derive the worm propagation
diurnal modelfor a singletime-zoneby assumingcomput-
ersin thetime zoneform a closednetworking system.We
thenderive thediurnalmodelfor theentirelnternetby con-
sideringmultiple time zones.

3.2 Diurnal Model for a SingleTime Zone

First, we considera closednetwork within a singletime
zone.Thus,all computersn the network have the samedi-
urnaldynamics.De ne I(t) asthenumberof infectedhosts
attime ¢; S(t) asthe numberof vulnerablehostsattime ¢;
N (t) asthe numberof hoststhat are originally vulnerable
to theworm underconsideration.

We de ne the populationN (t) asa variablesincesuch
a model coversthe casewherevulnerablecomputerscon-
tinuously go online asa worm spreadut. For example,
this occurswhenaworm propagatesver multiple days.To
considerthe online/ofine statusof computerswe de ne
I'(t) = «(t)I(t) asthe numberof online infected hosts;
S’(t) = a(t)S(t) asthenumberof onlinevulnerablehosts;
N'(t) = «a(t)N(t) asthe numberof online hostsamong
N(t).

To capturethe situation where infected hosts are re-
moved, we extend the basic Kermack-Mckendrick epi-
demicmodel[DG99]. We assumehatsomeinfectedhosts
will be removed from the worm's circulation due to (1)
computercrash;(2) patchingor disconnectingvhenusers
discover the infection. De ne R(t) asthe numberof re-
moved infected hostsat time ¢. Justasin a Kermack-
McKendrickmodel, we de ne dlz(tt) = ~I'(t), (wherey
is theremoval parameterbecausén mostcaseonly online
infectedcomputercanberemoved.

Thentheworm propagatiordynamicsare:

dI(t) _dR(t)

s - (1)

whereS(t) = N(t)—I(t) — R(t). B isthepairwiserate
of infection in epidemiologystudy [DG99]. For Internet
worm modeling,5 = n/Q [ZTGO05] wherey is theworm's
scanningrateand( is the size of the IP spacescannedy
theworm.

FromEqgn. (1), we derive the worm propagatiordiurnal
model:

T o2 IV @) ~ 1)~ RO -0 ()10) @)

Thissimplediurnalmodelcanbeusedto modeltheprop-
agationof regional virusesor worms. For example, it is
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Figure 1. (a) Botnet activity by geographic region. (b) General conceptual model of diurnal botnet

propagation.

well known that virusescan focus on speci ¢ geographic
regions[Tre05], e.g., becausef the languageusedin the
e-mail propagatiorsystem.Similarly, wormscanusehard-
codedexploits particularto a language-speci oversionof
anOS(e.g.,awormthatonly successfullyattacksWindows
XP Home Edition Polish.) For theseregional worms, the
infectionoutsideof asinglezoneis negligible andtheinfec-
tion within thezonecanbeaccuratelynodeledby Eqgn.(2).

If we donotconsidediurnaleffect,i.e.,a(t) = 1 atary
time, thenthediurnalmodelEqn.(2) is simpli ed as:

PO s1ww ) - 1) - Be) 100 @)

This is exactly the traditional Susceptible-Infectious-
Remaal (SIR) model[DG99].

3.3 Diurnal Model for Multiple Time Zones

Wormsareoftennotlimited to ageographicegion,how-
ever. Somemalvare contain enormouslookup tables of
buffer-over ow offsetsfor eachlanguageedition of Win-
dows [The05b].

Accordingly, we modeltheworm propagatiorin the en-
tire Internetacrossdifferenttime zones. Sincecomputers
in onetime zonecould exhibit differentdiurnal dynamics
from the onesin anothertime zone,we treatcomputersn
eachzoneasa“group”. Thelnternetcanthenbemodelecdas
24interactve computemgroupsfor ~ 24 time zones® Since

1There are more than 24 time zones, but we simplify things for the sake

mary of thetime zoneshave negligible numberof comput-
ers(suchasthe zonesspanningpartsof the Paci ¢ Ocean),
we considemvorm propagatiorin K timezoneswhereK is
smallerthan24.

AssumeN;(t), S;(t), I;(t), R;(t) asthenumberof hosts
inthetimezonei (i = 1,2, - - -, K) thatcorrespondo N (¢),
S(t), I(t), R(t) in the previous model Eqn. (2); «;(t) is
the diurnal shapingfunctionfor the time zonei; 3, is the
pairwiserate of infection from time zonej to time zone
1; v; is the removal rate of time zonei. Consideringthe
worm infection acrossdifferenttime zones,we canderive
theworm propagatiorfor time zonei:

dL() S e dRi(1)
G~ 2 PlOSI0 - =5 @)
whichyields:
WL = i (8)[Ni(t) — Lit) — Ri(t)]
Y B (1) I(t) (5)

=0 ()1 (1)

For a uniform-scanvorm, sinceit evenly spread®utits
scanningrafc tothelP spaceg;; = n/Q,Vi,j € K. For
wormsthatdo not uniformly scanthe IP spacethe authors
in [ZTGO05] demonstratedhat 3;; = n;;/S2; wheren;; is
thenumberof scanssentto groupi: from aninfectedhostin
groupj in eachtime unit; and{?; is the sizeof the IP space
in group:s.

of discussion.



Whenwe discover a new worm propagatingn the In-
ternet,we canusethe diurnal model Eqn. (5) by inferring
the parameters;; basedon monitoredhoneypot behaior
of scanningtrafc. As notedabove, mary honeypot sys-
temscan obsere all outgoingscanscreatedby a trapped
worm [Pro03]. We thereforeinfer theworm's scanningar-
getaddressglistribution basedn reportsfrom multiple hon-
eypots. Thenwe canderive n;; basedon theworm's scan-
ning distribution andrate.

3.4 Model Limitations

There are of coursesereral limitations to our model.
First, our diurnalmodelis not well suitedto modelworms
propagatingvia email. Unlike scanningwormswherema-
licious codesdirectly reachvictim computers,malicious
emailaresavedin email senersbeforeusersretrieve them
onto their own computers.Whena computeris shutdown
andits usergoesto sleepat night, the maliciousemail tar
getingthe useris notlostasin the caseof scanningvorms;
the infection effect of thesemaliciousemail will shav up
oncethe userchecksemail later Therefore,the propaga-
tion dynamicsI (¢) attime¢ will benotonly determinedy
currentinfectionasshavn in Eqn. (1), but alsodetermined
by previousinfectiondynamics.

Secondfor non-uniformscanningworms, asexplained
after Eqn. (5), we needto know the worm scanrate and
scanningspacesizein eachgroup(or time-zone)n orderto
usethe multiple time-zonediurnalmodelEqn. (5). For this
reasonwe needto have a soundworm scanningmonitor
ing systemin orderto usethe diurnalmodelaccuratelyfor
modelingof non-uniformscanningvorms.

3.5 Experiments

We wishto validateour modelusingempiricaldata.Fur-
ther, we wishto explorewhetherthemodelcananalytically
distinguishbotnets,basedon their short-termpropagation
potential. We selectedh large (350K member)botnetfrom
our collectionof obseredbotnets sinceit hadthe mostdi-
versegeographicabispersionof victims. The binary for
the botnetwasobtainedfrom AV compaly hongypots,and
analysiscon rmed thatthe malwareusedrandomscanning
for propagationanda singledomainfor rallying victims.

Our experimentsimpli es the numberof time zonesto
a manageabl@umber Usually computerdn neighboring
time zoneshave the similar diurnal property— this phe-
nomenahasbeencon rmed by our monitoredbotnetactiv-
ities. For example,Figure 1(a) shavs Europearcountries
with very similar diurnaldynamics.Therefore|t is corve-
nientandaccurateto modelthe Internetas several groups
whereeachgroupcontainsseveral neighboringtime zones
thathave the similar diurnaldynamics.

In the following experimentswe considerthreegroups
of computersbecausehe infectedpopulationwas mostly
distributedin thesethreegroups: North America, Europe,
andAsia. The North Americangroupis composef US,
Canadaand Mexico; the Europeargroupis composef
Europeancountries;and the Asian group is composedf
China, SouthKorea, Japanand adjacentareas(e.g., Aus-
tralia). We notethatantivirus companiesimilarly organize
Internetmonitoringinto majorgroups:Asia, Europe North
America,andsoon[Tre05,Ull05].

Figure2 shavs the numberof SYN connectionsentto
the sinkholeper minute by the botnetsin eachgroup. The
time shown in X-axis is the 00:00UTCtime of the labeled
date. Sinceeachbot sendsout a similar numberof SYN
connectiorrequestso its botmasteperminute,thenumber
of infectedhostsin eachgroupis proportionako thenumber
of SYNs sentfrom eachgroup. Therefore,the curvesin
Figure2 representhenumberof onlineinfectedcomputers
astime goeson.

As shown in this gure, for the botnetwe are studying,
the Asian grouphasabouteighttimes moreinfectedcom-
putersthanthe North Americangrouphas(althoughthisiis
not true for otherbotnets).In addition,the numberof on-
line infectedhostsof the Asiangroupreachedts peaklevel
whenthis numberof the North Americangroupreachests
lowest level since the time differencebetweenthesetwo
groupsis around12 hours.

In the following, we study the propagationof a worm
basedon the diurnal model, Egn.(5), and the above three
groups. For simplicity, we assumethe worm uniformly
scansthe Internet,thus 5;; = n/Q,Vi,j € K. We also
assumehatall computersn thesegroupshave the samere-
moval rate~y. Sincethe numberof infectedhostsis propor
tional to the numberof SYN connectiongper minute, we
choosepopulationsof N1 = 15,000 for the North Amer-
ican group, N2 = 45,000 for the Europeangroup, and
N3 = 110, 000 for the Asiangroup. Thenwe deploy Mat-
lab Simulink [Mat05] to derive the numericalsolutionsfor
thediurnalmodelEqn. (5).

We wrote a programto automaticallyderive the dynam-
ics a(t) for eachgroup(andalsoeachcountry). The basic
stepsfor deriving «(t) include:

1. First,obsereall botnettraf c, andbreakdown victim
membershifpy geographigegion.

2. Secondprocesdhe datafrom aregion to derive «(t)
throughthefollowing steps:

e Split amonitoreddatasetnto segmentsfor each
day. Supposea monitoreddatasespansover n
days. Split the datasetinto n segmentswhere
eachsgymentcorrespondingo oneday contain-
ing thedatafrom 00:00:00UTCto 24:00:00UTC
in thatday.
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Figure 2. Number of SYN connections sent to the sinkhole per minute from each group by the botnet

e Normalizethe datain eachsegmentso that the
maximumvalue of the datain eachsegmentis
one.

e Averagethe datain all sggmentsto derive a pri-
mary «(t);

e In orderto remove the monitoring noise, nd a
polynomialto representy(t) by minimizing the
cumulative squareerror betweenthe polynomial
andtheprimary«(t) derivedin thepreviousstep;

e Normalizetheresultsothatthe maximumvalue
of a(t) is one.

Thediurnalshapingunction«(t) is a periodicalfunc-
tion, i.e., «(0) = «(T) whereT = 24 hours. Af-
ter the rst oneor two days, mary worms' infected
populationwill dropcontinuouslydueto patchingand
cleaningof infected computers. For this reason,the
a(t) derivedthroughtheabove proceduresisuallyhas
a(0) > «(24). If thisis thecasewe needanotherstep
to adjustthederived a(t) sothata(0) = «(24). Here
we usea heuristicalgorithmsuchthatthe shapeof the
a(t) is notdistortedmuch.

3. Third, placethe «(t) tableandits correspondingul-
nerabilityin a databasekeyedby vulnerability.

We followedthesestepsto derive «(t) for North Amer-
ica, EuropeandAsia, asshovn in Figure3(a). Studyingthe
diurnal dynamicsof North Americangroup, the time with
the fewestcomputersonline is around11:00 UTC, which
is 6:00amin US easterncoastand 3:00amin US western
coast. Figure 3(b) shavs the cumulative online vulnerable
populationacrossall threegroupsbeforethe worm begins
to spread.

Figure 3(a) clearly illustratesthe diurnal propertiesof
botnetsvisually suggestedby the SYN actwity plotin Fig-
urel(a). Thedistinctdiurnalbehaior of all threetime zone

x 10
3l ! --- Botnetdata ||
R —— Diurnal model
: -4 SIR model
2.5 i

4000 6000 8000

Time t (minute)

AnC L
0 2000

Figure 4. Comparison of models with botnet
traffic in the European group

groupsalsoshows thatcombiningmultiple hoursizedtime
zonesinto groupsdid not make the diurnal patternsindis-
tinguishableéfrom eachother

Having derivedvaluesfor «(t), we cantesthow well the
diurnal modelin Eqn. (5) cancapturea worm's propaga-
tion behaior in the Internet. Figure 4 shavs the number
of onlinebotcomputersn the Europeargroupobsenedby
our sinkholecomparedwith the analyticalresultsfrom the
model Eqgn. (5), andthe existing SIR model Eqn. (3). At
someinitial time labeledastime 0 in the gure, thebotbe-
ganto spread. After a while, the bot was discoreredand
enteredour sinkhole,and our datacollectionbegins. Fig-
ure 4 shaws that, comparedwith the SIR model Eqgn. (3),
the diurnalmodel Eqn. (5) is muchbetterin capturingthe
diurnalpropertyof aworm's propagatiorandthe active in-
fective populationsn theInternet.
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3.6 Practical Usesof Diur nal Models

The diurnal model Eqgn. (5) tells us when releasinga
wormwill cause¢hemostsevereinfectionto aregionor the
entireInternet. For wormsthatfocuson particularregions,
the modelalsolets us predictfuture propagationpasedon
time of release.Therole thattime zonesplay on propaga-
tionis intuitively obvious,but hasnotbeenexpressedn ary
previousmodel.

3.6.1 Forecasting with Pattern Tables

The derived «;(t) is not limited to the botnetunder ex-
amination,but insteadre ects the type of vulnerability ex-
ploited by the botnet. That s, differentbotnetsthat both
exploit the samevulnerability in Windows 2000 SP2will
likely have similar N;(t) (and thereforea(t)), assuming
thereareno otherregion-speci climiting factors. Thatis,
bothwormswill targetthesames;(t), if therearenodiffer-
enceqe.g.,languagdlifferencesuchasKoreanversusEn-
glish languageemail viruses)that would clearly favor one
time zone’s populationover another

Repeatedsampling of botnetsusing DNS redirection
notedin Section2 (andothertechniquesill concevably
yield anunderstandingf how vulnerabilitiesaredistributed
in differentzones. Since;(t) correspondso the type of
vulnerability being exploited, repeatedlyseeingmalware
targetthesameOS a w mayassisforecastingResearchers
caninfer the growth of future outbreaksbasedon previ-
ousattemptgo exploit the samevulnerability. Thus,when
a new bot appearstargeting a familiar vulnerability, re-
searchersanusetimely previousexamplego estimatehow
farandfastthebotwill spread.

Accordingly, we canbuild atableof thederivedshaping

functions,basedon obseredbotnetdata,andkey thetable
basedon otherheuristicsaboutthe worm (e.g.,the exploit
usedtheOS/patcHevelit affects,countryof origin). When
anev wormis discovered theseheuristicsareoftenthe rst

few piecesof information learnedfrom a hong/pot. One
canthenconsultthe table for ary prior «;(t) derivations,
andusethemto forecastthe short-termpopulationgrowth
of thebot, relative to its favoredzoneandtime of release.

To evaluate the forecastingcapability of our diurnal
model,we collectedmonitoredtracesof threebotnetsthat
exploited the samevulnerability [MicO4]. The agentsfor
thesebotnetswerereleasedn successionevidently asen-
hancementso prior versions.From our discussiorin Sec-
tion 3, thesebotnetsshould have similar diurnal shaping
functions,«; (t), for the sametime zoneor groupof zones.
We thereforeusedthe diurnalmodelderived from onebot-
netto predictthe propagatiordynamicsof otherbotnets.

Fig. 5(a) shavs the propagatiordynamicsof thesethree
botnetsin the Europeargroup. Eachdatapoint represents
the numberof SYN connectionrequestsobsened by our
sinkholewithin every half an hour. Becausdghesebotnets
appearedh differenttime periodstheirinfectedpopulation
weredifferentfrom eachothersincethevulnerablepopula-
tion in theInternetvariesovertime. We thereforeshow the
resultsby normalizingtheir SYN connectionsFigure5(a)
clearly shaws that botnetsexploiting the samevulnerabil-
ity have similar diurnaldynamics.The resultsof the North
AmericanandAsiangroupsshavnin Figs.6(a), 7(a),were
alsosimilar.

To evaluate the predictive capability of our diurnal
model,we derivetheparameterfor thediurnalmodelbased
on curve tting of datafrom Botnet1 for the European
group.Thenwe usethederiveddiurnalmodelto predictthe
dynamicsof the othertwo botnetsfor the sameEuropean
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group. Theresultsareshavn in Fig. 5(b). Again, the ab-
solutevaluesof thethreecurvesarenormalizedto be com-
parablewith eachother This gure shows thatwe canuse
thediurnalmodelto forecasthe propagatiorof botnetsus-
ing asimilarvulnerability. Similar predictiongfor the North
AmericanandAsiangroupsappeatin Figs.6(b), 7(b). The
predictive featureof the diurnal modelis not asgoodasin
the Europeangroup. Fig. 6(b) shavs that the online in-
fectedhostsin the North Americangroupis not assmooth
asin the Europeangroup, andthe Botnet 2 infectionsin-
creasedalightly afterthe rst two daysinsteadof dropping.
For the Asian group, Fig. 7(b) clearly shavs thatthe rst
two-dayshave a different patternthan the third day. We
speculateghat the North Americanand Asian groupshave
more noisebecauseountriesin thesegroupstendto span
numeroudime zoneswith large numbersof infectedindi-
viduals,andChinahasonetime zonefor theentirecountry
By comparisonthe Europeancountriestendto occupy a
single zone,and mostvictims arelocatedin the western-
mosttime zones.

As shavn in Fig. 5(b), the diurnalmodelcanpredictthe
dynamicsof botnetsbut nottheirinfectedpopulation.(Re-
call thatthe modelderivesa(t) values,which describethe
relativefractionof usersonline.) Therearesomeotherways
to predictvulnerableor infected populationsfor an Inter-
netvirus or worm. For example,Zou et al. [ZGGTO03] pre-
senteda methodto predictthe vulnerablepopulationbased
onaworm'sinitial propagatiorspeedandits scanraten.

We note that the derived diurnal dynamicsof a botnet
have an unknown shelflife. If a modelis derived from a
botnet, its predictve power decaysover time, sinceusers
migrateto new platforms,cleanmachinesor replacesquip-
ment. The botnetsstudiedin the exampleabove all took
placewithin the same3-weekperiod. Sincemablareis of-
tenreleasedn rapidsuccessiolfe.g.,version.Aversion.B,
etc. of the sameexploit), long-termchangesn victim pop-
ulationsmight not affect short-termforecasting. Our data
did not permita longitudinalstudyof the predictive power
of older botnets. Futurework will identify factorsthat af-
fect the validity of derived «(¢) valuesover an extended
time period.

Anotherlimiting factorin our modelcomesfrom thein-
troduction of additional propagationmechanisms. Many
instancesof malware, e.g., phatbot[LURO4], spreadus-
ing mary differentinfection vectors,suchas e-mail, ran-
dom scanningandlocal exploits. Our modeldoesnot ad-
dressmalare that combinesadditionaltypesof propaga-
tion techniquesn subsequenteleases. Futurework will
exploretechniqueso identify dominantpropagatiormech-
anismsusedin malware, and hybrid modelsderived from
differentbotnetswith distincta(t) values.

3.6.2 Release Times

The short-termspreadof a worm will vary, dependingon
thetime of releaseandthe distribution of the affectedpop-
ulation acrossdifferenttime zones. Knowing the optimal
releaseime for a worm will help usimprove surweillance
andresponseTo identify the optimalreleasdime, we per
form thefollowing steps:

e Obtainthe scanrate and scanningdistribution, and
vulnerablepopulationfor eachzone;

e Obtainthe «a(t) valuesfor eachzone;and

e UsingthediurnalmodelEqgn.(5) to calculate(numer
ical solution) the infected populationsix hours after
releasdor differentreleasdime to derive the optimal
releasdime.

As anexample,we identify anoptimalreleasdime in a
scenariovherethe worm uniformly scansthe Internetand
all threediurnal groupshave the samenumberof vulner
able population,i.e., Ny = N, = N3. Thediurnal dy-
namicsof differentgroupswill not mattermuchfor avery
slow spreadingvorm thatneedso spreadout with atleast
several days. It alsodoesnot mattermuchfor a very fast
spreadingvorm thatcan nish infecting all online vulner
able hostswithin an hour — its infection rangeis solely
determinedby the populationof currentonline comput-
ers. Thereforewe studythe propagatiorof a middle-speed
worm that can spreadout in several hours. For example,
CodeRedis one suchworm, which nished its infection
in 14 hours[Moo02a]. For this reasonwe studya Code
Red-like worm that has the total vulnerable population
N1 + N2 + N3 = 360,000, andn = 358/min [ZGGTO03].
For the purposeof studyingworm releasdime, we assume
v =0.

Figure8(a)shavsthepropagatiorof thewormwhenit is
releasedht 00:00,06:00and12:00UTC time, respectiely.
It clearly shawvs the impactof the diurnal phenomenoron
aworm's propagatiorspeed Referto thediurnaldynamics
shavn in Figure3, thewormreleasedt 12:00UTC propa-
gatedasterthantheotherwormsattheinitial stagepecause
it catchesthe largestportion of the vulnerablepopulation
onlinein thefollowing severalhours.Notethattheseresults
areparticularto the botnetunderconsiderationandnot all
bots.Otherbotnetswill of coursehave differentgrowth pat-
terns,basedontheiruniquea(t) values.

Figure 8(b) shows the samephenomenorirom a differ-
ent perspectie. Herewe considerthe maximuminfected
populationsix hours after a worm is released. (We se-
lect six hoursasan estimatedime requiredfor antiirus or
worm monitoring efforts to generatea signaturefor a nen
worm [Mar04].) Theworm propagatesnostwidely within
six hourswheniit is releasedaround12:00 UTC, which
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is 9:00pmin Tokyo and SouthKorea, 8:00pmin China,
7:00amin US Eastern.Whenthe botnetstartsto grow, it
capturessomeof the evening usersin Asia, the mid-day
populationin Europe,andtheearlymorningusersin North
America. Six hours later, the Asian populationhas de-
creasedbut hasbeensubstantiallyreplacedoy the evening
Europearandmid-dayNorth Americanusers.Thus,by re-
leasingat 12:00 UTC, the worm capturessigni cant por-
tionsof all threepopulationgroupswithin six hours.

If we comparethe propagationspeedwhena worm is
releasedt00:00UTC and06:00UTC, we canseethatthe
worm releasecht 00:00UTC propagategasterin the rst
several hours(as shawn in Figure 8(a)). However, it will
slow down its infection speedand infects slower thanthe
otheroneafter8 hours.

This interestingobsenation hasimportantimplications
for network administrators Supposewo wormsbreakout,
with thesimilarinfectionability anddiurnalpropertiesand
arereleasedit 00:00and06:00UTC, respectiely. We no-
tice the spreadof the 00:00worm seemsmorerapidat rst
thanthe otherone. (We might obsere this by witnessing
lots of sensomlerts).Justusingn or analertrate,we might
concludethatsomehav thiswormiis spreadingapidly, and
is more urgent. So we might want to prioritize response
over the 06:00worm. But, if we know bothwormshave a
similar diurnal property we know that the 06:00worm is
a higher priority, eventhoughit is spreadingat a slightly
slowerratein the rst few hours.

Being ableto distinguishwormsbasedon their optimal
releasdimesis usefulto securityresearcherd-or example,
it canbetterdeterminethe defensepriority for two viruses
or worms releasedin sequence. As noted, malware of-
ten goesthroughgenerationateleasesge.g., worm.A and

worm.B, wherethe malare authorimprovesthe codeor
addsfeaturesin eachnew release.The diurnal modellets
us critically considerthe signi cance of codechangeghat
affect S(¢) (the susceptiblepopulation). For example, if
worm.A locally affectsAsia, andworm.B thenaddsa nen
featurethatalsoaffects Europearusersthereclearlyis an
increasein its overall S(t), and worm.B might becomea
higher priority. But when worm.B comesout, relative to
whenworm.A started playsanimportantrole. For exam-
ple, if the Europearusersarein a diurnallow phasethen
thenew featuresn worm.B do not poseanimmediatenear
term threat. In sucha case,worm.A could still posethe
greaterthreat,sinceit hasalreadyspreador severalhours.
Ontheotherhand,if worm.Bis releasedtatimewhenthe
Europeancountriesare in an upward diurnal phase,then
worm.B could potentially overtake worm.A with the addi-
tion of the new victims. The diurnal model exposesthis
non-olviousresult.

Our model lets researchersalculate optimal release
timesfor wormsandthereforerankthembasedn predicted
short-termgrowth rates. We note worm writers cannot
similarly usethe modelto maximizethe short-termspread
of their malare. Being ableto calculatethe appropriate
time of dayto maximizean infection requiresthe botmas-
terto know thediurnalshapingunctionfor eachtime zone.
Worm writers might know 7, andotherimportantvariables
in Eqn.(5). But «(t) is necessaryo nd anoptimalrelease
time, andis hardto know. In effect, worm writers would
haveto createtheir own distributedmonitoringprojectsik e
[UII05, YBJ04,Par04]to accuratelyderive diurnal shaping
functionsfor selectedregions. In this respectadministra-
tors potentially have one advantageover botmasters.Ap-
propriatedetectionandresponsegechnologiesanleverage



thisknowledge.

4 Related Work

Botnetsare a fairly new topic for researcherdyut have
beenaroundfor almosta decadg[CJ05]. Somework fo-
cuseson the symptomscausedby botnetsinsteadof the
networks themseles. In [KKJBO5], the authorsdesigned
setsof Turing tests(puzzles)that usersmust solve to ac-
cessover-taxedresourcesWe furtherdistinguishour work
from the extensie literature on DDoS tracebackand de-
tection,[MVS01], in that our approachattemptsto predict
botnetdynamicsbefore they launchattacks.

A few researchertiave notedtechniquesfor detecting
bots using basic misusedetectionsystems[Han04], and
IRC traces[Bru03]. Theseinvestigationsfocus on track-
ing individual bots(e.qg.,to obtaina binary), while oursfo-
cuseson capturingthenerwork cloudof coordinatedattack-
ers. The only otherresearchdirectly on counteringbotnets
(asopposedo individual bots)is [FHWO05]. Theauthorsin
[FHWO5] usehongypotsto in ltrate the C&C network of
botnets.

Our modeling work is part of a long line of com-
puter virus propagationstudies. In [TAC98], the au-
thors presentedmodels for the spread of viruses and
trojans. Epidemic modeling of viruses was discussed
in [KW91], and later in [MSVS03,WWO03]. Mod-
els have also been proposedfor a few famousworms,
including CodeRed[ZGT02, Moo02a,Sta01] and Slam-
mer [MPS* 03]. In [ZTGO04], the authorsnotedthe need
to createnew modelsthat capturenew transmissiorcapa-
bilities (e.g.,email)usedby worms.

Our study of diurnal behavior in malware hasimplica-
tions for researchinto worm epidemics. In  [MVSO05],
the authorsspeculatedaboutthe ability of wormsto halt
spreading(and therebybecomemore stealthy)after sens-
ing that the vulnerable population had saturated. The
pronouncedliurnal behaior we noted suggestghat self-
stoppingwormsmay becomemisleadaboutthe absencef
victims online, particularlyif their spreadtime is lessthan
onediurnalphasgi.e., than24 hours).

A signi cant early work on botnetsis [CJ05], which
notesthe centralizedcontrol structuresusedfor datacol-
lectionin Section2. We agreewith [CJ05] centralizedbot-
net C&C is not always guaranteedand more researchis
neededOur modeltrackspropagationandis orthogonato
this view.

Bots are often specialpurposeworms,and so our work
relieson muchof the existing worm literature. The utility
of ourmodelassumeadministratoreandetectandanalyze
wormsin asomeavhatautomatedashionto derivethescan-
ning rateandidentify the targetvulnerability. We have not
discussedhis in detail, becauseools like honeyd [Pro03]

and others[YBP05,DQG" 04] have corvincingly demon-
stratectherequireddetectioncapability

Biological modelsof epidemicshave of coursenotedthe
importanceof dormang in propagatiorfDHOQ]. This cor
respondsgo thediurnalfactorsin our model,which models
night-time asa form of limited naturalquarantineor dor-
mang in the malware. Similarly, biological modelshave
noted the importanceof spatial dispersion,demography
andotherothercateyorical factorsin propagatiorfDG99].
To alimited extent, this correspondso the role playedby
zones(geographidocation)in our time zonemodel. Com-
putermodelsof malware,and our modelin particulay are
different from theseapproachessince contactis not re-
strictedin acomputemetwork, andtransmissiormayoccur
betweerarny peersonthe Internet.

5 Conclusion

Botnetswill continueto grow and evolve, and the re-
searchcommunityneedso keeppace.Time zonesplay an
importantrole in botnetgrowth dynamicsandfactorssuch
astime-of-releasareimportantto short-termspreadates.

The datawe obsenredin our sinkholerevealedthe im-
portanceof time zonesandtime of day, and motivatedthe
creationof a diurnalmodel. The modelwasmoreaccurate
thanthe basic SIR modelscurrently used,and accurately
predictedbotnetpopulationgrowth. Further knowledgeof
thediurnalshapingfunctionsletsoneidentify releasdimes
that maximizemalare. This allows oneto comparetwo
given botnets,and priority rank thembasedon short-term
propagationpotential. Sincederiving the diurnal shaping
function («(t)) for eachtime zonerequiresextensive data
collection,botmastersareunlikely to accuratelypredictop-
timal releasdimes.

5.1 FutureWork

Our future work will also extend the diurnal modelto
addressmail spreadingviruses. By studyingthe rate of
propagatiorand new victim recruitmentobsenedin sink-
hole studies,we hopeto derive a more accuratemodel of
email virus propagation. We will alsoidentify new tech-
niguesto samplebotnetpopulationssothatwe canfurther
studybotnetshatdo not usecentralizeC&C systems.

Ourwork sofar hasidenti ed time zoneandtime of re-
leaseastwo key factorsin short-termvirus propagation\We
planto investigateotherpossiblevariables suchasthe mix
of operatingsystemshot patchlevels,andthe mix of appli-
cationsusedon infectedsystems.
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