The Computer Journal, Vol. 47 No. 6, © The British Computer Society; all rights reserved

Some Further Theoretical Results
about Computer Viruses

ZHIHONG Z U0 AND MINGTIAN ZHOU

School of Computer Science and Engineering, University of Electronic Science and Technology of China,
Chengdu, PR. China
Email: zhzuo@263.net

In this paper we give some general definitions of computer viruses which comply with our common

understanding of computer viruses. Based on these definitions, we prove theoretically that there

may exist some special kinds of computer viruses that have not been found in the real world yet.

Furthermore, we prove that the set of computer viruses with the same kernel is [[,-complete. In
general the set of computer viruses is ) ;-complete.
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1. INTRODUCTION

The first abstract theory of computer viruses is the viral set
theory given by Cohen, based on the Turing machine 1, 2].
A viral setis defined by (M, V) where M is a Turing machine
and V is a non-empty set of programs on Turing machine.
Each v € V is called a computer virus and satisfies the
following condition: if it is contained in the tape at time
t, then there exist a time ¢t/ and a v/ € V such that v’ is
contained in the tape at time #/. The most important of
Cohen’s theorems is about the undecidability of computer
viruses [1].

In a different approach, Adleman developed an abstract
theory of computer viruses based on recursive functions [3].
In his definition a virus is a total recursive function v which
applies to all programs i (the Godel numberings of programs),
such that v (i) has some characteristic behaviors of computer
viruses like injury, infection and imitation. Furthermore,
Adleman proved that the set of computer viruses is [],-
complete [3].

In the past 10 years, the number and variety of computer
viruses have greatly increased, and many of them may
not be conveniently and directly described by Cohen’s or
Adleman’s theory. For example, we can list resident viruses,
polymorphic viruses, stealthy viruses and so on. Hence some
other models and theories of computer viruses have been
established [4]. But these models do not comply with the
common understanding of computer viruses.

The structure of this paper is as follows: the next
section introduces preliminaries and recursive-function-
based definitions for several kinds of computer viruses are
presented in Section 3. In Section 4, we derive some
important results about computer viruses based on the
definitions. In the last section, we discuss the limitations
of our work and give some comments and suggestions for
further research.

2. PRELIMINARIES

We briefly present here basic notation used in this paper.
Let N be the set of all natural numbers and §
be the set of all finite sequences of natural numbers.
For every s1,82,...,8, € S, (s1,52,...,s,) denotes a
computable injective function from S” to N with computable

inverse. If f is a partial function f N — N,
then for sy, s2,....5, € 8, f(s1,82....,5,) denotes
JF{s1,82,...,8,)). Similarly, for every iy, iz, ..., i, €
N, (i1, i2,...,1,) denotes a computable injective function

from N" to N with computable inverse such that
(i, j) > i, and f(i1,in,...,1p) means f({i,in,...,10n))
for partial function f:N" — N. Furthermore, we write
fliy, i, ..., 0n) |} when f(i1,ia,...,1,) is defined and
fly, i, ..., in) 1t when (1,62, ...,10,) is undefined.

For a sequence p = (i1,i2,...,0f,...,0Ip) € S, we
use plji/ix] to denote the sequence which is the same
as p except that i replaced by ji, ie. pli/ix] =
(1,02, -y Jks - -, 1n). If the element i} in sequence p is
operated by a computable function v, namely p{v(iy)/ir], for
conciseness of notation, it will always be written in this paper
as plv(ix)] where the underlined symbol denotes the element
being operated. If there are more than one element in p that
have been replaced by other values or operated by computable
functions, we write them as pljk,/ix;, jio/ikys - - - » Jis/ ik,
or plug (iﬁ), vz(iﬁ), e, vl(iﬂ)], respectively.

The symbol ¢p(d, p) denotes a function computed by a
computer program P with the running environment (d, p)
where d and p mean data (including clock, spaces of diskettes
and so on) and programs (including operating systems),
respectively. If the G&del numbering of P is e, the function
is commonly written as ¢.(d, p). lts domain and range are
written as W, and E,, respectively.

S—m-n theorem, universal theorem and recursion
theorem [5] are the main tools used in our development of
the abstract theory of computer viruses.
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