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Introduction

Although many organizations have deployed antivirus software, new viruses,
worms, and other forms of malware (malicious software) continue to rapidly infect
large numbers of computer systems. There is no single reason for this apparent
contradiction, but fundamental trends are apparent from feedback Microsoft has
received from IT professionals and security staff in organizations whose systems
have been infected, including such comments as:

® “The user executed the attachment from their e-mail even though we’ve told
them again and again that they aren’t supposed to...”

® “The antivirus software should have caught this, but the signature for this virus
hadn’t been installed yet.”

® “This never should have made it through our firewall; we didn’t even realize
those ports could be attacked.”

® “We didn’t know our servers needed to be patched.”

The success of recent attacks illustrates that the standard approach of deploying
antivirus software to each computer in your organization may not be sufficient.
Recent outbreaks have spread with alarming speed, faster than the software
industry’s ability to detect, identify, and deliver antivirus tools that are capable of
protecting against attack. The techniques demonstrated by the latest forms of
malware have also become substantially more advanced, enabling the most recent
outbreaks to evade detection and propagate. These techniques include:

® Social engineering. Many attacks attempt to appear as if they originated from a
system administrator or official service, increasing the likelihood that end users
will execute them and infect their systems.

® Backdoor creation. The majority of recent outbreaks have attempted to open
some form of unauthorized access to already infected systems, enabling a hacker
to repeatedly access the systems. This repeated access is used to infect systems
with new malware, using them as “zombies” in coordinated denial of service
attacks, or to run any code a hacker may wish to run.



2 Microsoft Solutions for Security: The Antivirus Defense-in-Depth Guide

E-mail address theft. E-mail addresses harvested from infected systems are used
by malware programs to forward themselves to other victims and malware authors
also may collect them. Malware authors can then use the addresses to send new
malware variants, barter them with other malware authors for tools or virus source
code, or sell them to others interested in using them to produce spam mail.

Embedded e-mail engines. E-mail is the primary means for malware propaga-
tion. Many forms of malware now embed an e-mail engine to enable the mali-
cious code to propagate much more quickly and with less likelihood of creating
unusual activity that can be easily detected. Illicit mass-mailers now exploit
backdoors in infected systems to capitalize on these opportunities to use such e-
mail engines. As a result, it is believed the majority of spam produced last year
was sent via such infected systems.

Exploiting product vulnerabilities. Malware is capitalizing more frequently on
product vulnerabilities to propagate, which enables the malicious code to spread
much faster.

Exploiting new Internet technologies. As new Internet tools become available,
malware authors quickly examine them to determine how they might exploit
them. Recently, Instant Messaging and peer-to-peer (P2P) networks have become
attack vectors for such efforts.

These Malware terms and techniques are discussed in detail in the following
chapters of this guide.

Microsoft remains strongly committed to securing the applications that it produces
and to working with the company’s partners to combat malware threats. Recent
Microsoft efforts to reduce the impact of these threats include:

Working closely with antivirus vendors to form the Virus Information Alliance
(VIA). Alliance members exchange technical information about newly discovered
malware so they can quickly communicate target, impact, and remediation
information to customers. For more information about VIA, see the Virus Infor-
mation Alliance (VIA) page on Microsoft® TechNet at: www.microsoft.com/technet
/[security/topics/virus/via.mspx.

Researching new security technologies such as Active Protection Technology and
Dynamic System Protection to help secure the Microsoft Windows® platform. For
more information about these efforts, see Bill Gates’ Remarks at the RSA Conference
2004 on Microsoft.com at: www.microsoft.com/billgates/speeches/2004/02-24rsa.asp.

Releasing Windows XP Service Pack 2 with advanced security technologies to
help protect your PC against hackers, viruses, and worms. For more information
on this release, see Get Ready: Windows XP Service Pack 2 on Microsoft.com at:
www.microsoft.com/windowsxp/default.mspx.

Supporting legislation to eliminate spam and working with law enforcement
officials and Internet service providers (ISP) to help prosecute spam operations.
For information about an alliance dedicated to this effort, see America Online,
Microsoft and Yahoo! Join Forces Against Spam on Microsoft.com at:
www.microsoft.com/presspass/press/2003/apr03/04-28]oinForcesAntispamPR.asp.
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® Announcing the Antivirus Reward Program and working closely with law
enforcement agencies to reduce these threats from malware authors. For more
information about the Antivirus Reward Program, see the Microsoft Announces
Antivirus Reward Program page on Microsoft.com at: www.microsoft.com
/presspass/press/2003/nov03/11-05AntiVirusRewardsPR.asp.

Microsoft has produced this security guidance to help you identify all the points in
your infrastructure where you should consider implementing antivirus defenses.
Information on how to remedy and recover from an infection if one occurs in your
environment is also provided.

Overview
The Antivirus Defense-in-Depth Guide is composed of the following chapters:

Chapter 1: Introduction

This chapter presents a brief introduction to the guide, touches on malware terms
and techniques, and includes an overview of each chapter, and its intended audience.

Chapter 2: Malware Threats

This chapter defines a variety of malware and specifies what types of programs are
included — and not included — in this category. Information about malware charac-
teristics, attack vectors, and means of propagation also is provided.

Chapter 3: Antivirus Defense in Depth

This chapter details considerations Microsoft recommends to establish a comprehen-
sive antivirus defense for your clients, servers, and network infrastructure. User
policies and other general security measures that Microsoft also recommends con-
sidering for your overall security planning are also discussed.

Chapter 4: Outbreak Control and Recovery

This chapter provides a step-by-step approach to resolving malware attacks, and
then recovering from them based on industry best practices and internal operations
at Microsoft.

Audience

This guide is primarily intended to help IT and security staff better understand the
threats that malware poses, as well as how to defend against these threats, and
respond quickly and appropriately when malware attacks occur.

While this guidance details considerations for antivirus defense that cover a wide
variety of clients and servers, it is also applicable to organizations that run their
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entire business on a single server. Each of the defense considerations is intended to
protect your environment against a threat posed by some type of malware attack,
thus making them relevant to any organization of any size. Some of the recom-
mended measures, such as systems monitoring and management, may go beyond
the scope or need of some organizations. However, the team that produced this
guide firmly believes that it is in your interest to carefully reviewed them nonethe-
less to better understand the nature of the risks that malware poses to computer
systems around the world today.

Style Conventions Used in This Guide

The following table notes the style conventions that are used in The Antivirus
Defense-in-Depth Guide.

Table 1.1: Style Conventions

Element
Bold

Italic
- Or -
<ltalic>

Screen Text font

Monospace code
font

Monospace
command font

%SystemRoot%
Note

Important

Caution

Warning

Meaning
File names and user interface elements appear in bold.

Italic is applied to characters that the user types and they may choose to
change. Italic characters that appear within angled brackets represent
variable placeholders where the user must supply specific values.
Example:

<Filename.ext> indicates that you should replace the italicized
filename.ext with another filename that is appropriate for your
configuration.

Italic is also used to represent new terms. Example:
Digital identity — The unique identifier and descriptive attributes of a
person, group, device, or service.

This font defines output text that displays on the screen.

This font is used to define code samples. Example:
public override void Install(IDictionary savedState)

This font is used to define commands, switches, and attributes the user
types at a command prompt. Example:

At the command prompt, type the following:

CScript SetUrTAuth.vbs

The folder in which the Windows operating system is installed.
Alerts the reader to supplementary information.

Alerts the reader to supplementary information that is essential to
complete a task.

Alerts the reader that failure to take or avoid a specific action could result
in the loss of data.

Alerts the reader that failure to take or avoid a specific action could result
in physical harm to the user or hardware.



Malware Threats

Introduction

This chapter of The Antivirus Defense-in-Depth Guide provides a concise explanation
of the evolution of computer viruses, from the first relatively simple viruses to the
diverse assortment of malicious software or malware that exists today. The chapter
defines an assortment of known malware types and techniques, and also provides
information about malware propagation and the risks it poses to organizations of
any size.

Because of the nature of this ever-evolving topic, this guide is not designed to
capture and explain all malware elements and possible variations. However, it does
provide a significant first step in trying to understand the nature of the various
elements that comprise malware. The guidance also discusses and defines other
things that are not malware, such as spyware (programs that conduct certain activi-
ties on a computer without obtaining appropriate consent from the user), spam
(unsolicited e-mail), and adware (advertising that is integrated into software).

The Evolution of Computer Viruses

The first computer viruses were introduced in the early 1980s. These first attempts
were largely experimental and relatively simple self-replicating files that would
display simple taunts or jokes when executed.

Note: It should be noted that providing a definitive history of virus evolution is all but impos-
sible. The illegal nature of malware means that it is in the interests of the perpetrators to hide
the origins of the malicious code. This guidance distills the commonly accepted history of
malware from virus researchers and the antivirus industry.
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By 1986, the first viruses to attack Microsoft® MS-DOS® personal computers had
been reported; the Brain virus was generally thought to be the first of these com-
puter viruses. However, other firsts in 1986 included Virdem (the first file virus) and
PC-Write (the first Trojan horse, a program that appears to be useful or harmless but
that contains hidden code designed to exploit or damage the system on which it is
run.) In the case of PC-Write, the Trojan horse masqueraded as a popular shareware
Word Processor application of the same name.

As more people began exploring virus technology, the number of viruses, platforms
being targeted, and virus complexity and diversity all began to increase substan-
tially. Viruses focused on boot sectors for some time, and then began to infect execut-
able files. In 1988, the first Internet worm (a type of malware that uses
self-propagating malicious code that can automatically distribute itself from one
computer to another through network connections.) appeared. The Morris Worm
caused Internet communications to slow substantially. In response to this and the
growing number of outbreaks, the CERT Coordination Center at: www.cert.org, was
founded to help ensure the stability of the Internet by assisting in the coordination
of responses to outbreaks and incidents.

In 1990, the Virus Exchange BBS went online as an exchange for virus writers to
collaborate and share their knowledge. Also, the first book on virus writing was
published, and the first polymorphic virus (commonly referred to as Chameleon or
Casper) was developed. A polymorphic virus is a type of malware that uses an
unlimited number of encryption routines to prevent detection. Polymorphic viruses
have the ability to change themselves each time they replicate, which makes them
difficult to detect by signature-based antivirus software programs that are designed
to “recognize” viruses. Shortly thereafter, Tequila, the first major polymorphic virus
attack, was released. Then in 1992, the first polymorphic virus engine and virus
writing toolkits emerged.

Since then, viruses have become more sophisticated: viruses started accessing e-mail
address books and sending themselves to contacts; macro viruses attached them-
selves to various office-type application files to and attack them; and viruses written
specifically to exploit operating system and application vulnerabilities were re-
leased. E-mail, peer-to-peer (P2P) file-sharing networks, Web sites, shared drives,
and product vulnerabilities are all exploited for virus replication and attack.
Backdoors (secret or hidden network entry points introduced by malware) are created
on infected systems to enable virus writers, or hackers, to return and run whatever
software they choose. A hacker in the context of this guidance is a programmer or
computer user who attempts illegal access to a computer system or network.
Malware is discussed in detail in the next section of this chapter.

Some viruses come with their own embedded e-mail engines that enable an infected
system to propagate the virus directly via e-mail, bypassing any settings in the
user’s e-mail client or server. Virus writers have also begun carefully architecting
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their attacks and using social engineering to develop e-mail messages with an
authentic “look and feel.” This approach seeks to engage users’ trust to open
the attached virus file, and dramatically increases the likelihood of a large-scale
infection.

Throughout this malware evolution, antivirus software has continued to evolve as
well. However, the majority of current antivirus software is almost entirely reliant
on virus signatures, or the identifying characteristics of malicious software to identify
potentially harmful code. An opportunity still exists between the initial release of a
virus and the time when its signature files are broadly distributed by antivirus
vendors. As a result, many viruses released today demonstrate a dramatically rapid
infection rate in the first few days, and are then followed by a sharp decline once the
signature files are distributed to counteract them.

What Is Malware?

This guide uses the term malware (an abbreviation of the phrase “malicious soft-
ware”) as a collective noun to refer to viruses, worms, and Trojan horses that inten-
tionally perform malicious tasks on a computer system.

So what exactly is a computer virus or a worm? How are these different from Trojan
horses? And will antivirus applications only work against worms and Trojan horses
or just viruses?

All these questions stem from the confusing and often misrepresented world of
malicious code. The significant number and variety of existing malicious code
makes it difficult to provide a perfect definition of each malware category.

For general antivirus discussions, the following simple definitions of malware

categories apply:

® Trojan horse. A program that appears to be useful or harmless but that contains
hidden code designed to exploit or damage the system on which it is run. Trojan
horse programs are most commonly delivered to users through e-mail messages
that misrepresent the program’s purpose and function. Also called Trojan code.
A Trojan horse does this by delivering a malicious payload or task when it is run.

® Worm. A worm uses self-propagating malicious code that can automatically
distribute itself from one computer to another through network connections.
A worm can take harmful action, such as consuming network or local system
resources, possibly causing a denial of service attack. Some worms can execute
and spread without user intervention, while others require users to execute the
worm code directly in order to spread. Worms may also deliver a payload in
addition to replicating.
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® Virus. A virus uses code written with the express intention of replicating itself. A
virus attempts to spread from computer to computer by attaching itself to a host
program. It may damage hardware, software, or data. When the host is executed,
the virus code also runs, infecting new hosts and sometimes delivering an addi-
tional payload.

For the purpose of this guide, a payload is a collective term for the actions that a
malware attack performs on the computer once it has been infected. These defini-
tions of the various categories of malware make it possible to illustrate the differ-
ences between them in a simple flowchart. The following figure illustrates the
elements that help to determine if a program or script falls into one of these
categories:

Malicious
purpose?

This code is
not Malware.

This code is
a Trojan Horse.

Replicates?

Infects . i
a carrier to N This code is
replicate? a Worm.

This code is
a Virus.

Figure 2.1
A malicious code decision tree
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This figure makes it possible to distinguish between each of the common malicious
code categories for the purposes of this guide. However, it is important to under-
stand that a single attack may introduce code that fits into one or more of these
categories. These types of attack (referred to as blended threats that consists of more
than one type of malware using multiple attack vectors) can spread at rapid rates.
An attack vector is a route that malware can use to mount an attack. For these rea-
sons, blended threats can be especially difficult to defend against

In the following sections a more detailed explanation of each malware category is
provided to help illustrate some of the key elements of each.

Trojan Horses

A Trojan horse is not considered a computer virus or worm because it does not
propagate itself. However, a virus or worm may be used to copy a Trojan horse on to
a target system as part of the attack payload, a process referred to as dropping. The
typical intent of a Trojan horse is to disrupt the user’s work or the normal operations
of the system. For example, the Trojan horse may provide a backdoor into the
system for a hacker to steal data or change configuration settings.

There are two other terms that are often used when referring to Trojan horses or
Trojan-type activities that are identified and explained as follows:

® Remote Access Trojans. Some Trojan horse programs allow the hacker or data
thief to control a system remotely. Such programs are called Remote Access Trojans
(RATs) or backdoors. Examples of RATs include Back Orifice, Cafeene, and
SubSeven.

For a detailed explanation of this type of Trojan horse, see the article “Danger:
Remote Access Trojans” on Microsoft TechNet at:
www.microsoft.com/technet/security/topics/virus/virusrat.mspx.

® Rootkits. These are collections of software programs that a hacker can use to gain
unauthorized remote access to a computer and launch additional attacks.. These
programs may use a number of different techniques, including monitoring
keystrokes, changing system log files or existing system applications, creating a
backdoor into the system, and starting attacks against other computers on the
network. Rootkits are generally organized into a set of tools that are tuned to
specifically target a particular operating system. The first rootkits were identified
in the early 1990s, and at that time the Sun and Linux operating systems were the
main targets. Currently, rootkits are available for a number of operating systems,
including the Microsoft® Windows® platform.

Note: Be aware that RATs and some of the tools that comprise rootkits may have legitimate
remote control and monitoring uses. However, the security and privacy issues that these
tools can introduce raise the overall risk to the environments in which they are used.
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Worms

If the malicious code replicates it is not a Trojan horse, so the next question to
address in order to more clearly define the malware is: “Can the code replicate
without the need for a carrier?” That is, can it replicate without the need to infect an
executable file? If the answer to this question is “Yes,” the code is considered to be
some form of worm.

Most worms attempt to copy themselves onto a host computer and then use the
computer’s communication channels to replicate. For example, the Sasser worm
relies on a service vulnerability to initially infect a system, and then uses the infected
system’s network connection to attempt to replicate. If you have installed the latest
security updates (to stop the infection), or enabled the firewalls in your environment
to block the network ports the worm uses (to stop the replication), the attack will
fail. In the case of Windows XP, once Service Pack 2 has been applied both the
infection and replication methods are blocked. This is because the service vulnerabil-
ity has been removed and the Windows firewall is enabled by default. Additionally,
if the Automatic Updates option is set to Automatic (recommended) any future
issues will be addressed as the updates become available.

Viruses

If the malicious code adds a copy of itself to a file, document, or boot sector of a disk
drive in order to replicate it is considered a virus. This copy may be a direct copy of
the original virus or it may be a modified version of the original. See the “Defense
Mechanisms” section later in this chapter for more details. As mentioned earlier, a
virus will often contain a payload that it may drop on a local computer, such as a
Trojan horse, which will then perform one or more malicious acts, such as deleting
user data. However, a virus that only replicates and has no payload is still a
malware problem because the virus itself may corrupt data, take up system re-
sources, and consume network bandwidth as it replicates.

Malware Characteristics

The various characteristics that each category of malware can exhibit are often very
similar. For example, a virus and a worm may both use the network as a transport
mechanism. However, the virus will look for files to infect while the worm will
simply attempt to copy itself. The following section explains the typical characteris-
tics of malware.

Target Environments

As malware attempts to attack a host system, there may be a number of specific
components that it requires before the attack can succeed. The following are typical
examples of what malware may require to attack the host:
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Devices. Some malware will specifically target a device type, such as a personal
computer, an Apple Macintosh computer, or even a Personal Digital Assistant
(PDA), although it should be noted that PDA malware is currently rare.

Operating systems. Malware may require a particular operating system to be
effective. For example, the CIH or Chernobyl virus of the late 1990s could only
attack computers running Microsoft Windows® 95 or Windows® 98.
Applications. Malware may require a particular application to be installed on the
target computer before it can deliver a payload or replicate. For example, the
LFM.926 virus of 2002 could only attack if Shockwave Flash (.swf) files could
execute on the local computer.

Carrier Objects

If the malware is a virus, it will attempt to target a carrier object (also known as a
host) to infect it. The number and type of targeted carrier objects varies widely
among malware, but the following list provides examples of the most commonly
targeted carriers:

Executable files. This is the target of the “classic” virus type that replicates by
attaching itself to a host program. In addition to typical executable files that use
the .exe extension, files with extensions such as the following can also be used for
this purpose: .com, .sys, .dll, .ovl, .ocx, and .prg.

Scripts. Attacks that use scripts as carriers target files that use a scripting lan-
guage such as Microsoft Visual Basic® Script, JavaScript, AppleScript, or Perl
Script. Extensions for files of this type include: .vbs, js, .wsh, and .pl.

Macros. These carriers are files that support a macro scripting language of a
particular application such as a word processor, spreadsheet, or database applica-
tion. For example, viruses can use the macro languages in Microsoft Word and
Lotus Ami Pro to produce a number of effects, ranging from mischievous (switch-
ing words around in the document or changing colors) to malicious (formatting
the computer’s hard drive).

Boot sector. Specific areas of computer disks (hard disks and bootable removable
media) such as the master boot record (MBR) or DOS boot record can also be
considered carriers because they are capable of executing malicious code. Once

a disk is infected, replication is achieved if it is used to start other computer systems.

Note: If the virus targets both files and boot sectors for infection it may be referred to as a
multipartite virus.

Transport Mechanisms

An attack can use one or many different methods to try and replicate between
computer systems. This section provides information about a few of the more
common transport mechanisms malware uses.
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® Removable media. The original and probably the most prolific transmitter of
computer viruses and other malware (at least until recently) is file transfer. This
mechanism started with floppy disks, then moved to networks, and is now
finding new media such as Universal Serial Bus (USB) devices and Firewire. The
rate of infection is not as rapid as with network-based malware, yet the threat is
ever present and hard to eradicate completely because of the need to exchange
data between systems.

® Network shares. Once computers were provided a mechanism to connect to each
other directly via a network, malware writers were presented with another
transport mechanism that had the potential to exceed the abilities of removable
media to spread malicious code. Poorly implemented security on network shares
produces an environment where malware can replicate to a large number of
computers connected to the network. This has largely replaced the manual
method of using removable media.

® Network scanning. Malware writers use this mechanism to scan networks for
vulnerable computers or randomly attack IP addresses. For example, the mecha-
nism can send an exploit packet using a specific network port to a range of IP
addresses with the aim of finding a vulnerable computer to attack.

® Peer-to-peer (P2P) networks. In order for P2P file transfers to occur, a user must
first install a client component of the P2P application that will use one of the
network ports that are allowed though the organization’s firewall, such as port
80. The applications use this port to get though the firewall and transfer files
directly from one computer to another. These applications are readily available on
the Internet, and they provide a transport mechanism that malware writers can
use directly to help spread an infected file onto a client’s hard disk.

® E-mail. E-mail has become the transport mechanism of choice for many malware
attacks. The ease with which hundreds of thousands of people can be reached via
e-mail without the need for malware perpetrators to leave their computers has
made this a very effective transport. It has been relatively simple to trick users
into opening e-mail attachments (using social engineering techniques). Therefore,
many of the most prolific malware outbreaks have used e-mail as their transport
mechanism. There are two basic types of malware that use e-mail as a transport:

® Mailer. This type of malware mails itself to a limited number of e-mail ad-
dresses, either by using mail software installed on the host (for example,
Microsoft Outlook® Express), or using its own built-in Simple Mail Transfer
Protocol (SMTP) engine.

® Mass mailer. This type of malware searches the infected computer for e-mail

addresses, and then mass mails itself to those addresses, using either mail
software installed on the host or its own built-in SMTP engine.
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® Remote exploit. Malware may attempt to exploit a particular vulnerability in a
service or application in order to replicate. This behavior is often seen in worms;
for example, the Slammer worm took advantage of a vulnerability in Microsoft
SQL Server™ 2000. The worm generated a buffer overrun that allowed a portion
of system memory to be overwritten with code that could run in the same secu-
rity context as the SQL Server service. A buffer overrun is a condition that results
from adding more information to a buffer than it is designed to hold. An attacker
may exploit this vulnerability to take over a system. Microsoft identified and
fixed this vulnerability months before Slammer was released, but few systems
had been updated so the worm was able to spread.

Payloads

Once malware has reached the host machine via the transport, it will generally
perform an action that is referred to as the payload, which can take a number of
forms. Some of the more common payload types are identified in this section:

® Backdoor. This type of payload allows unauthorized access to a computer. It can
provide full access but also may be limited to access such as enabling File Trans-
fer Protocol (FTP) access via port 21 on the computer. If the attack was to enable
Telnet, a hacker could use the infected computer as a staging area for Telnet
attacks on other computers. As stated earlier, a backdoor is sometime referred to
as a Remote Access Trojan.

® Data corruption or deletion. One of the most destructive types of payload can be
malicious code that corrupts for deletes data, rendering the information on the
user’s computer useless. The malware writer has two choices here: the first
option is to design the payload to rapidly execute. While potentially disastrous
for the computer it infects, the malware design will lead to faster discovery from
it and therefore limit the chance of it replicating undetected. The other option is
to leave the payload on the local system (in the form of a Trojan horse) for a
period (see the “Trigger Mechanisms” section later in this chapter for examples of
this) to allow the malware to spread before an attempt is made to deliver the
payload, and therefore alert the user to its presence.

® Information theft. A particularly worrying type of malware payload is one
designed to steal information. If a payload can compromise the security of a host
computer, it is possible for it to provide a mechanism to pass information back to
the malware perpetrators. This can happen in a number of ways; for example, a
transfer could be automated so that the malware simply captures local files or
information such as keys the user is pressing (in the hope of obtaining a user
name and password). Another mechanism is to provide an environment on the
local host that allows the attacker to control the host remotely or gain access to
the files on the system directly.
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® Den